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ESP32-53 . With 10 connections and 10-byte payloads, the gateway sustained 3,237 pack-
Internet of things ets per second (pps) with zero loss; switching to 256-byte payloads dropped the
Packet loss safe rate below 946 pps and pushed central processing unit (CPU) utilization
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Throughput ceiling access control (MAC) overhead to channel-bandwidth saturation as payload size
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1. INTRODUCTION

ESP32 serves as a data gateway in regions without wireless network coverage (e.g., agricultural areas
or disaster sites) [1], [2], while also performing local data aggregation and backhaul services [3]-[5]. ESP32-
enabled gateways are widely deployed in low-cost private deployments [6]. Recent studies in this journal
demonstrated ESP32-based internet of things (IoT) systems for flood warning [7] and smart parking [8]. The
sensor data they process are time-sensitive and unrecoverable [9], [10]. Unfortunately, prior benchmarks have
varied only one factor at a time, leaving the combined effect unknown. As a result, the zero-loss throughput
ceiling becomes the primary concern for system designs [11]. This ceiling is a fine-grained stability limit that
conventional iperf tests cannot precisely resolve because of their best-effort traffic generation.

The ESP32 family has become very popular as a general-purpose IoT prototyping platform. Prior
work characterized it from multiple perspectives: Naik [1] surveyed its messaging protocols and dual-radio
wireless fidelity (Wi-Fi)/Bluetooth low energy (BLE) advantages; Maier et al. [2] validated its field-readiness;
Plauska ef al. [12] provided compute baselines in C/C++, MicroPython, and Rust, though not for networking
workloads; at the system level, ESP32 has been applied in message queuing telemetry transport (MQTT)-based
automation [13] and reusable IoT gateways [6], both focusing on application-layer interoperability rather than
throughput limits. Recent work explored ESP32 as a smart-home gateway [14] and evaluated its real-time
synchronization performance [15], but multi-factor stress testing under concurrent transmission control proto-
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col (TCP) loads remains unaddressed. Although the official documentation [3], [16] states that the maximum
number of associated stations is 10, this limit provides no indication of the sustainable packet rate without loss.
To address this uncertainty, we performed a load-sweep experiment.

Every 802.11 transmission requires an unavoidable overhead before the first bit of payload reaches
the air. Bianchi [17] modeled this cost with a Markov-chain model for the distributed coordination function
(DCF), characterizing a total delay (DCF inter-frame space, random backoff, and physical layer preamble (PHY
preamble)) between 200 and 250 us per frame, and independent of the payload size. The IEEE 802.11-2020
standard [18] specifies these timing parameters; Tselishchev et al. [9] showed that greater contention among
stations diminishes aggregate throughput with higher collision probability; however, their simulations assumed
idealized media access control (MAC) layer conditions, ignoring the software-stack overhead present in real
system on chip (SoC) implementations. Additionally, Montori et al. [19] examined the energy efficiency of Wi-
Fi for IoT and offer a view of throughput through a MAC-layer constraint. Nevertheless, all these studies treat
the radio layer in isolation. For an integrated software access point (SoftAP) gateway, the radio subsystem and
the TCP/IP stack share the same dual-core central processing unit (CPU). Consequently, MAC-layer overhead
and software processing latencies are tightly coupled: precisely the hardware-software interaction that our
experiments were designed to investigate.

The lightweight internet protocol (IwIP) stack, defined by Dunkels [20], remains the most popular
TCP/IP stack for resource-constrained embedded systems. Espressif distributes IwIP in the espressif IoT devel-
opment framework (ESP-IDF) (v2.1.2) [21], which is specifically tuned so that TCP window sizes, maximum
segment size (MSS), and memory-pool depth can be set to the required level. Works on the overall loT-edge-
cloud continuum, such as those by Gkonis et al. [22], Perera et al. [23], point out that TCP congestion at the
gateway layer is increasingly becoming a bottleneck in the end-to-end data pipeline. Although this is widely
acknowledged, there are few studies of the ESP32-S3’s limits in the literature, particularly when it runs SoftAP
while simultaneously handling several high-throughput TCP sessions. Our study fills this gap by designing a
stress-test procedure to measure the performance ceiling under multi-factor conditions. In future high-density
deployments, we can offload TCP/IP processing to a field-programmable gate array (FPGA) fabric or a ded-
icated very-large-scale integration (VLSI) network processor. This approach significantly reduces software
bottlenecks. Identifying bottleneck positions is essential for most hardware acceleration schemes.

Existing ESP32 Wi-Fi benchmarks mainly focus on single-stream TCP/user datagram protocol (UDP)
throughput [1], [12]. These benchmarks measure the raw pipe capacity of a gateway, but do not capture its
response to synchronized short-packet bursts from multiple sources. Two factors that vary simultaneously
in real deployments are the number of concurrent TCP connections and the payload size. How each factor
affects the performance bottleneck of a gateway is not well understood. Increasing the connection count puts
more pressure at the system level (ACKs, socket-buffer allocation, and IwIP context switching); increasing the
message length changes the ratio of fixed 802.11 MAC-layer overhead (distributed inter-frame space (DIFS),
backoff, and preamble) to actual data payloads [20]-[24]. We cannot predict from theoretical analysis alone
how the performance degradation caused by more connections is amplified or dampened by longer messages;
empirical observation is needed to find the stable operating boundaries.

In this paper, we evaluate the ESP32 in SoftAP mode through a controlled two-factor experiment. Our
contributions are: i) a test matrix covering 246 trials, crossing connection count (3, 5, and 10) with payload
size (10 B, 64 B, and 256 B), repeated three times. These levels represent minimal sensor readings, mod-
erate multi-sensor telemetry, and large diagnostic packets, respectively; the connection counts cover low- to
high-density deployments, with 10 being the SoftAP firmware limit; ii) identification of a bottleneck shift:
for small payloads, throughput is limited by MAC-layer overhead; for large payloads, by channel-bandwidth
saturation. The interaction is confirmed statistically significant (p < 0.001) by two-way analysis of variance
(ANOVA)—optimizing only one factor is ineffective once the payload size shifts the bottleneck to a differ-
ent subsystem; and iii) a stability-region chart mapping the safe operating envelope for designers, which also
informs the configuration of reconfigurable hardware gateways or FPGA accelerators in high-density IoT.

2. METHOD
2.1. Hardware and software platform

For our experiments, we used an ESP32-S3-N16R8 integrated on a DevKitC-1 development board
[16]. To emulate a resource-constrained deployment, we disabled the 8 MB pseudo-static random-access mem-
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ory (PSRAM), leaving about 281 KB of usable heap at boot. The software stack ran the Arduino framework on
ESP-IDF v4.4.7, with the stock IwIP v2.1.2 stack and default TCP parameters. The Wi-Fi driver was pinned
to Core 0 and the application loop to Core 1. Otherwise, Wi-Fi interrupts could steal CPU cycles away from
the packet-parsing logic, and we would not be able to tell which core runs out of capacity first. The full
configuration is given in Table 1.

Table 1. Full configuration of the experimental platform

Parameter Value

SoC ESP32-S3 (Xtensa LX7 dual-core)

CPU frequency 240 MHz

Flash/PSRAM 16 MB/8 MB (PSRAM not enabled)
SRAM (heap) 359 KB total and ~281 KB free at boot
Wi-Fi 802.11 b/g/n, 2.4 GHz, and PCB antenna
SoftAP config Channel 6, WPA2-PSK, and max 10 STAs
Firmware Arduino framework and ESP-IDF v4.4.7
1wIP v2.1.2, default TCP_WND/MSS, and Nagle on

Task allocation 'Wi-Fi on Core 0 and app loop on Core 1

For traffic generation, a laptop-based Python program served as the client, connecting to the ESP32
SoftAP at 1.5 m. The test environment was a single-person office with no competing access points on Chan-
nel 6, so co-channel interference was minimal. To model high-concurrency sensor traffic, each TCP connection
was implemented as an independent Python thread, with each thread handling data from 11 logical terminals.
The physical topology and the two-factor experimental matrix are shown in Figure 1.

PC Client

802.11n ch6
Python script

N threads x 11 terminals

(N=3,5,0r10)

ESP32-S3 Gateway

Serial
log

SoftAP mode

IwIP TCP server

240 MHz dual-core LX7

Two-factor matrix (3 x 3)
10B 64 B

TCP connection - terminal mapping
256 B

TCP O Term 0-10

3 conn =1,483* >1,289* =802*

TCP1 Term 11-21
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e n o

Zero-loss ceiling (pps)
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Figure 1. Experimental setup and two-factor test matrix

2.2. Two-factor experimental design
For our evaluation, we used a fully crossed factorial design to test the system for two factors: i)
Factor A: concurrent TCP connections: three levels (3, 5, and 10); since each connection multiplexes data for
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11 logical terminals, the total count of terminals increased to 33, 55, and 110, respectively and ii) Factor B:
payload size: three levels (10, 64, and 256 B). The 10-byte payload packet used for baseline testing consists
of a terminal identifier (ID) and an American Standard Code for Information Interchange (ASCII) sequence
number. We pad the packet to 64 bytes and 256 bytes using padding characters. In this paper, to ensure
consistency in application-layer overhead, the gateway firmware code parses only the terminal ID and sequence
number, discarding all padding bytes.

By crossing the two factors, we obtained nine distinct test configurations. For each configuration, we
designed eight transmission frequencies ranging from 10 to 50 Hz. Every trial ran for 60 seconds and was
repeated three times, yielding a total of 246 valid runs. For the 3- and 5-connection configurations, additional
higher frequencies were applied with the intent of probing the Python client’s saturation behavior, and thereby
localizing the global interpreter lock (GIL) bottlenecks.

2.3. Measurement metrics

We evaluated each experimental run using five metrics: i) zero-loss throughput ceiling (pps): the
highest packet rate at which every packet arrived intact; ii) loss rate (%): ratio of lost to total received packets,
computed by scanning for gaps in per-terminal sequence numbers; iii) average processing delay (ms): the mean
time interval from the start of readBytesUntil() to the completion of sscanf(); iv) delay jitter (ms): computed
from the cumulative sum of squared delays, which removes the need for a per-packet buffer; and v) CPU
utilization (%): the proportion of each 60-second window spent in the busy loop rather than in the free real-time
operating system (FreeRTOS) idle task. Two derived quantities were also computed: goodput and per-frame
payload fraction. The former is defined as G = (R x L)/1024 (kB/s), where R is the mean received packet
rate (pps) and L is the payload size (bytes). The latter quantifies the proportion of each frame occupied by
useful data, given by ¢ = L/(L + H), where H = 72 bytes account for the TCP (20 B), IP (20 B), and 802.11
MAC/logical link control (LLC, 32 B) headers [18], [24], excluding the frame check sequence (FCS, 4 B) and
optional TCP timestamp fields.

2.4. Statistical method

Each of the three repetitions per condition delivered one set of measures. We report the means and
show error bars 41 standard deviation in all figures. To test if connection count and payload size affect the
throughput independently or interactively, we ran a two-way fixed-effects ANOVA on the pps values recorded
at 30 Hz, the highest frequency at which all nine settings had valid (i.e., not overflowed) data. The significance
level was o = 0.05. The ANOVA partitions total variance into components for the main effect of connection
count, the main effect of payload size, their interaction, and the residual error. This method enables us to assess
the main influence of each factor and to examine whether the effect of one factor depends on the level of the
other.

3.  RESULTS AND DISCUSSION
3.1. Effect of connection count (payload=10 B)

Figure 2 plots packet loss against send frequency for three connection counts, all with a 10-byte pay-
load. The 3- and 5-connection configurations experienced no packet loss, with aggregated throughput peaking
at approximately 1,480 and 2,410 pps, respectively. Importantly, these throughput plateaus were caused by the
Python client’s GIL limit rather than gateway CPU exhaustion; only at 10 connections did the gateway CPU
become the bottleneck. Even at a per-terminal frequency of 30 Hz (3,237 pps average), there was zero loss.
When the frequency was increased to 32 Hz, there was an immediate jump in loss, growing to above 20%.

For small payloads, the zero-loss ceiling is governed by total packet rate rather than connection count.
With 3 or 5 connections, the gateway still had headroom while the Python client saturated due to the GIL, so
those measured values are lower bounds on hardware capacity. A GIL-free client (e.g., C-based or multiple
machines) is required to obtain the true ceiling.

3.2. Effect of payload size (connections=10)

Figure 3 also uses a connection count of 10 and varies the payload size. The difference with subsec-
tion 3.1 is striking. At 10 bytes, the gateway maintains 3,237 pps with zero loss (30 Hz). At 64 bytes, zero-loss
holds only at 10 Hz (1,088 pps); by 20 Hz, packets are already lost. At 256 bytes, loss occurred at all tested
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frequencies; average pps drops to 200—600, and CPU utilization exceeded 100%. Multiplying the payload sizes
by about 25 (from 10 to 256 bytes) lowered the zero-loss ceiling by a factor of three or more.

17.5 4 =& 3 connections

5 connections
—— 10 connections

15.0 A

12.5 A

10.0 A
Zero-loss ceiling

3,237 pps (30 Hz)
7.5

5.0 1

Packet loss rate (%)
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Send frequency (Hz)

-
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Figure 2. Effect of connection count on packet loss (payload=10 B)

20 A

151

256 B: loss at
all frequencies

10 1

Packet loss rate (%)
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—&- 10 B payload 64 B payload —f— 256 B payload

Figure 3. Effect of payload size on packet loss (connections=10)

3.3. Interaction effects and the 3 x 3 matrix
Table 2 lists the zero-loss ceiling for all nine configurations. The two-way ANOVA at 30 Hz (Table 3)
shows significant effects for all three terms.

Table 2. Zero-loss throughput ceiling (pps) for all configurations

Connections 10B 64 B 256 B
3 >1,483*  >1,289* >802*
5 >2411%  >1,600* >1,001*
10 3,237 1,088 <946

*Client-side bottleneck; ESP32 has remaining capacity.

The interaction F-value (F'(4,17) = 77.66, p < 0.001) is significant. The partial eta-squared val-
ues (nf) > (.76 for all sources) confirm that the observed ANOVA effects are substantively meaningful both
statistically and practically. Statistically, with a 10-byte payload, increasing the connection count only raised
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the total packet rate (pps), indicating that the client was the limiting factor. With a 256-byte payload, the 3-
and 5-connection configurations achieved roughly 800—1,000 pps, while the 10-connection throughput dropped
sharply. In other words, connection count has a negligible impact on gateway throughput for small packets, but
it significantly degrades performance for large packets. From a practical perspective, engineers should consider
multiple factors jointly to predict combined performance, because the interaction between factors can signifi-
cantly alter the bottleneck. This is because the system bottleneck shifts from MAC-layer frame-rate limitations
to channel-bandwidth and buffer-pool capacity constraints.

Table 3. Two-way ANOVA results (dependent variable: pps at 30 Hz)

Source SS df MS F p 'r]i
Connections (A) 1,520,746 2 760,373 2740  <0.001 0.763
Payload (B) 8,166,606 2 4,083303 147.13 <0.001  0.945
AXB 8,621,237 4 2155309 77.66  <0.001  0.948
Error 471,808 17 27,753

Total 18,780,396 25

3.4. Payload fraction analysis

Table 4 breaks down the fixed per-frame overhead. Each frame carries a fixed overhead of 72 bytes
(TCP 20 B + IP 20 B + MAC 32 B). However, the larger frames now occupy considerably more channel time.
This explains why the pps ceiling decreases as frame size grows. It also challenges a common intuition: a high
payload fraction alone does not guarantee high throughput on a resource-constrained gateway. For example,
a configuration with a 78% payload fraction saturates the channel at 946 pps, whereas one with only 12.2%
sustains 3,237 pps. The latter achieves 3.4x the packet processing rate of the former, delivering significantly
higher throughput.

Table 4. Per-frame payload and header fractions by payload size

Payload (B)  Frame total (B)  Payload fraction (%)  Header fraction (%)
10 82 12.2 87.8
64 136 47.1 529
256 328 78.0 22.0

3.5. Delay and jitter analysis

Figure 4 presents the average processing delay across all experimental configurations. For the 10-
byte payload, the delay remained very low under all connection counts and increased only slightly even at the
peak frequency, indicating that the system was far from reaching its computational capacity limit. For the 64-
byte payload, the delay of the 10-connection group rose sharply to >1.5 ms once the transmission frequency
exceeded 20 Hz, far exceeding the delay observed with the 10-byte payload. Under the 256-byte payload
condition, the processing delay reached its maximum at the peak frequency. These observations indicate that
the internal buffer pools were exhausted, and system-level network bottlenecks began to emerge.

Average processing delay vs. send frequency

Payload = 10 B Payload = 64 B Payload = 256 B
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Figure 4. Average processing delay vs. send frequency
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3.6. Central processing unit utilization

Figure 5 shows the CPU utilization at a fixed 30 Hz for all nine configurations of the experiments.
For the 3-connection case, utilization ranged from 11% to 43%, depending on the payload. Conversely, the
10-connection/256-byte case had a CPU utilization exceeding 100%. This indicates that our application-layer
busy-loop counter, which tracks time spent outside the FreeRTOS idle task, fails to capture interrupt-context
processing overhead. The cumulative busy time recorded by our counter exceeds the 60-second measurement
window, indicating that interrupt-context processing (Wi-Fi ISRs, IwIP timer callbacks) was active during
intervals not captured by the application-level timer. While the absolute value above 100% is not physically
meaningful, it confirms that no idle cycles remain and the system is fully saturated.

100% saturation

mmm 3 connections Saturated Satupated
100 - 5 connections
= 10 connections
= 80
I
-
S
@ 60 1 I
%]
=]
o
3] 40 1

I
T

N I . '
=
10B 64 B 256 B

Payload size

Figure 5. CPU utilization at 30 Hz send frequency

3.7. Bottleneck shift mechanism

Our experiments show two distinct operational regimes, with the transition occurring near a 64-byte
payload.

Small-payload regime (10 B). Here, the channel is limited by a fixed per-frame temporal overhead
that is independent of the payload. Summing the DIFS (~50 ps), random backoff (~67 ps at CW,;,=15), the
PHY preamble (~40 us) and the SIFS-plus-ACK exchange (~50 us) [17], [18] yields a total non-payload cost
of 200-250 us per transmission. The 10-byte payload takes almost no airtime (~1 us). Hence, the frame rate
is bound in principle to ~4,000 frames/s. Our observed ceiling of 3,237 pps agrees with this estimate after
accounting for IwIP software delays (interrupt servicing, pbuf allocation, and application-loop jitter). In this
regime, neither increasing nor decreasing the TCP connection count changes the bottleneck: the bottleneck is
given by the serialized MAC-layer queue.

Large-payload regime (256 B). When the payload is resized to 256 B, the bottleneck shifts from frame
rate to channel capacity and memory pressure. In addition to the extra airtime needed for 2,608 bits, each
packet needs more space in the IwIP pbuf pool [20]. Specifically, each 256 B pbuf consumes approximately
four times the memory of a 10 B pbuf. Given the fixed size of the system buffer pool, larger payloads occupy
most available memory, leaving insufficient space for TCP ACK buffers and retransmission queues. Likewise,
TCP control-plane complexity (including window management and ACK coalescing) scales with payload size
[25]. This 10-connection case is particularly vulnerable here, as 10 streams compete for a finite pbuf pool at
the same time that they generate a 10 increase in ACK traffic compared with a single-stream baseline.

Statistical fingerprint. This bottleneck shift, from MAC-cycle limits at small payloads to channel
or memory saturation at large payloads, is corroborated by the highly significant ANOVA interaction term
(p < 0.001), marking the transition from a packet-rate-limited to a throughput-limited system.

3.8. Design guidelines
Our empirical data provide four key design heuristics to maximize ESP32-S3 SoftAP performance
[26], [27]: i) for small messages (<64 B), the throughput ceiling is strictly in terms of the total pps rate rather
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than TCP connections. The designer can use up to 10 concurrent sockets without a throughput penalty if the
total pps does not approach the saturation point; ii) increasing the payload size from 10 to 256 bytes reduces
the zero-loss ceiling by a factor of more than 3. For high-frequency telemetry, sensors need to fragment large
payloads into smaller packets or reduce the sampling frequency; iii) operating at 80% of the measured ceiling
(~26 Hz per terminal) is a necessary operating margin against temporary traffic bursts and electromagnetic
pollution; iv) processing delay is a more sensitive early-warning indicator than packet loss. Across all setups,
the mean latency continues to rise well before the packet drops occur, and a per-packet delay limit of about
0.1 ms should trigger automatic rate limiting. Therefore, a scheme can be designed to be directly integrated
into the gateway firmware: once the per-packet latency exceeds a user-configurable threshold, packet reception
is throttled.

Figure 6 depicts the safe operating envelope: a multidimensional map of zero-loss operating points
across connection counts and payload sizes. The shaded area represents the deterministic stability region, with
zero loss observed in all experiments.

3500 A
ESP32 limit (~3,200 pps, 10 B)

3000 A
wn
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A 2500 A
8 Stable for
2 10 B only
© 2000 -
o
9]
N
£ 1500 1
E Stable for
o =64 B only
o i
< 1000 A/F A

500 Stable
(all payloads)
0 T T T
3 5 10
Number of TCP connections
-@- 10 B payload 64 B payload —f— 256 B payload

Figure 6. System stability region

3.9. Implications for reconfigurable and embedded systems

The above bottleneck analysis applies not only to the ESP32 platform but also to general embedded
gateway systems. When incoming packet rates exceed the software processing capacity of general-purpose
SoCs, offloading TCP/IP processing to reconfigurable FPGA hardware becomes an effective optimization so-
lution [28]. This approach has been validated across the IoT domain: FPGA-based accelerators have demon-
strated substantial throughput gains in high-density sensor networks [29]. The MAC-layer interrupt overhead
observed in small-payload scenarios could potentially be eliminated by deploying hardware-based packet pars-
ing pipelines [26]. This hardware implementation bypasses the entire IwIP software stack and would bypass
relevant software constraints. Similarly, a dedicated VLSI network processor with independent packet buffer
memory could alleviate the pbuf pool contention caused by large payloads [30]. The stability region chart in
Figure 6 provides a quantitative baseline for evaluating hardware acceleration performance. Any FPGA or
VLSI acceleration design may improve the zero-loss throughput ceiling beyond the 3,237 pps limit of the pure
software gateway implemented in this study. Furthermore, embedding real-time throughput monitoring into
IoT gateways supports dynamic system adaptation. The delay-based early-warning indicator proposed in sub-
section 3.8 could enable reconfigurable systems to adjust hardware resource allocation dynamically according
to real-time traffic characteristics. This mechanism could further enhance the operational stability and resource
utilization of high-density IoT deployments.

3.10. Limitations
Our findings are subject to some constraints. First, the experiments are performed under a baseline
RF situation, a single-occupant indoor environment on a single Wi-Fi channel. Actual functioning in dense
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electromagnetic environments would reach a much lower saturation rate owing to the additional contention
and interference. Second, we only analyzed TCP. UDP has no ACK generation or flow-control overhead at
the transport layer, so its performance envelope is likely to differ. Third, the zero-loss ceilings reported for 3-
connection and 5-connection groups at 10 B and 64 B payloads are client-side GIL artifacts; the true ESP32-S3
hardware ceiling for these configurations lies above the measured values.

Consequently, the claim in subsection 3.7 that connection count does not shift the bottleneck in
the small-payload regime should be interpreted as: within the tested range where client-side saturation was
avoided (10 connections), the MAC-layer frame-rate limit dominates independently of socket count. The small-
payload behavior at intermediate connection counts remains to be verified with a non-GIL-constrained client.
Fourth, we had disabled PSRAM; increasing external RAM would likely reduce buffer-pool pressure for high-
throughput large payloads. Fifth, as this work used the ESP32-S3, our results may not be immediately trans-
posable to other family members (e.g., wireless module (WROOM-32E)) due to variations in radio-frequency
front-end and memory architectures [14].

4. CONCLUSION

This study identified a bottleneck-shift phenomenon in an ESP32-S3 SoftAP gateway using a fully
crossed two-factor experiment (connection count and payload size, 246 trials in total). Two-way ANOVA con-
firmed that both factors, and crucially their interaction, are statistically significant (p < 0.001), implying that
system stability is not additive: a design validated under one payload size cannot be assumed to work un-
der another. Specifically, while small payloads (10-64 B) keep the gateway limited by per-frame MAC-layer
overhead, large payloads (256 B) shift the bottleneck to channel bandwidth and IwIP buffer-pool contention, re-
ducing the zero-loss throughput ceiling from thousands of packets per second to below 946 pps. These findings
lead to three practical guidelines for embedded gateway design: i) when higher transmission frequencies are
required, the packet length should be reduced appropriately; ii) the gateway should be designed with sufficient
margin to absorb traffic bursts; and iii) per-packet delay should be considered as an early-warning indicator, and
the transmission frequency should be throttled at appropriate times. Beyond the ESP32 platform, the identified
bottlenecks (MAC-layer per-frame overhead and pbuf-pool contention) are suitable targets for reconfigurable
hardware acceleration. FPGA/VLSI offloading may further raise the zero-loss ceiling, and the reported results
can serve as a baseline for evaluating such designs. Future work includes extending the study to UDP, enabling
PSRAM, and comparing other ESP32 variants to verify the generality of the observed behavior.
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