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 Security in urban residential environments is a significant challenge in regions 

with high crime rates and unauthorized access. This has led to the integration 

of internet of things (IoT) technologies and biometric authentication 

mechanisms into access control systems. Research has described smart lock 

solutions that require significant hardware resources or computationally 

complex recognition algorithms. This research proposes the implementation 

of a low-cost distributed architecture for facial recognition, lock control, 

monitoring, and supervision using mobile devices. The proposed architecture 

performs facial recognition using a histogram-oriented gradient (HOG) model 

executed on a desktop processing node, while an ESP32 microcontroller 

activates the lock. Remote monitoring is achieved through a communication 

framework using Flask libraries, tunneling with Ngrok, and a mobile 

application. Experimental validation was performed in a controlled 

environment, achieving 96.2% accuracy, and an F1-score of 95.9%. 

Furthermore, the control subsystem achieved an activation time of 0.78 

seconds. The results validate the integration of biometric authentication, IoT 

control, and remote monitoring. However, limitations were identified in low-

light or spoofing environments. 
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1. INTRODUCTION 

Currently, security in urban homes is a critical issue due to burglaries and break-ins. In some countries, 

the rate of burglaries has increased in urban areas, making it necessary to use emerging technologies, such as 

the internet of things (IoT) [1] and artificial intelligence (AI) to improve home security systems [2]. In 

particular, the use of facial recognition algorithms in embedded devices [3] allows for automated access 

control, thus enhancing user safety [4]. However, locking mechanisms that use physical keys have limitations 

related to unauthorized access through manipulation with tools such as lock picks or cards, and the dependence 

on external services, which results in lost time [5]. Furthermore, hiring security personnel is an additional cost 

that increases the overall cost of home maintenance [6]. This highlights the limitations and the need to develop 

secure access control solutions [7], [8]. 

Research has focused on security and access control issues with electronic systems [9], [10]. For 

example, some systems use devices like Raspberry Pi [11] for facial recognition implementation and have 

efficiencies exceeding 90% [12], [13]. Solutions using sensors, radio frequency identification (RFID) antennas 

[14], or cameras for detecting and tracking people have also been investigated [15]. This indicates a research 

area for integrating embedded systems and machine learning. 

https://creativecommons.org/licenses/by-sa/4.0/
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In the systems developed in literature, the majority use of deep learning algorithms [16] or 

convolutional neural networks (CNNs) [17] is observed in facial recognition tasks due to their accuracy in the 

face of variations in lighting and capture angles [18]. Unlike traditional machine learning techniques, deep 

learning-based models detect complex patterns, with results exceeding 90% [10], [19], [20]. Furthermore, 

devices such as the Raspberry Pi can run these facial recognition algorithms with more complex architectures 

[21], unlike microcontrollers such as the Arduino UNO [22] or ESP32 [23]. 

In the field of home security systems, digital technologies have been used that are not suitable for 

controlling mechanical locks compared to intrusion techniques using facial recognition [5], [24], the use of 

ESP32-CAM [25], and electronic motion detection systems with PIR sensors [26]. IoT technologies applied to 

security and remote monitoring have been used for real-time control [27], [28], home monitoring with 

smartphones, cameras, and automatic notifications [29], [30] (Table 1). 

 

 

Table 1. Comparison of related smart lock and facial recognition systems 
References Platform Facial recognition Connectivity Remote monitoring Mobile control 

Pecolt et al. [3] Raspberry Pi Yes Limited No No 

Alzhrani et al. [4] Smart Locker Yes Yes Limited No 

Kolluru et al. [21] Raspberry Pi Si Yes Yes No 
PBV [24] ESP32-CAM AI face detection Yes Limited No 

Awangga [25] ESP32-CAM MTCNN Yes No No 

Proposed system PC+ESP32 Histogram-oriented gradient 
(HOG)+face encoding 

Yes Yes (Flask+Ngrok) Yes 

 

 

Research has shown that it is possible to integrate facial recognition and IoT techniques for access 

control. However, most systems do not evaluate the practical integration of biometric authentication for 

residential environments. In addition, recognition systems using neural networks require computational 

resources, and although ESP32-based solution, they do not validate the interaction between facial recognition 

and IoT communication. This research proposes the development of an IoT smart lock system integrating facial 

recognition techniques to automate access to urban homes. The contribution of this work is not a new facial 

recognition algorithm but to show an integrated architecture with: i) HOG-based facial recognition,  

ii) control of locks with ESP32, iii) Flask and Ngrok tunnel services, and iv) control. From an embedded 

systems perspective, this work validates a hardware and software architecture where biometric processing is 

separated from real-time embedded control tasks. 

 

 

2. RESEARCH METHOD 

The system integrates a facial recognition stage with the IoT to automate access to a home. Operation 

begins when the user's face is captured by a 720-pixel camera, and a facial recognition algorithm developed in 

Python is executed on a computer. This algorithm incorporates a process based on deep neural networks that 

uses facial encodings [31], [32], and face detection is performed using the HOG method  

[33], [34]. HOG technique was selected in this work because the goal is to develop a low-cost and easy-to-

implement process. Therefore, compared to CNN-based models, HOG requires fewer computational resources 

and has more restrictive hardware requirements. Furthermore, facial recognition employs a distance-based 

verification approach where each face has feature vectors that are compared to pre-stored encodings for 

identification. Subsequently, an ESP32 microcontroller receives the instruction to open or close the solenoid 

lock via a relay. Additionally, the algorithm's operation is observed through a mobile application, and the 

"tunneling" with Ngrok (Figure 1). 

System processes are distributed between the desktop computer and the embedded system. Image 

acquisition, facial recognition using HOG, encoding generation, and identity verification are performed on the 

desktop computer due to hardware requirements. Meanwhile, the ESP32 microcontroller handles lock 

activation, relay control, status indication, and the execution of commands received from the recognition 

software. This task organization reduces the processing load on the embedded system while maintaining  

IoT-based control functionalities (Table 2). The architecture demonstrates a hardware-software co-design 

approach where a standard microcomputer handles resource-intensive facial recognition operations, while the 

ESP32 performs control tasks for lock activation. 

 

2.1.  Facial recognition algorithm design 

To perform facial recognition, photos of an authorized user are stored for training the model using the 

HOG technique, and facial encodings are generated in a "pickle" file. The video feed containing the detection 

is transmitted via the Flask framework to a local web server. The flowchart illustrates the registration process 
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for a new authorized user. The process begins with the user entering their name. The data is then stored in 

folders, and when the camera becomes available, a loop starts to display the images in real time. The user 

interacts with the system to take a picture of the frame and generate a file with the date and time stamp  

(Figure 2). 
 

 

 
 

Figure 1. Project component diagram 
 

 

Table 2. Functional distribution of tasks within the proposed architecture 
Component Main function 

Desktop computer Face detection using HOG, facial encoding, identity verification, and video streaming 

ESP32 Relay activation, lock actuation, LED status indication, and command execution 
Flask server Transmission of video stream and recognition results 

Ngrok service Secure remote access to local monitoring server 

Mobile application Remote monitoring and manual lock control 

 

 

 
 

Figure 2. Flowchart for registering a new user 
 

 

The programming class called “Config” allows for storing global configuration and contains the 

attribute “PERSON_NAME”. The “FolderManager” class manages the folders where images are stored and 

the content of the attribute used to construct file system paths (“name” in Spanish “Nombre”, “dataset_folder”, 

and “persona_folder”). The main class TakePhoto encapsulates the photo capture process, the attributes of the 

username, the instance present in “FolderManager”, the camera access variable (“cap”), and the counter of 

photos taken (Figure 3). The image is then loaded for blue, green, red (BGR) to red, green, blue (RGB) format 

conversion, faces are located using the HOG technique. 

Experimental validation was performed in a controlled environment using a webcam with a resolution 

of 1280×720 pixels. This camera was used to create the dataset with images of users selected during the 
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acquisition tests. For each authorized user, facial images were captured with different head orientations. 

Performance was measured using the metrics of accuracy, completeness, and F1-score obtained from the 

confusion matrix. For identity verification, the Euclidean distance between the facial encoding and the recorded 

encodings was calculated (Figure 4). 

 

 

 
 

Figure 3. Class diagram for user registration 
 

 

 
 

Figure 4. Facial recognition workflow 

 

 

2.2.  ESP32-based electronic device for solenoid lock 

To use the system, the user stands in front of the camera to capture their image. If the face matches 

that of an authorized user, the command "ON" is sent to the ESP32 via the serial port, indicating that the lock 

should be activated. Upon receiving this command, the ESP32 activates pin 12, allowing the lock to open, and 

pin 2 indicates that the lock is open. For the next 5 seconds, the system continuously monitors the situation, 

and then the lock pin and the warning LED are automatically deactivated (Figure 5). The ESP32-WROOM-

32D module is powered via a universal serial bus (USB) connection to the desktop computer that runs the 

Python code for face classification (Figure 6). In the monitoring process, the application serves as a supervisory 

interface where users access the live video feed, verify the results, and remotely generate lock control 

commands. 

 

2.3.  User interface for facial recognition 

An Android application was designed using MIT App Inventor to display captured video and labels 

for detected subjects (Figure 7). This remote monitoring is restricted to use within the same Wi-Fi network as 

the desktop computer. Therefore, the Ngrok service is used as an intermediary to access the local server with 

the Flask web application from outside the local network. The smartphone accesses this public URL, Ngrok 

receives the request and redirects it through the secure tunnel to the desktop computer. Flask then processes 

the request and responds. 

The app is built using conditional programming blocks that control the lock and data transmission. At 

the top is a box displaying the video stream, linked to the ngrok address. Below are buttons to refresh the page 

and another to manually lock the screen for 10 seconds. Button 2 allows manual control of the lock. 

Additionally, Button 3 allows refreshing the stream with a "Reload" command (Figure 8). 
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Figure 5. Programming flowchart for the ESP32 

 

 

 
 

Figure 6. Circuit interconnection diagram 

 

 

 
 

Figure 7. Remote monitoring architecture using Flask, Ngrok tunneling service and mobile application 

 

 

 
 

Figure 8. App design in MIT App Inventor 
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3. RESULTS AND DISCUSSION 

3.1.  Facial recognition 

The facial recognition stage enabled the detection of faces under different lighting conditions, 

postures, and with the addition of objects to the face (such as glasses). Furthermore, the gradient map of the 

HOG method, showing a combination of edges and orientations, is displayed below each photo. The images 

stored in the folder are in RGB format, while the facial encodings are 128-dimensional numerical vectors 

representing the distance between the eyes, jaw shape, and proportions. These do not contain information 

concerning pixels or the physical shape of the face (Figure 9). 

On the other hand, after the model is trained, approved faces are visually displayed with a label within 

a 1-meter range. One drawback is the detection distance using the "face_distance" function, so the best match 

is selected using the "argmin" function. This ensures that only the most similar face is accepted, reducing false 

positives. The algorithm is still susceptible to light covering part of the face due to the HOG method  

(Figure 10). Regarding the user “patrick”, facial recognition was not achieved for photos with strong contrast 

between light and dark areas. Therefore, these results indicate that the algorithm has difficulty recognizing 

registered users, as evidenced by the recall value and false negatives. For this reason, it was decided to reduce 

the sensitivity of facial recognition by using a maximum Euclidean distance threshold between the face 

encoding and the camera (Table 3). 

 

 

 
 

Figure 9. Face detection using the HOG method 

 

 

 
 

Figure 10. Recognition of authorized and unauthorized users 

 

 

Table 3. Performance parameters for the facial recognition algorithm 
Parameter Value Formula Interpretation 

Accuracy 96.2% TP+TN+FP+FNTP+TN High overall recognition performance 

Precision 100% TP+FPTP No unauthorized access accepted 

Recall 92.2% TP+FNTP Some authorized users not recognized 
F1-score 95.9% 2∗precision+recallprecision∗recall Balanced recognition performance 

time 0.78 s Average unlocking time Near real-time operation 

True positive (TP), true negative (TN), false positive (FP), and false negative (FN) 
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The difference between accuracy and the lower exhaustiveness of 3.8% indicates that recognition 

errors are related to false rejections. During testing, some authorized users were not recognized in environments 

with contrasting lighting. The 96.2% accuracy indicates that the system architecture provides adequate 

biometric authentication for home access control applications. Furthermore, the perfect accuracy (100%) 

indicates that no unauthorized access was granted during testing, while the completeness (92.2%) suggests that 

errors are due to false rejections affecting authorized users. On the other hand, compared to facial recognition 

approaches using deep learning [16]-[18], the use of HOG techniques requires fewer processing resources on 

low-cost devices. In addition, the unlock time of 0.78 s shows that the integration of facial recognition, 

communication, and lock activation has a delay imperceptible to users, demonstrating that the system's task 

distribution allows the ESP32 to focus on actuation, while the recognition processes are executed on the 

desktop platform device. 

 

3.2.  ESP32 for interconnection with the camera and solenoid lock 

The circuit components were integrated and connected using the ESP32-WROOM-32D module, a 

relay module with an optocoupler, and a 12 V solenoid lock. The connection to the ESP32 was validated by 

developing a Python program on a computer to run the facial recognition algorithm and verify access from the 

mobile application (Figure 11). When an authorized user's face is recognized, an activation signal is sent from 

the ESP32 to activate the electronic lock (Figure 11(a)). Furthermore, variations between measurements are 

due to differences in image acquisition time, processing latency, and potential mechanical errors. The measured 

response time of 0.78 s corresponds to the cumulative delay generated by the stages of image acquisition, facial 

detection, facial encoding, identity verification, serial communication and lock activation. 

 

3.3.  Monitoring with the facial recognition system 

In addition to facial authentication, the monitoring stage allows for real-time viewing of access events 

via a mobile application. In this case, the user remotely observes the video feed, verifying the identity tags 

assigned by the recognition algorithm and manually forcing the lock closed. This stage contributes to the 

automated authentication process with human oversight. Unlike conventional electronic lock systems that only 

perform authentication, this system integrates remote visual monitoring with a mobile device, allowing access 

controls to not depend solely on the facial recognition algorithm. Because the Flask framework is used, it's 

only possible to monitor the camera's view when the smartphone is on the same local network as the computer 

running the detection model. Ngrok's tunneling functionality allows access from external environments  

(Figure 11(b)). 

Furthermore, the execution time for the processes was obtained during the 10 access tests. The system 

takes 0.87 and 0.66 seconds to open and close the lock, respectively. Likewise, the longest and shortest 

durations with the lock open were 5.72 and 5.39 seconds, respectively (Table 4). 
 

 

  
(a) (b) 

 

Figure 11. Validation of the control program's functionality with ESP32 using; (a) implemented physical 

circuit and (b) remote monitoring with the mobile app 

 

 

3.4.  Security considerations and limitations 

Similar to other access control systems, this architecture is exposed to cybersecurity risks such as 

unauthorized access, remote monitoring interfaces, credential theft, and denial-of-service attacks. Furthermore, 

the facial recognition stage is vulnerable to photo spoofing attacks because it lacks a liveness detection 
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mechanism, which is beyond the scope of this project. While Ngrok has secure tunneling capabilities, a 

comprehensive cybersecurity assessment is beyond the scope of this research. Therefore, future work could 

incorporate liveness detection, encrypted communication channels. 

On the other hand, facial recognition processing is currently performed on a standard microcomputer. 

The system architecture shows how computational and control tasks can be distributed across different 

platforms. This approach is suitable for current IoT systems, where devices with limited hardware resources 

work in conjunction with other nodes that have greater processing capacity. 

 

 

Table 4. Time until the lock opens and opening time in seconds 
Attempt number Time until opening (seconds) Opening duration (seconds) 

1 00.86 05.52 

2 00.87 05.47 
3 00.73 05.72 

4 00.80 05.39 

5 00.67 05.51 
6 00.80 05.43 

7 00.66 05.42 

8 00.87 05.39 
9 00.66 05.71 

10 00.80 05.46 

 

 

4. CONCLUSION 

A smart lock system with the IoT and a facial recognition algorithm was implemented for home access 

using a face detection model that compares faces with encodings. The solenoid lock was efficiently controlled 

with an ON-OFF relay module and an ESP32 microcontroller, simulating the conditions of a video surveillance 

camera. 

Furthermore, the Flask framework was used to transmit the algorithm's response and the physical 

lock's status. To design the user interface, the mobile application was integrated with remote access via secure 

tunnels using the Ngrok service. The remote monitoring function allows access control from external networks 

via a secure tunnel architecture. This creates an additional layer of security, as lock control is complemented 

by human verification and intervention. The algorithm performed adequately for identifying authorized users. 

Furthermore, the F1-score performance parameter showed a value of 95.9%, similar to the values for 

“accuracy” (96.2%), “precision” (100%), and “recall” (92.2%). 

The mobile app interface validated the remote lock-forcing functionality. Additionally, the image 

refresh button was implemented to address potential connectivity issues. Furthermore, the facial recognition 

algorithm was unable to distinguish a photograph from a real face, so the authorized user of the mobile app can 

restrict access for a specific period of time. 

During system validation, a limitation was identified related to facial recognition performance, which 

is reduced by lighting contrasts and facial occlusion caused by the HOG technique. Furthermore, the current 

implementation does not integrate mechanisms to prevent access using photographs. Finally, the validation 

was performed under controlled conditions with a limited number of users. 

The main scientific contribution is the validation of a low-cost, integrated architecture with biometric 

authentication, IoT-based lock control, and mobile monitoring within a residential security framework. 

Furthermore, instead of developing a new recognition algorithm, the feasibility of integrating technologies into 

a single integrated security solution is demonstrated. The current architecture is based on the use of a 

conventional computing system with the facial recognition stage that can be adapted to reduced hardware 

devices, allowing its portability and future migration to edge AI solutions to be extrapolated. 

Future research could integrate biometric validation stages to prevent spoofing (such as liveness 

detection and blink detection). Additionally, deep learning models (e.g., TensorFlow Lite) could be evaluated 

for facial recognition. Multimodal authentication mechanisms integrating RFID or fingerprint technologies 

could also be implemented to enhance security. 
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