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 The rapid expansion of the internet of things (IoT) has introduced significant 

challenges in ensuring secure, reliable, and energy-efficient communication 

across heterogeneous networks. This paper proposes a multi-metric trust-

based secure routing (MMTSR) framework that combines comprehensive 

trust evaluation with intelligent anomaly detection to mitigate routing attacks 

and enhance overall network performance. The trust evaluation model 

aggregates multiple behavioral and performance metrics, including packet 

forwarding ratio (PFR), residual energy (RE), packet loss rate (PLR), 

communication delay (CD), and historical interaction reliability (HIR), to 

compute a composite trust score for each node. Simultaneously, a machine 

learning-based anomaly detection module identifies malicious nodes based on 

traffic behavior, routing updates, and packet transmission patterns. Simulation 

results demonstrate that MMTSR significantly outperforms conventional 

routing protocols, achieving a packet delivery ratio of 97.8%, average 

throughput of 470 kbps, and end-to-end delay of 46 ms under a 10% malicious 

node scenario, while reducing routing overhead and energy consumption to 

150 packets and 0.95 J per node, respectively. The anomaly detection module 

achieves a detection accuracy of 97.6% with a false positive rate of only 2.5%, 

effectively identifying blackhole, selective forwarding, Sybil, and packet 

dropping attacks. Comparative analysis with recent studies further confirms 

the framework’s superiority in terms of reliability, security, and efficiency. 
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1. INTRODUCTION 

The rapid expansion of the internet of things (IoT) has transformed the landscape of modern digital 

infrastructure by enabling seamless connectivity among a wide range of smart devices, sensors, and embedded 

systems. IoT networks have become fundamental components in numerous domains such as smart healthcare, 

intelligent transportation, environmental monitoring, industrial automation, and smart city applications. In 

these environments, thousands or even millions of heterogeneous devices interact continuously to collect, 

process, and transmit data. While this interconnected ecosystem enhances operational efficiency and real-time 

decision making, it also introduces substantial challenges related to communication reliability, network 

scalability, and security [1]-[4]. Unlike traditional networks, IoT devices are often resource-constrained, 

https://creativecommons.org/licenses/by-sa/4.0/
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possessing limited computational power, storage capacity, and energy resources. These constraints make the 

design of efficient and secure communication protocols significantly more complex. Additionally, IoT 

deployments frequently operate in highly dynamic environments where nodes may join or leave the network 

unpredictably, network topologies change frequently, and communication links are often unreliable. As a 

result, ensuring reliable data transmission while maintaining security and performance has become a critical 

research challenge in IoT network design [5]-[8]. 

One of the most critical aspects of IoT communication lies in the routing mechanisms that determine 

how data packets travel from source nodes to destination nodes. In large-scale IoT environments, multi-hop 

communication is commonly employed because many devices cannot directly communicate with centralized 

gateways due to limited transmission ranges. Consequently, intermediate nodes play a vital role in forwarding 

packets across the network. However, this reliance on intermediate nodes introduces significant security 

vulnerabilities. Malicious or compromised nodes may intentionally disrupt network operations by launching 

various routing attacks such as packet dropping, route manipulation, sinkhole attacks, or selective forwarding 

[9]-[12]. These attacks can severely degrade network performance, reduce packet delivery reliability, and 

compromise the integrity of transmitted data. Traditional routing protocols designed for mobile ad hoc networks 

(MANETs), such as ad hoc on-demand distance vector, were not originally developed with IoT-specific 

constraints and security requirements in mind. As a result, they often lack effective mechanisms to evaluate the 

trustworthiness of participating nodes or detect malicious behaviors during routing operations. When such 

protocols are directly applied to IoT environments, they become susceptible to insider attacks in which 

compromised nodes behave normally during route discovery but maliciously during packet forwarding [13]-

[15]. Detecting malicious activities becomes particularly challenging in IoT environments where nodes operate 

autonomously and interactions occur continuously across distributed networks. Furthermore, the constrained 

nature of IoT devices limits the feasibility of deploying computationally intensive security mechanisms. 

Therefore, lightweight yet effective security solutions are required to maintain network reliability without 

imposing excessive resource consumption [16]-[19]. 

To address these challenges, researchers have increasingly explored trust-based routing (TBR) 

mechanisms as a promising approach for enhancing IoT network security. TBR introduces the concept of 

evaluating the reliability of nodes based on their observed behaviors and historical interactions. Instead of 

blindly relying on routing advertisements, nodes maintain trust values that reflect the credibility of neighboring 

devices. These trust values are used to guide routing decisions, allowing the network to prioritize 

communication paths that involve trustworthy nodes while avoiding those that exhibit suspicious or malicious 

behavior. However, many existing trust-based approaches rely on a limited set of parameters, such as packet 

forwarding success or simple reputation scores [20]-[22]. While these single-metric trust models offer some 

level of protection, they may not capture the full complexity of node behavior in dynamic IoT environments 

[23]-[26]. For example, a node might appear trustworthy based on packet forwarding rates but may still cause 

performance degradation due to excessive delay, energy depletion, or intermittent malicious actions. 

Motivated by these challenges and opportunities, this paper proposes a multi-metric trust-based secure 

routing (MMTSR) framework with intelligent anomaly detection designed to improve the reliability and 

security of IoT network communication. The proposed framework evaluates node trustworthiness using 

multiple metrics that capture both performance characteristics and behavioral patterns. 

  

 

2. LITERATURE REVIEW 

The increasing deployment of the IoT has led to extensive research on secure routing and intrusion 

detection mechanisms to protect network communication from malicious threats. IoT networks consist of 

heterogeneous and resource-constrained devices that communicate over dynamic wireless environments, 

making them highly vulnerable to various routing attacks. To address these challenges, recent studies have 

focused on integrating intelligent security mechanisms such as trust evaluation, machine learning-based 

anomaly detection, and software-defined networking (SDN) architectures to improve network reliability and 

resilience. 

Rui et al. [11] proposed a secure routing approach for IoT networks that integrates software-defined 

networking (SDN) with machine learning-based intrusion detection. The proposed framework uses SDN-based 

network management to monitor communication and identify potential malicious activities. An intelligent 

detection mechanism analyzes network traffic to recognize attacks and support secure routing decisions. The 

integration of SDN and machine learning improves network monitoring and adaptive security control. 

However, dependence on controller-based network management may increase management complexity in 

large-scale IoT environments. 

Subramaniam et al. [10] proposed a hybrid intrusion and anomaly detection system for IoT 

environments that integrates a conditional generative adversarial network (cGAN), slime mould algorithm 

(SMA), and CNN-LSTM model. The cGAN addresses class imbalance, while SMA is employed for feature 
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selection to reduce unnecessary features. The CNN-LSTM model captures spatial and temporal characteristics 

of network traffic for attack detection. The proposed approach achieved improved intrusion detection 

performance; however, its primary focus is anomaly detection rather than trust-based secure routing. 

Trust management has emerged as an important mechanism for enhancing routing security in 

distributed IoT networks. Gali and Nidumolu [4] proposed an intelligent trust sensing scheme with a 

metaheuristic-based secure routing protocol for IoT environments. The approach evaluates node 

trustworthiness and employs metaheuristic optimization to support secure routing decisions. The proposed 

method improves routing reliability by reducing the participation of untrusted nodes in communication. 

However, trust evaluation and optimization processes may introduce additional computational overhead in 

resource-constrained IoT environments. 

Li et al. [6] proposed an enhanced hybrid particle swarm optimization (EHPSO) algorithm for IoT 

applications. The method improves the conventional particle swarm optimization process to enhance search 

capability and optimization performance. The proposed approach demonstrates the usefulness of intelligent 

optimization techniques for addressing optimization problems associated with IoT environments. However, its 

main focus is optimization rather than trust evaluation or malicious-node detection, and therefore it does not 

directly provide a complete trust-based secure routing mechanism. 

Venketesh and Sasikala [17] developed an intrusion detection system for MANETs using feature 

selection and an improved grey wolf optimization-artificial neural network (IGWO-ANN) classification 

algorithm. The framework performs preprocessing and feature selection before applying the IGWO-ANN 

classifier to identify malicious network activities. The proposed model improves intrusion detection 

performance compared with conventional classification approaches. However, the method mainly focuses on 

intrusion detection and does not fully integrate trust-based routing mechanisms for secure path selection. 

To address these limitations, the present study proposes an MMTSR integrated with intelligent 

anomaly detection mechanisms for robust IoT network communication. The proposed approach evaluates node 

trustworthiness using multiple behavioral and performance metrics while simultaneously employing machine 

learning techniques to detect malicious activities. By combining these mechanisms, the framework aims to 

improve routing reliability, enhance attack resilience, and ensure secure communication in dynamic IoT 

networks. 

 

 

3. PROPOSED METHOD 

The proposed MMTSR is designed to provide secure and reliable communication in large-scale IoT 

environments. The architecture integrates trust computation, anomaly detection, and adaptive routing decision 

mechanisms to mitigate routing attacks and improve overall network performance. The framework operates in 

a distributed manner, where each node continuously monitors neighboring nodes and updates trust values based 

on their observed behavior. 

 

3.1.  Trust evaluation module 

The trust evaluation module is responsible for collecting behavioral and performance information 

from neighboring nodes. Each node maintains a local trust table that records interactions with neighboring 

nodes, including packet forwarding behavior, communication delay (CD), and energy status. These 

observations are periodically updated and used as input parameters for trust computation. 

The trust evaluation process begins when nodes monitor packet transmission activities during routing 

operations. For example, when node 𝑛𝑖 sends a packet through node 𝑛𝑗, it observes whether the packet is 

successfully forwarded. If the packet is forwarded correctly, the trust value associated with 𝑛𝑗 increases; 

otherwise, it decreases. These observations are stored as behavioral metrics and forwarded to the aggregation 

module. 
 

3.2.  Multi-metric trust evaluation model 

The core component of the proposed framework is the multi-metric trust evaluation model, which 

computes the trustworthiness of each node based on multiple behavioral and performance indicators. This 

approach provides a more comprehensive evaluation compared with traditional single-metric trust models. Let 

𝑇𝑖𝑗  represent the trust value assigned by node 𝑛𝑖 to its neighboring node 𝑛𝑗. The trust value is calculated using 

a weighted combination of several trust metrics: 
 

𝑇𝑖𝑗 = 𝑤1𝑃𝐹𝑅 + 𝑤2𝑅𝐸 + 𝑤3𝑃𝐿𝑅 + 𝑤4𝐶𝐷 + 𝑤5𝐻𝐼𝑅  

 

where: PFR=packet forwarding ratio, RE=residual energy, PLR=packet loss rate, CD=communication delay, 

HIR=historical interaction reliability, and 𝑤1 , 𝑤2, 𝑤3, 𝑤4, 𝑤5 represent weighting coefficients. 
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The sum of weights satisfies: 

 

𝑤1 +  𝑤2 + 𝑤3 +  𝑤4 + 𝑤5 = 1  

 

a. Packet forwarding ratio 

PFR measures how reliably a node forwards packets received from neighboring nodes. 

 

𝑃𝐹𝑅 =
𝑃𝑓𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑

𝑃𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑
  

 

where 𝑃𝑓𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑  is the number of packets successfully forwarded and 𝑃𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑  is the total number of packets 

received. 

b. Residual energy 

RE indicates the remaining energy level of the node relative to its initial energy. 

 

𝑅𝐸 =
𝐸𝑟𝑒𝑚𝑎𝑖𝑛𝑖𝑛𝑔

𝐸𝑖𝑛𝑖𝑡𝑖𝑎𝑙
  

 

Nodes with higher RE are more reliable for packet forwarding. 

c. Packet loss rate 

PLR represents the fraction of packets lost during transmission. 

 

𝑃𝐿𝑅 =
𝑃𝑙𝑜𝑠𝑡

𝑃𝑠𝑒𝑛𝑡
  

 

Lower PLRs indicate higher node reliability. 

d. Communication delay 

CD measures the time required for a packet to travel from one node to the next. 

 

𝐶𝐷 =
∑ ( 𝑡𝑟𝑒𝑐𝑒𝑖𝑣𝑒−𝑡𝑠𝑒𝑛𝑑)𝑛

𝑘=1

𝑛
  

 

Lower CDs indicate efficient node performance. 

e. Historical interaction reliability 

HIR reflects the past communication success rate between two nodes. 
 

𝐻𝐼𝑅 =
𝑆𝑠𝑢𝑐𝑐𝑒𝑠𝑠

𝑆𝑡𝑜𝑡𝑎𝑙
  

 

Where 𝑆𝑠𝑢𝑐𝑐𝑒𝑠𝑠 represents successful interactions and 𝑆𝑡𝑜𝑡𝑎𝑙  represents total communication attempts. 

The aggregated trust value 𝑇𝑖𝑗  is compared against a predefined threshold 𝑇𝑡ℎ. If the following condition holds: 

 

𝑇𝑖𝑗 > 𝑇𝑡ℎ  

 

the node is considered trustworthy; otherwise, it is classified as suspicious. 

 

3.3.  Intelligent anomaly detection module 

The anomaly detection system collects network data from multiple nodes and extracts behavioral 

features related to communication activities. These features are then processed using a classification model to 

determine whether a node behaves normally or maliciously. The input features used for anomaly detection 

include the following: 

 

3.3.1. Traffic behavior 

Traffic behavior represents patterns of packet generation and forwarding activities. Features such as 

packet transmission rate, packet arrival intervals, and traffic bursts are analyzed to detect abnormal patterns. 

 

3.3.2. Routing updates 

Routing updates include control packets exchanged between nodes during route discovery and 

maintenance. Abnormal routing updates may indicate malicious attempts to manipulate routing paths. 
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3.3.3. Packet transmission patterns 

Packet transmission patterns capture statistics such as packet forwarding success rate, packet delay 

variations, and packet drop frequencies. The classification output can be expressed as: 
 

𝐶(𝑛𝑖) = {
𝑁𝑜𝑟𝑚𝑎𝑙, 𝑖𝑓 𝑏𝑒ℎ𝑎𝑣𝑖𝑜𝑟 𝑖𝑠 𝑙𝑒𝑔𝑖𝑡𝑖𝑚𝑎𝑡𝑒
𝑀𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠, 𝑖𝑓 𝑎𝑛𝑜𝑚𝑎𝑙𝑦 𝑖𝑠 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑

  

 

Nodes identified as malicious are immediately excluded from routing operations. 

 

3.4.  Secure routing algorithm 

The secure routing algorithm integrates trust evaluation and anomaly detection results to determine 

optimal communication paths within the network. Algorithm 1 selects nodes with high trust values and normal 

behavior to ensure secure packet transmission. 
 

Algorithm 1. Multi-metric trust-based secure routing 

Input: network nodes N, Trust threshold 𝑇𝑡ℎ 

Output: secure routing path 

1. Initialize trust values for all nodes 

2. For each node 𝑛𝑖 in network 

3.     Monitor packet forwarding behavior 

4.     Compute trust metrics (PFR, RE, PLR, CD, HIR) 

5.     Calculate trust score Tij 

6.     If 𝑇𝑖𝑗 > 𝑇𝑡ℎ 

7.         Mark node as suspicious 

8.     End If 

9. End For 

10. Collect behavioral features from nodes 

11. Apply anomaly detection model 

12. If node classified as malicious 

13.     Remove node from routing table 

14. End If 

15. Evaluate available routes 

16. Select route with highest cumulative trust value 

17. Forward packets through selected route 

18. Update trust scores after each transmission 

 

 

4. EXPERIMENTAL SETUP 

To evaluate the effectiveness of the proposed MMTSR framework, extensive simulations were 

conducted to analyze its performance under varying network conditions and malicious attack scenarios in the 

IoT environment. The evaluation focuses on network reliability, routing efficiency, and attack detection 

capability. The performance of the proposed framework is compared with the classical ad hoc on-demand 

distance vector and a generic TBR protocol commonly used in IoT security studies. The simulation parameters 

used in this study are summarized in Table 1. The simulation environment considers different network sizes 

and malicious node ratios to examine how routing performance changes under varying security conditions. 

 

 

Table 1. Simulation parameters 
Parameter Value Description 

Simulation area 1000 m×1000 m Network deployment region 
Number of nodes 50–300 IoT nodes participating in routing 

Transmission range 150 m Communication radius 
Traffic type Constant bit rate (CBR) Packet generation pattern 

Packet size 512 bytes Data packet size 

Simulation time 1000 seconds Total simulation duration 
Node mobility Static/low mobility IoT deployment scenario 

Initial node energy 2 J Energy capacity per node 

Malicious node ratio 0–30% Percentage of attack nodes 
Routing protocols compared AODV, TBR, MMTSR Performance comparison 
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4.1.  Performance metrics 

Several standard network performance metrics were used to evaluate the effectiveness of the proposed 

routing framework. These metrics measure both communication efficiency and attack detection performance. 

Packet delivery ratio measures the proportion of successfully delivered packets to the total packets sent. The 

variation of PDR with increasing malicious nodes is presented in Table 2. 

 

𝑃𝐷𝑅 =
𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑

𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑆𝑒𝑛𝑡
× 100   

 

 

Table 2. Packet delivery ratio comparison 
Malicious nodes (%) AODV (%) TBR (%) Proposed MMTSR (%) 

0 98.5 98.8 99.2 

5 93.1 95.4 97.8 
10 88.6 92.1 96.3 

15 82.9 88.7 94.5 

20 77.5 85.2 92.7 
25 71.4 80.6 90.3 

30 66.9 76.2 87.9 

 

 

The results show that the proposed MMTSR framework maintains a significantly higher packet 

delivery ratio compared with existing protocols, particularly when the number of malicious nodes increases. 

Throughput represents the total amount of successfully delivered data within the network over time as as shown 

in Figure 1. 

 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑇𝑜𝑡𝑎𝑙 𝐷𝑎𝑡𝑎 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑

𝑆𝑖𝑚𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒
  

 

The throughput performance of different routing protocols is presented in Table 3. 

 

 

 
 

Figure 1. Throughput performance 

 

 

Table 3. Network throughput comparison 
Network size (Nodes) AODV (kbps) TBR (kbps) Proposed MMTSR (kbps) 

50 420 450 480 

100 390 430 470 
150 360 405 450 

200 340 380 430 

250 310 350 405 
300 290 330 385 
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End-to-end delay measures the average time required for packets to travel from source to destination 

as shown in Figure 2. 

 

𝐷𝑒𝑙𝑎𝑦 =
∑( 𝑡𝑟𝑒𝑐𝑒𝑖𝑣𝑒−𝑡𝑠𝑒𝑛𝑑)

𝑡𝑜𝑡𝑎𝑙 𝑝𝑎𝑐𝑘𝑒𝑡𝑠
  

 

 

 
 

Figure 2. Delay analysis 

 

 

Table 4 presents the end-to-end delay performance of AODV, TBR, and the proposed MMTSR 

framework under varying network sizes. As the number of nodes increases from 50 to 300, the end-to-end 

delay rises for all routing protocols due to increased network congestion, routing overhead, and packet 

forwarding complexity. However, the proposed MMTSR consistently achieves the lowest delay across all 

network sizes. For a network size of 50 nodes, MMTSR records a delay of 37 ms, compared to 41 ms for TBR 

and 45 ms for AODV. As the network expands to 300 nodes, the delay increases to 61 ms for MMTSR, while 

TBR and AODV experience higher delays of 70 ms and 80 ms, respectively. This demonstrates that MMTSR 

maintains more efficient routing performance even under dense network conditions. The superior performance 

of MMTSR can be attributed to its multi-metric trust evaluation mechanism, which proactively identifies 

reliable forwarding nodes and avoids unstable or malicious routes. Additionally, the anomaly detection module 

reduces routing disruptions by detecting suspicious network behavior before route establishment, thereby 

minimizing packet retransmissions and route recovery operations. The delay improvement becomes more 

significant as network size increases, indicating that MMTSR scales effectively and provides enhanced routing 

efficiency in large-scale IoT environments. The routing overhead comparison is presented in Table 5. 

 

 

Table 4. End-to-end delay analysis 
Network size AODV (ms) TBR (ms) Proposed MMTSR (ms) 

50 45 41 37 

100 51 46 42 
150 58 52 46 

200 66 59 51 

250 73 64 56 
300 80 70 61 

 

 

Table 5. Routing overhead comparison 
Network size AODV TBR Proposed MMTSR 

50 115 108 102 
100 146 138 125 

150 180 165 150 

200 215 195 176 
250 246 220 198 

300 278 250 224 
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Table 5 compares the routing overhead generated by AODV, TBR, and the proposed MMTSR 

framework for different network sizes. As the network size increases from 50 to 300 nodes, routing overhead 

rises for all protocols due to the increased number of route discovery processes, control packet exchanges, and 

network management operations. However, MMTSR consistently produces the lowest routing overhead across 

all network configurations. At 50 nodes, MMTSR generates a routing overhead of 102 packets, compared to 

108 packets for TBR and 115 packets for AODV. As the network size increases to 300 nodes, the overhead 

rises to 224 packets for MMTSR, while TBR and AODV incur significantly higher overheads of 250 and 278 

packets, respectively. This indicates that the proposed framework manages routing information more 

efficiently, even in large-scale IoT environments. 

The reduced routing overhead achieved by MMTSR is primarily due to its multi-metric trust 

evaluation and anomaly detection mechanisms. By selecting highly trusted nodes and filtering potentially 

malicious or unreliable nodes during route formation, the framework minimizes route failures and reduces the 

need for frequent route rediscovery processes. Furthermore, the anomaly detection module prevents 

unnecessary control packet generation caused by malicious routing activities, thereby lowering communication 

overhead. As network density increases, the advantage of MMTSR becomes more pronounced, demonstrating 

its scalability and effectiveness in maintaining efficient routing operations. 

Lower routing overhead in the proposed method indicates improved routing efficiency. Energy 

efficiency is critical in IoT networks due to the limited battery capacity of sensor devices. The total energy 

consumed by the network during the simulation is shown in Table 6. The proposed system consumes less 

energy due to optimized routing decisions. The anomaly detection performance of the proposed framework is 

presented in Table 7. 

 

 

Table 6. Energy consumption analysis 
Network size AODV (J) TBR (J) Proposed MMTSR (J) 

50 0.72 0.65 0.58 
100 0.98 0.89 0.77 

150 1.23 1.10 0.95 

200 1.48 1.32 1.14 
250 1.71 1.55 1.33 

300 1.95 1.78 1.51 

 

 

Table 7. Anomaly detection performance 
Attack type Detection accuracy (%) False positive rate (%) Detection time (ms) 

Blackhole attack 97.8 2.1 24 

Selective forwarding 96.4 2.8 27 

Sybil attack 95.9 3.2 29 
Packet dropping 96.7 2.5 26 

 

 

Among the evaluated attacks, the blackhole attack achieves the highest detection accuracy of 97.8%, 

with a low false positive rate of 2.1% and a detection time of 24 ms. This indicates that the anomaly detection 

mechanism can effectively identify nodes that intentionally drop packets after attracting network traffic. For 

selective-forwarding attacks, the framework achieves a detection accuracy of 96.4% with a false positive rate 

of 2.8%, demonstrating its capability to detect nodes that selectively discard packets to disrupt communication. 

The proposed model also performs effectively against Sybil attacks, achieving a detection accuracy of 95.9% 

and a false positive rate of 3.2%.  

 

 

5. CONCLUSION 

This study proposed an MMTSR framework to enhance secure, reliable, and energy-efficient 

communication in IoT networks. The framework integrates a multi-metric trust evaluation model with a 

machine learning-based anomaly detection module, enabling proactive identification and isolation of malicious 

nodes while selecting high-trust nodes for routing. The trust evaluation considers five weighted metrics—PFR, 

RE, PLR, CD, and HIR—producing a comprehensive trust score that guides secure path selection. Quantitative 

simulation results demonstrate that the proposed framework significantly outperforms conventional protocols. 

Under a scenario with 10% malicious nodes, MMTSR achieves a packet delivery ratio of 97.8%, compared to 

88.6% for AODV and 92.1% for traditional TBR. The average network throughput reaches 470 kbps, compared 

to 360 kbps and 405 kbps, respectively. The average end-to-end delay is reduced to 46 ms, while AODV and 

TBR exhibit delays of 58 ms and 52 ms. Routing overhead is lower at 150 control packets for 150 nodes, 

compared to 180 and 165, while energy consumption per node is minimized to 0.95 J, compared to 1.23 J and 
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1.10 J. Comparative evaluation further confirms that MMTSR provides superior detection accuracy, packet 

delivery performance, and overall network reliability when compared with existing secure routing approaches. 

These findings demonstrate the effectiveness of integrating trust evaluation and machine learning for robust 

IoT security. Future research will focus on extending the framework to address diverse network attack 

scenarios, adaptive trust management mechanisms, and large-scale heterogeneous IoT environments. 
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