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 Precise traffic classification is essential for network operations like traffic 

engineering, fault detection, network accounting, invoicing, and 

differentiating the quality of service (QoS) characteristics of distinct network 

services. The importance of network traffic classification has increased 

recently as a result of the sharp rise in internet users. The various archaic 

methods of classifying network traffic have not been able to deliver 

consistent accuracy due to the increase in both the number of devices and 

flows. This study proposes the merging of machine learning (ML) 

technology and software defined network (SDN) architecture to solve this 

issue. In a SDN platform, three distinct supervised learning models—support 

vector machine (SVM), nearest centroid (NC), and Naïve Bayes (NB) are 

utilized to categorize data flow according to its uses. After capturing the 

network traffic traces, flows features are created and supplied to the 

classifier for prediction. SVM achieved 93.2% accuracy, NB achieved 

97.69% and NC achieved 92.01%. The SDN platform's live network data 

traffic capture and application classification present issues. 
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1. INTRODUCTION 

The network administrator can make informed decisions and allocate resources as efficiently as 

possible with the help of the data from the network traffic analysis. Internet of things (IoT) data is growing at 

an exponential rate due to the merging of networking technologies like cloud computing. Managing the 

resources in response to the rising demand is a difficulty. Considering today's scenario, people want quality 

of experience (QoE), scalability, fast service delivery, and personalized service level agreements (SLAs). The 

goal of the service provider is to achieve the greatest profit by allocating resources, using various strategies to 

satisfy SLAs and QoE requirements, and minimizing operating expenses. Whereas machine learning (ML) 

places its intricate nature in the network traces gathered and the training algorithm used, classic network 

traffic classification techniques place their complexity in the source code. Learning ability acquired is the 

most crucial element of ML algorithms. This skill is acquired via practice and improvement. For each of the 

many network traffic classes, the statistical characteristics of the network trace—such as duration, packet 

length, and packet inter-arrival time—are distinct. With the help of the supplied training data set, the machine 

discovers this distinctiveness in the network pattern. The network data that has been recorded is analyzed 

using the ML technique to identify any patterns. It can be difficult to identify different applications, like file 
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transfers, email, video streaming, and surfing. For the best use of the network resources, a powerful network 

management tool is needed to handle the exponential development in network traffic. 

Classifying traffic is a crucial application of high availability and efficiency in network 

management. Network traffic classification can be applied using the following techniques [1]: understanding 

application and application layer protocols through the use of port numbers. However, these techniques are 

not entirely accurate. One method utilized is deep packet inspection (DPI). While dynamic ports and 

encrypted traffics are not yet enabled in current networks, these solutions have a high accuracy but some 

implementation challenges. It also compromises user privacy and adds a significant load to the system. 

Due to the drawbacks of these approaches, studies have increasingly concentrated on ML strategies 

that use statistical characteristics to classify traffic. The global perspective of controllers in software defined 

network (SDN) enhances network management despite the numerous obstacles to traffic classification in 

modern networks, and its approach of gathering statistical data of network traffic from switches is 

straightforward and easy to use [2]. The study by [3] examined flows over SDN using traffic classification 

techniques based on DPI to identify application protocols in runtime. Enabling the controller to discern and 

isolate distinct application flows, as well as manage and program flows to provide quality of service (QoS) 

for applications that are sensitive to delays, is their main objective. DPI tools use a significant portion of the 

controllers' processing power while the network is loaded. The network's overall performance is impacted as 

a result. 

Service traffic in networks is growing quickly as a result of the swift advancement of network 

communication technologies and the notable rise in network terminal equipment. Simultaneously, the rapidly 

expanding service flows pose novel problems to the current communication networks. The Internet has 

undergone a significant transformation thanks to SDN, a new kind of intelligent network architecture. SDN 

has been used in numerous network scenarios [4]–[6] to satisfy demands for network load balancing, multi-

path forwarding, green energy conservation, and centralized automatic administration. But many problems 

remain unsolvable with conventional approaches, thus some studies incorporate ML techniques into SDN to 

address specific issues and provide positive outcomes. 

Globally, there are exponentially more connections and devices than people and Internet users, 

which is driving up network traffic [7]. Traffic flow patterns and network performance have also been 

dramatically altered by the adoption of new, highly capable, and intelligent devices (such as smartphones, 

smart televisions (TVs), and video game consoles), the growth of machine-to-machine (M2M) 

communications, and the ensuing creation of new services and applications. It is now difficult to manage 

various network infrastructures in order to meet the demands of new devices, applications, and services. As a 

result, there is a lot of interest in developing autonomous networks that use ML [8]. There has been a lot of 

research done on the use of cognitive networks to handle the complexity of network management and 

operation. But ML integration presents some additional difficulties. First off, there are no standards in place 

to ensure network homogeneity between organizations; instead, each has its own network architecture. 

Second, each network node, such as a router or switch, can only see and act on a certain network segment 

due to the distributed implementation of traditional network systems. 

The control plane and data plane are separated by the SDN paradigm [9]. The management of 

network policies and routing is the responsibility of the centralized control plane. As a result, it has a global 

view of the network since it continuously gathers and monitors status data. It has therefore made numerous 

cutting-edge network monitoring approaches possible [10]. As directed by the controller, the data plane 

handles forwarding, deleting, and changing traffic flows. ML is effectively applied to pattern identification 

and anomaly detection challenges, with the goal of discovering and utilizing hidden patterns in data to infer 

knowledge. Complex operations like handling resources, traffic categorization, security, and generic network 

administration can be automated thanks to this feature. As a result, the application of ML to SDN is an 

exciting field of research that offers fresh approaches to solving well-known network issues through the use 

of cutting-edge data-driven methods. 

System administration, service monitoring, and other applications use traffic classification, which is 

an intelligent process that implies classifying traffic into different groups. Additionally, traffic classification 

makes it possible to configure access controls, QoS, and other network security characteristics effectively and 

allocate resources. The port-based method and DPI are two popular traffic classification methods [11], [12]. 

Both strategies are no longer useful, though, since network communication is now encrypted and the majority 

of programs operate on dynamic ports. As a result, creating a new classification method more appropriate for 

the existing operational environment is required. 

 

 

2. RELATED WORK 

Port numbers and DPI are the foundations for the various traffic classification algorithms. 

Applications are developed using the dynamic ports in situations where port-based classification is not 
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feasible. When it comes to DPI, a pattern is identified for the intended use. Pattern recognition is 

accomplished via regular expressions. Pattern-based categorization has a serious problem in that it cannot 

update the pattern for a large number of applications due to the sudden development in applications. The DPI 

mechanism is unable to classify the encrypted traffic. Qazi et al. explain how ML techniques can classify 

different applications. In order to gather the actual data, the crowdsourcing method is utilized. The 

centralized SDN platform controls the policy management. A proposal for network management that takes 

joint optimization into account for resource usage can be found in [14]. The artificial intelligence (AI)-based 

methods for managing the network's spatiotemporal traffic fluctuations are provided. In order to forecast 

controller performance, AI and SDN are integrated, as explained in [15]. The enterprise network traffic is 

categorized using SDN and ML. Higher accuracy is obtained with supervised learning, as stated in reference 

[16]. The classification algorithms utilized for spam filtering to prevent cybersecurity assaults are random 

forest classification, decision tree classification, and K-nearest neighbors (KNN). Several approaches are 

used for network resource optimization, including the coupling of SDN and AI-based traffic classification. 

A system for identifying the application type of current flows in a wireless network which consists 

of many mobile devices linked to an OF switch was proposed by Arslan et al. [17]. The information is sent to 

a ML-based trainer in the control plane. A method for clustering using flow attributes collected from a 

dataset is proposed by Zhang et al. [18] and used as input for the K-means algorithm during the learning 

phase. The traffic classification model is implemented using these clusters. The information gleaned from the 

packet content is used to aggregate the clusters with comparable properties. 

A system for classifying applications in smart home networks that use encrypted data flows was 

presented by Wang et al. [19]. Three deep learning (DL) algorithms— multi-layer perceptron, stacked auto-

encoder, and convolutional neural network (CNN)—are applied to the preprocessed data first. A DL model in 

SDN was used by Lim et al. [20] to suggest an application classification scheme. Preprocessing the network 

traffic to train two DL models—a multi-layer long short-term memory (LSTM) and a CNN combined with a 

single-layer LSTM—to conduct network traffic categorization is how the dataset is created from the 

functional load of the flows. The optimal hyper-parameter for the models is determined through a model 

tuning process. The multi-layer LSTM performs the best, according to the data, with an accuracy of more 

than 99.00%. An architecture that uses the OpenFlow protocol to gather traffic data from an enterprise 

network was presented by Amaral et al. [16]. Both conventional networks and SDNs can use this 

architecture. The authors classified traffic flows in eight applications by combining multiple ML methods 

with the collected dataset. The outcomes demonstrate that supervised learning produces performance that is 

higher than 90.00%. With the use of DL algorithms, Chen et al. [21] presented a classification strategy of 

encrypted traffic to identify applications in an intelligent home gateway. There are two levels in the 

hierarchical structure of the encrypted packet classifier. A classifier by service type based on applications 

with comparable QoS requirements makes up the first level. Applications are categorized at the second level 

using a fine-grained approach to traffic classification. In order to verify the effectiveness of the suggested 

classifiers, evaluation results were conducted at both levels; the accuracy attained is greater than 85.00% for 

all applications. 

The goal of application-type-based traffic categorization is to identify the various traffic classes in 

the network that have comparable QoS requirements. In order to enhance service quality, Demirci and 

Abdulazzaq [22] suggested a traffic engineering system in SDN that is based on DL methods. Traffic flows 

from different applications are classified into classes with distinct priority by the classifier. The authors used 

a method known as the synthetic minority over-sampling technique to address the problem of an unbalanced 

dataset. 

To identify applications in classes, Zhang et al. [23] developed a deep neural network (DNN)-based 

traffic categorization approach made up of a SoftMax regression layer and stacked autoencoder (SAE). In 

order to train the hybrid DNN, the suggested framework gathers and processes network data using the SDN 

controller. Using the SAE model, the properties of the processed data flows are automatically obtained. The 

outcomes of the simulation show that the suggested classifier successfully produces a classification accuracy 

higher than 90%. 

Applications can be categorized into traffic classes using a method described by the authors of [24]. 

The suggested approach lowers the network traffic for categorization and the processing overhead for the 

drivers by not inspecting the packet payload. Additionally, the authors use ML methods to show how the 

suggested approach increases classification accuracy. An Open vSwitch (OVS) and two hosts were part of an 

SDN-enabled network used for the research. With an accuracy of 97.60%, the findings across the testing 

dataset demonstrate superior performance when compared to the Naïve Bayes (NB) algorithm. Fan and Liu 

[25] looked at ML-based traffic categorization methods and how feature selection and model fit impact the 

models' output. Their analysis concentrated on the K-means and support vector machine (SVM) algorithms 

for grouping traffic generated by applications into ten traffic types. 
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Using the three ML models of SVM, nearest centroid (NC), and NB, Raikar et al. [26] developed a 

framework for the classification of applications in traffic classes. The framework makes it possible to record 

network traffic traces. The created flows are then forwarded to the classifier for categorization once the flow 

statistics are gathered using the NetMate tool. The outcomes demonstrate that 96.79% accuracy is achieved 

using the NB algorithm. In order to enhance the traffic classification of applications with traffic, Zaki and 

Chin [27] suggested a hybrid technique called filter-wrapper feature selection (FWFS), which is based on the 

selection of filtering and wrapping features. Using the C4.5 wrapper, this method first minimizes the amount 

of features in the dataset before choosing the final features. The computational cost of the performance 

evaluation with feature selection is low, leading to a robust and dependable model for categorizing fresh data. 

The accuracy of the classifier is 98.90%. 

Deep-SDN, a new DL model for SDN proposed by Malik et al. [28], can quickly and reliably 

identify a variety of traffic applications. The suggested approach is suitable for identifying internet traffic 

since it can quickly and accurately identify the different application kinds. The authors included a dropout 

layer in the design to prevent overfitting and enhance regularization. The algorithm's performance evaluation 

reveals a global accuracy of 96.00%. Amiri et al. [29] proposed an approach for allocating bandwidth to 

gaming traffic. The suggested technique addresses the bandwidth allocation issue that networks in cloud 

computing data centers face by using ML algorithms to classify incoming traffic flows in real-time while 

guaranteeing that game flows are given priority over others.  

A traffic classification system that Xu et al. [30] devised enables allocating different network 

resources to greatly improve the QoS of different applications. Network functions virtualizations (NFVs) are 

used to implement the mechanism, and they function at the data plane. As a result, sample data can be 

transmitted over the SDN switch to the NFV without requiring control channels. There was a traffic classifier 

model presented by Owusu and Nayak [31]. Utilizing the statistical characteristics of the traffic data, the ML 

learning models in use classified the traffic according to QoS demands, delay, and throughput. In order to 

considerably improve the overall efficiency, Mondal et al. [32] introduced an innovative performance 

accelerator algorithm (PAA) that incorporates three ML classifiers. In order to assess the effectiveness, the 

authors developed a brand-new Docker-based SDN network system and integrated the suggested dynamic 

network classifier (DNC) into the Ryu controller, which improved QoS by eliminating the need to manually 

correlate traffic that comes into the network. A traffic classification approach for mobile applications in 

wireless networks supporting SDN was proposed by Uddin and Nadeem [33]. 

 

 

3. METHOD 

The combination of SDN and an ML method for classifying network traffic is explained in the 

suggested system model. A supervised learning technique is used in the model generation process for 

classification. As more devices connect to the internet, there are more restrictions on bandwidth, latency, 

security, and user experience. It is suggested to use ML to classify traffic in order to simplify network 

administration tasks. The suggested model is divided into three sections: machine intelligence, virtual 

networks, and real-time networks. When real-world and virtual networks are connected for file transfer and 

email purposes, a hybrid network is created. Various topologies for both wireless and wired networks are 

developed in the virtual network.  

The suggested model's machine intelligence component is used to classify traffic. The issue of 

traffic classification is stated as follows. Consider F={F1, F2, ..., Fn} to be the collected flow. Fi is an instance 

with k attributes. When referring to the jth characteristic in the ith occurrence of the flow, Fij is utilized. The 

characteristics that are used to classify network traffic include inter-arrival time, time span, and the number 

of bytes and packets that are transported. For the purpose of solving the network traffic classification issue, 

let C={C1, C2, ..., Cq} represent the various classes. The "playing," "surfing," and "e-mail" applications are 

examples of Ci classes. The goal is to use methods of ML given by function f(F) → C to design an algorithm 

for transforming n-dimension data F to C. While data is being transmitted across the network, the training 

data set is being recorded offline. By using the classification algorithm on the training data set, which 

contains T tuples in the form (Fi, Ci), the mapping f(F)→ C is learned. The training and testing data sets for 

network traffic classification are subjected to the three supervised learning algorithms—NB, SVM, and 

NC—and their results are compared in terms of accuracy, precision, recall, and f-score. Topology 

administration and tracking remotely are handled by the Python OpenFlow (POX) controller. The "mininet" 

utility is used to construct the network topology. Real-time (continuous) traffic is recorded using "tcpdump" 

and saved as "pcap" files. The "netmate" flow generator is used to create the flow features. This recorded 

data has the labels connected to it. There are various ML algorithms used to carry out the prediction. 

Using the Bayes theorem, the categorizing of network traffic is achieved, presuming predictor 

independence. 
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𝑃(𝑐|𝑓) =
𝑃(𝑓|𝑐)𝑃(𝑐)

𝑃(𝑓)
  

 

𝑃(𝑐|𝐹) = 𝑃(𝑓1|𝑐) ∗ 𝑃(𝑓2|𝑐) ∗ ∙∙∙ ∗ 𝑃(𝑓𝑛|𝑐)  

 

The variables P(c|f), P(f |c), P(c), and P(f) represent the posterior probability for network class c, 

likelihood probability, prior probability of class, and predictor, respectively. The network traffic class c and 

the flow instance F are also included in this equation. Algorithms 1 - 3 shows the different classification 

using ML techniques. 

NB is first employed to classify network traffic based on the probability distribution of the observed 

network flow features. The NB approach estimates the likelihood of each traffic class using the training 

dataset and assigns the input flow to the class with the highest posterior probability. The steps involved in the 

NB-based network traffic classification are presented in Algorithm 1. 

 

Algorithm 1. Classifying network traffic with the NB approach 

Input: Actual flow instances (F).  

Output: The application's network traffic class.  

Steps: 

1. The network training data set's frequency table is acquired.  

2. The probabilities are ascertained in order to produce the likelihood table.  

3. By using (1), the posterior probability is determined for every class.  

4. The highest posterior probability is selected in order to predict the network traffic class c. 

 

SVM is subsequently employed to classify network traffic by constructing an optimal hyperplane 

that separates different traffic classes. The objective of the SVM approach is to maximize the margin 

between the classes while minimizing classification errors. The selection of the optimal hyperplane is based 

on the weight vector and the distance between the separating hyperplanes. The procedure for SVM-based 

network traffic classification is described in Algorithm 2. 

 

Algorithm 2. SVM-based network traffic classification 

Input: Actual flow instances (F).  

Output: The application's network traffic class.  

Steps: 

1. The occurrences of the input flow are shown as: 

 

𝐹 = {(𝐹𝑖 , 𝐶𝑖|𝐹𝑖)  ∈ 𝑅, 𝐶𝑖 ∈  {−1,1}} , 𝑖 = 1 𝑡𝑜 𝑛 

 

2. In order to ensure that no data points fall between the two hyperplanes, H1 and H2, they are chosen. 

3. Calculate the margin "h" to optimize the separation between the hyperplanes H1 and H2. 

 

h=
2

‼⃦𝑤 ⃦
 

 

Rather of optimizing margin "h", the hyperplane with smallest weight vector (w) is selected. 

 

The NC algorithm is then applied to classify network traffic based on the similarity between an 

input flow and the centroid of each traffic class. For each class, the centroid is calculated from the training 

flow instances. The Euclidean distance between the input flow and each class centroid is then determined, 

and the traffic class having the minimum distance is assigned to the input flow. The steps involved in the NC-

based network traffic classification are presented in Algorithm 3. 

 

Algorithm 3. Employing the NC algorithm to classify network traffic 

Input: Actual flow instances (F).  

Output: The application's network traffic class.  

Steps: 

1. The occurrences of the input flow are indicated as: 
 

{(𝐹1, 𝐶1), (𝐹2, 𝐶2), … . (𝐹𝑛, 𝐶𝑛)} 
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2. The equation is used to calculate the centroid per each class. 
 

𝜇𝑖 
→  =

1

𝐶𝐼
 ∑ 𝐹𝐼⃗⃗  ⃗𝑖=𝐶𝑖

  

 

3. Equation below yields the expected network traffic class. 

 

𝐶̂ = arg𝑚𝑖𝑛𝑙∈𝐶 ⃦𝜇 𝑖 − 𝐹 ⃗⃗  ⃗  ⃦ 
 

Network trace data is gathered for several purposes. One of the two methods for classifying traffic is 

online or offline. We can get feedback for optimizing the use of network resources thanks to the online 

network data gathering. The offline traffic classification is carried out in the suggested model. The packet 

analyzer tool "tcpdump" is used to gather network data. The output traces are diverted and saved in files with 

the extension ".pcap". The architecture of the client-server is configured to obtain the flow statistics for 

network traffic class surfing. In the topology, one of the hosts is set up as a "SimpleHTTPServer." The 

HTTPServer receives a file transfer request from the client. Using the 'telnet' command, network traces for 

the simple mail transfer protocol are generated. A connection is made across the real-time network and the 

simulated network structure in order to record the "SMTP" networking traces. The 'vlc-wrapper' class is used 

to collect the flowing network data between the client and server. The real-time protocol (RTP) is used to 

transmit music and video data live. 

 

 

4. RESULTS AND DISCUSSION 

The captured file is converted into a ".csv" file as part of the data pre-processing procedure. The 

flow data are obtained using the NetMate software. Using "NetMate" the captured ".pcap" file is transformed 

into a comma-separated values (CSV) file with the flow information. In order for the system to understand 

the connection between the input flow instance and the output network traffic class, the training data set must 

be labeled. Three distinct traffic classes have been established: email, streaming, and browsing. Model 

construction involves model selection, training, and parameter adjustment. The closest centroid algorithm, 

SVM, and NB are the three models that were chosen. Several ML models can be applied using the scikit-

learn program. The categorization of the different applications according to the quantity of flow occurrences 

gathered for five and ten minutes, respectively, is displayed in Figure 1. 

 

 

 
 

Figure 1. Flow occurrence 

 

 

The accuracy and training error of the three distinct supervised ML models for the SDN platform's 

data traffic classification are shown in Figure 2. SVM achieved 93.2% accuracy, NB 97.69%, and the closest 

centroid 92.01%. The live network data traffic acquisition and application classification in the SDN platform 

provide obstacles. The SVM has the lowest training error, whereas the closest centroid learning model has a 

6% error and NB has a 2% error. 
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Figure 2. Effectiveness of categorizing network traffic 

 

 

Figure 3 shows a comparison of the supervised learning models with 150 and 999 as the number of 

flow examples (n). The graph analysis shows that after 150 flow cases, the precision and recall are reduced. 

Figure 4 shows training and testing times for classifying network traffic using SVM, which takes 30 ms to 

train, and NB and NC, which takes 2 ms to train. The testing time in each of the three scenarios is one 

millisecond. Figure 5 shows a comparison of the various supervised learning models' performances. The NB 

model yielded 97.69% accuracy. 

 

 

 
 

Figure 3. Evaluation of ML algorithms' performances 
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Figure 4. Training and testing time 

 

 

 
 

Figure 5. Comparison of precision, recall, and accuracy of the supervised learning models  

 

 

5. CONCLUSION 

This study presented a supervised ML–based approach for network traffic classification in SDN 

environments. The proposed framework utilizes flow-level traffic features extracted from packet capture files 

using the NetMate tool, which converts raw network traffic into structured flow records for analysis. The 

dataset was categorized into three major application classes: email, streaming, and browsing traffic, allowing 

the system to learn traffic patterns associated with different user activities. Three supervised learning 

algorithms—SVM, NB, and NC—were implemented and evaluated using the Scikit-learn framework. The 

experimental results demonstrated that all three models achieved classification accuracy above 90%, 

indicating their effectiveness in identifying network traffic types in an SDN-based environment. Among the 

evaluated algorithms, the NB classifier achieved the highest accuracy of 97.69%, while also requiring 

minimal training time compared with the other models. The SVM model showed strong classification 

capability with lower training error, whereas the NC algorithm provided competitive performance with very 

low computational complexity. The results highlight the potential of ML techniques for efficient traffic 

classification in modern networks experiencing rapid growth in data traffic. In future work, the proposed 

system can be extended by incorporating DL models and network slicing mechanisms to improve scalability, 

adaptability, and intelligent resource allocation in next-generation network infrastructures. 
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