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1. INTRODUCTION

A universal form of digital attack today is the Tridex attack, which overload cyberspace with data
packets rise from diverse sources. To minimize outage and to ensure packet loss, information security
specialists need to recognize or detect Tridex attacks, which enlarge the frequency and complexity.
Conventional Tridex detection methods depend on predefined indicators that predicts the known threats and
unknown threats. On the other hand, methodologies driven by simulation acknowledge newly developed
attacks [1]. The network based intrusion detection is of novelty method because of its efficacy in finding out
irregularity of analytical data. This testing explores the machine learning algorithms for analyzing the nonlinear
attacks without loss of data. In the recent times, enhanced the complexity of vulnerabilities depend on
knowledge-based detection [2]. Although explainability analysis based malware detection are constructive in
identifying known and unknown malicious files [3]. This study examines how well the Isolation Forest
algorithm works in Tridex detection and compares its performance with other popular cognitive computing
models like random forest and support vector machine (SVM) [4]. Isolation Forest is a new method that shows
promise for detecting anomalies, especially when dealing with high-dimensional and unbalanced data. Early
research showed that learning based classification to detect abnormal malware samples [5]. Isolation Forest
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has been utilized in a number of studies to detect network anomalies, although its particular usage for Tridex
detection has not received much attention. This study fills this gap by assessing Isolation Forest's ability.

Menon et al. [6] suggested a better image based Android malware detection for diversified and
streaming 10T environments, which demonstrated increased detection capabilities and responsiveness to
dynamic network traffic. Similarly, Moomtaheen et al. [7] proposed a long-lasting Isolation Forest model for
intrusion detection based on PEEK network monitoring records, which increased detection performance by
improving anomaly isolation mechanisms.

Recently, Isolation Forest has been evaluating under different security threat conditions. Chua et al.
[8] stresses on threat traffic with attacks and suspicious behaviour of the network provides effective
identification with reduce execution time. Moreover, Kumari and Mrunalini [9] studied the framework for
intrusion detection by machine learning techniques that improves the accuracy level of malware by optimize
methodology. Baldini and Amerini [10] relative study is on adaptive sliding window and morphological fractal
dimension with better nonlinearity detection with increase accuracy and decreasing false positive rates (FPRS).
The study evaluates multiple sliding window models on intrusion detection datasets and highlights the results
with accuracy level in identifying cyber threats.

The Tridex intrusion finding framework pointedly backs to embedded and IoT environments by so
long as a lightweight and computationally efficient malware finding mechanism. Unlike predictable signature-
based detection approaches, the proposed Isolation Forest-based model identifies anomalous behavioural
patterns associated with Tridex malware in real time with minimal resource feeding. This characteristic makes
the framework highly suitable for deployment in resource-constrained embedded devices such as smart sensors,
industrial controllers, wearable devices, and edge computing nodes.

Figure 1 represents malware detection model based using Isolation Forest algorithm for Tridex
dataset. The dataset is divided into training and testing phases. The training phase includes seen data
preprocessing, feature abstraction, model training, and validation, the testing phase focuses on unseen data
performance valuation. Both outputs are analysed by the Isolation Forest algorithm dataset is analysed into
malware and benign.
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Figure 1. Block diagram of proposed method
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2. METHOD
2.1. Isolation Forest algorithm

The key point is that the rarity and individuality of anomalous points make them easier to tell apart
from standard examples. The approach constructs a pattern frameworks and detect malicious files based on the
abnormal features [11]. The Isolation Forest method uses multiple of decision-making structure, which isolates
a data point by choosing a random feature and making split at random. Anomalous points are separated more
swiftly as they are different from most of the data. This leads to shorter path lengths in the trees [12]. Difference
identification was performed using an unsupervised learning method, Isolation Forest. It works by removing
the duplicated malicious data are different from the majority of data by machine learning optimization
algorithm [13].

The Isolation Forest is based on the idea of isolating anomalies, rather than profiling normal points.
It works by building a set of machine learning based projection, where each outliers separates a data point with
reliable performance [14]. The methods build an behavioral based intrusion detection, which splits the data and
randomly chooses a feature to separate a point [15]. Deep learning based control flow prediction is applied to
identify the malicious data points [16].

The average path length for detecting intrusion is used to determine the glitch score for a specific
statistics point. Anomalies are well-defined as points that can be separated by machine learning classifiers and
balanced data increase the performance level [17]. To make sure the dataset could be used with the Isolation
Forest technique, it was preprocessed. This involved encoding category information, normalizing numerical
features, and managing missing values [18]. Additionally, we addressed the class imbalance between
distributed denial of service (DDoS) assaults [19] and regular traffic by utilizing oversampling techniques to
balance the dataset.

2.2. Experimental setup

We used the scikit-learn Python module to create the Isolation Forest method. 20% of the data was
consumed for testing, balance 80% was consumed to educate the standard. Consuming measurements such as
F1-score, recall, accuracy, and precision, we evaluated Isolation Forest's performance against other machine
learning techniques. We evaluated Isolation Forest's with common evaluation processes containing F1-score,
recall, accuracy, and precision [20]. A well-prepared histogram can assist in visualizing important
characteristics, such as packet size, traffic volume, or request rates, that are useful in identifying Tridex assaults
with syntax of plotHistogram (df1, 10, 5). Differentiating between attack and regular traffic patterns is essential
Tridex detection. When it comes to showing important information like packet sizes, request rates, and source
IP address frequencies, a histogram may be a useful tool [21].

2.3. Correlation matrix

A statistical instrument for measuring the link among several variables is a correlation matrix [22].
A correlation matrix isa useful tool for analyzing the associations among various network traffic characteristics,
including packet size, request rate, source IP addresses, and others. We can determine which characteristics are
most suggestive of Tridex assaults and how they interact by looking at these correlations, which can help with
detection system design [23].

Figure 2 shows the correlation matrix where the inclined plots which represent the probability density
values, graph includes vector values V1, V2, V3, V4, V5, amount, and class. The graph shows scatter plots
with varied dispersion values. The explicit values in the range of 0.2 variation with time. The malware is
detected in terms of time and class discrepancy with numerical scatter values.

When the dataset is unbalanced, it is very helpful for evaluating the cyber attacks with classifier's
accuracy (e.g., Tridex detection, when assaults are significantly uncommon than regular traffic). By viewing the
true-positive, true-negative, false-positive, and false-negative figures, a confusion matrix offers insights into a
model's performance [24]. Classifying network traffic as "Normal" (no attack) or "Attack™ (Tridex) is the aim
of Tridex detection. We can calculate several performance measures, similarly as F1-score, recall, accuracy, and
precision utilizing a confusion matrix, which also reveals the Android based malware error areas [25].

Figure 3 shows the confusion matrix of the featured Isolation Forest algorithmic anomaly detection
with a contamination factor of 0.01. The matrix analyses the actual and projected values identifies the
anomalous and normal data. The results show that 22,680 anomalous samples and 22,222 normal samples.
While 458 normal samples were wrongly classified as strange and no malware samples were accurately
identified as anomalous with the Tridex dataset.
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Figure 2. Correlation matrix

RESULTS AND DISCUSSION

3.1. Performance metrics
The standard was evaluated in the Table 1 using the following performance metrics:
Precision: the proportion of exactly predictions both true positives and true negatives on all forecast
excatly. The proportion of real positive result of all positive events.

True Positive Rate

Recall: the % of actual positives that are true positives.

Confusion Matrix (Contamination: 0.01)
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Figure 3. Confusion matrix

F1-score: determined by taking the sympathetic mean of recall and exactness.

Accuracy: the accuracy level of Isolation Forest algorithmic proposed model is high than existing model.
Figure 4 demonstrates the operating characteristics of the receiver operating characteristic (ROC)
curve of the proposed Isolation Forest anomaly detection model with a contamination level of 0.01. The ROC
curve varies with the value of true positive rate (TPR) against the FPR. The model shows the area under the
curve (AUC) of 0.34, shows false identification between anomalous and normal samples. The ROC curve is
accurate with better performance
Figure 5 demonstrates the graphical relationship with the contamination level and the F1-score of the
Isolation Forest malware detection model. The graph with the F1-score values decreases with the contamination
level increases gradually from 0.00 to 0.30, shows more defined outliers in the dataset. The F1-score value is
maximum with 0.66 is achieved at a contamination level of 0.00, with slight variation in the range of 0.05 and
0.10. The malware detection with variation of contamination level is accurate.
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Table 1. Performance analysis

Model Accuracy

Precision

Recall F1-score

Isolation Forest 0.99

0.97 0.98
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Figure 4. ROC curve
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Figure 5. Graphical analysis of contamination
level and F1-score
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3.2. Existing model graph

Table 2 compiles the experimental results for the selected cognitive computing classifiers on the
CICIDS 2017 records. It shows the performance level with prescribed parameters. CICIDS 2017 dataset used
for intrusion detection to evaluate Isolation Forest model, dataset which contains both benign and malicious
datas making it suitable for anomaly detection. When the proposed model shows the exact value of the
algorithm is high (0.99), as indicated by the level from 0 to 1. Proposed model provides the best results.
Table 2 shows comparison values of different methods including random forest, extra trees classifier, CatBoost
classifier, and decision tree with the proposed method. Existing models defined the accuracy ranging from 75%
to 86%, the proposed Isolation Forest shows the accuracy value to be high of 99%, recall of 97%, and F1-score
of 98%. Isolation Forest algorithm shows the high defined value against the Tridex attacks. The results of the
proposed method provide high accuracy, and reliable detection methodology.

Figure 6 shows comparison of accuracy, precision, recall, F1-score for existing and proposed methods.
Proposed method shows high accuracy, precision, recall, and F1-score values compared with the existing
traditional methods.

Table 2. Comparison table between existing and proposed methods
Machine learning models  Accuracy  Precision  Recall  Fl-score

Random forest 0.8 0.85 0.89 0.9
Extra trees classifier 0.86 0.92 0.94 0.9
Catboost classifier 0.75 0.81 0.84 0.9
Decision tree 0.85 0.89 0.85 0.78
Isolation Forest 0.99 0.99 0.97 0.98
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Figure 6. Comparison graph between existing and proposed algorithm

3.3. Packet loss analysis

High packet loss can lead to poor speeds, application delays, and even network outages, making it an
essential network performance parameter. Packet loss without malware is typically negligible and frequently
brought on by hardware malfunctions, network congestion, or incorrect network design. Virus, on the other
hand, can make matters worse by putting additional pressure on the network through malicious activities like
data exfiltration, botnet-driven assaults, and virus distribution within the network.

Table 3 shows packet loss is frequently examined in malware detection to see how malicious activity
may impact network performance and traffic. Based on the time cycle packet loss is examined with accurate
prediction. Examination of the table:

— Time O: there is no packet loss in either the hacked or regular network, suggesting that there are no problems
at first.

— Time 1-2: packet loss on a typical network is quite low (1%), most likely because of light congestion or
small network inefficiencies. Malware begins to affect traffic in the infected network, increasing packet
loss to 5-10%.

— Time 3-4: the infiltrated network experiences a dramatic rise in packet loss, reaching 50% and 75% when
the malware starts to impose a greater burden. The regular network is still operating with minimal packet
loss in the meantime.
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— Time 5-8: as malware activities like botnets or background operations (like mining) create sporadic
congestion, the infiltrated network endures varying packet loss periods. Because of sporadic congestion or
network maintenance, the typical network drops to 1% packet loss.

Table 3. Comparison of packet loss without malware vs. packet loss with malware
Time  Packet loss without malware (%)  Packet loss with malware (%)

0 0 0

1 1 5

2 1 10
3 1 50
4 1 75
5 0 30
6 0 40
7 1 20
8 0 50

4. CONCLUSION

The find shows that Isolation Forest is more successful at detecting. Tridex-attacks than random forest
and SVM in terms of recall. The Isolation Forest model may be able to find the majority of Tridex-doses with
a low FPR, according to the high precision and recall values. Additionally, the approach works well when
records are unbalanced, which is a major problem in Tridex-detection. According to the high precision and F1-
score values, and is capable of detecting the majority of Tridex assaults. Additionally, the technique works well
when datasets are unbalanced, which is a major problem in DDoS detection.

The effectiveness of Isolation Forest is especially demonstrated by its capacity to manage huge
datasets at low computational expense. Because of this, it may be used for real-time Tridex detection in network
situations with significant traffic. Isolation Forest’s efficiency is particularly evident in its ability to handle
large datasets with minimal computational cost. To demonstrate the result of Isolation Forest algorithm
detecting the Tridex-attacks. The outcomes attain higher recall, accuracy and precision than the traditional
methods like random forest and SVM. Isolation Forest’s ability to handle large imbalanced data makes it a
better choice for live Tridex detection scheme.

The following directions might be investigated in future studies. Hybrid models to enhance detection
performance, Isolation Forest is combined with additional anomaly detection methods (such as clustering or
neural networks). Execute the framework in an industry-controlled environment to analyse the process of
malware in various cyber incidents.
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