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 The Matter protocol, created by the connectivity standards alliance (CSA), 

comes in with a single standard to make sure these devices can connect and 

be controlled across platforms like Google Home, Apple HomeKit, Amazon 

Alexa, and Samsung SmartThings. The rapid expansion of the internet of 

things (IoT) is driving the urgent need for secure and efficient onboarding 

processes for a wide range of connected devices. It necessitates a robust 

framework to seamlessly integrate new additions into existing systems while 

upholding security standards. This initiative focuses on implementing the 

Matter protocol on ESP32 devices, employing a Raspberry Pi hub as the 

central communication point to facilitate smooth device-to-hub interactions. 

This work presents the onboarding devices for interconnected IoT systems 

using the Matter protocol. The Matter device is configured and tested within 

the Amazon ecosystem using an Alexa Echo Dot, as well as with the smart 

home assistant ecosystem along with a smartphone application. By 

configuring the Raspberry Pi hub as a designated Matter hub and exploring 

interactions within the home assistant ecosystem supporting diverse 

platforms like Apple HomeKit and Google Home, the work enhanced 

interoperability and broadened the utility of IoT devices within an 

interconnected network. This initiative forges a foundation for an adaptable 

and cohesive IoT environment. 
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1. INTRODUCTION 

The Matter protocol is a communication protocol for smart home devices. It provides a standardized 

and secure method of communication between smart devices, regardless of the brand or manufacturer. The 

introduction of Matter protocol in 2022, formerly known as project connected home over IP (CHIP), marks a 

significant step towards resolving interoperability challenges, backed by leading industries Amazon, Apple, 

and Google. The standard will also include emerging technologies such as blockchain for device certification 

and security. Matter represents an open-source standard designed to facilitate seamless integration and 

communication among smart devices. This protocol allows diverse devices and ecosystems to cooperate 

harmoniously. Manufacturers must adhere to the Matter standard to ensure their devices can operate with 

smart home and voice services like Amazon’s Alexa, Apple’s Siri, and Google’s Assistant. Matter-

compatible devices can work seamlessly with these platforms without the need for additional bridges or hubs. 

It also means that users can mix and match devices from different brands and manufacturers without 

worrying about compatibility issues. Employing wireless fidelity (Wi-Fi) and Thread network layers, the 

initial protocol employs Bluetooth low energy (BLE) for device configuration. Since Matter operates within 

https://creativecommons.org/licenses/by-sa/4.0/
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the local network, enhanced responsiveness is expected from smart home devices, ensuring continued 

functionality even during internet outages. 

For transport, Matter uses Wi-Fi, Ethernet, and the Thread networking protocol, which is an IPv6-based 

wireless networking protocol designed for low-power devices (Figure 1). Thread provides a reliable and secure 

network for smart home devices, and it is optimized for devices with limited processing power and memory. 

Most Thread devices powered from the main supply can act as Thread mesh extenders (Thread routers) that 

expand the network's range and resilience as shown in Figure 1. Thread automatically adapts to devices being 

added or removed from the network [1]. 

 

 

 
 

Figure 1. A Matter network using Wi-Fi and Thread connectivity 

 

 

There are several advantages to the Matter protocol that make it a significant step towards creating a 

more unified smart home ecosystem. Here are some of the key advantages such as interoperability, security, 

multi-admin feature, simplified setup, industry support, backward compatibility, and improved user 

experience. The Matter protocol is designed to be scalable and flexible, which makes it suitable not just for 

use in the home, but also industrial and commercial environments. Matter can be used to create smart 

building systems that can help improve efficiency, reduce energy consumption, and enhance overall safety 

and security. The Matter protocol's focus on interoperability and ease of use makes it an attractive option for 

commercial and industrial settings, where there may be a variety of different devices and systems from 

different manufacturers in use [1]. The lack of interoperability among the ecosystems results in increased 

costs and support burdens for manufacturers and developers, who must allocate additional resources to 

sustain multiple ecosystems, thereby intensifying operational complexity and overhead. 

The Matter accessory device can be remotely controlled over IPv6 network with the help of a Matter 

controller interfaced with BLE to establish a smart home ecosystem. Matter controller configured as a smart 

home hub along with the standalone devices that are equipped with the necessary hardware and software 

manages the smart home ecosystem. There are several apps available that can connect to Matter controllers, 

allowing users to control their smart home ecosystem directly from their mobile device. The app provides a 

user interface to communicate with Matter devices and manage their activities [2]. 

Z-Wave, or Zigbee enabled devices are required to be firmware upgraded to be matter compliant. 

According to the Alliance, 1,214 devices connected majorly to various home appliances have been certified 

as of October 2023. In this work a testbed is built which presents the architecture of the network for 

automated smart home utilizing cloud services. This architecture helps in exploring various aspects such as 

acquired data analysis, security and privacy issues in a smart home ecosystem built on Matter protocol. 

For developers to create, publish, maintain, monitor, and secure APIs, Amazon Web Services 

(AWS) API gateway is a well managed service provider. Figure 1 shows Matter protocol enabled internet of 

things (IoT) devices of the smart home connected to the cloud platform that is AWS though this architecture 

can also function with other cloud services such as Microsoft, Google, or Oracle. AWS elastic kubernetes 

service (EKS), infrastructure-as-aservice (IaaS) can be provided to the smart homeowners on rent to create 

and operate Kubernetes clusters. AWS active directory enables directory-aware workloads and AWS cognito 

provides easy and secure access to the management of EKS. AWS S3 is object storage and AWS athena is an 

interactive platform in the web-based cloud storage service. The matter protocol testbed used in this work 

successfully demonstrated a smart door lock system using the J-Link real-time transfer (RTT) viewer. By 

elucidating Matter's functionality, it becomes evident that controllers and devices within a Matter network 

exhibits compatibility, fostering efficient and cohesive operations. 

https://www.google.com/search?q=Amazon+Elastic+Kubernetes+Service&rlz=1C1RXQR_enIN1076IN1078&oq=AWS+EKS&gs_lcrp=EgZjaHJvbWUqCggAEAAYsQMYgAQyCggAEAAYsQMYgAQyBwgBEAAYgAQyBwgCEAAYgAQyBwgDEAAYgAQyBwgEEAAYgAQyBwgFEAAYgAQyBwgGEAAYgAQyBwgHEAAYgAQyBwgIEAAYgAQyBwgJEAAYgATSAQk2MTI5ajBqMTWoAgiwAgHxBZf1vPYHsLjZ&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiw1InW9KGTAxUvDkQIHdTeOWsQgK4QegQIARAD
https://www.google.com/search?q=Amazon+Elastic+Kubernetes+Service&rlz=1C1RXQR_enIN1076IN1078&oq=AWS+EKS&gs_lcrp=EgZjaHJvbWUqCggAEAAYsQMYgAQyCggAEAAYsQMYgAQyBwgBEAAYgAQyBwgCEAAYgAQyBwgDEAAYgAQyBwgEEAAYgAQyBwgFEAAYgAQyBwgGEAAYgAQyBwgHEAAYgAQyBwgIEAAYgAQyBwgJEAAYgATSAQk2MTI5ajBqMTWoAgiwAgHxBZf1vPYHsLjZ&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiw1InW9KGTAxUvDkQIHdTeOWsQgK4QegQIARAD
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The research aims to: 

− Explain the functionality of Matter, detailing the compatibility of controllers and devices within a Matter 

network. 

− Highlight the benefits of using the Matter protocol for smart device communication. 

− Explore the connectivity and communication processes of Matter-enabled devices. 

− Evaluate how Matter facilitates smooth interoperability between devices of diverse manufacturers. 

This work aims to improve the communication strategy for linking a singular Matter- enabled device 

with various ecosystems, regardless of differences in manufacturers and product types. In this work the 

Matter server is established on Raspberry Pi and integrating Matter devices tested within the Amazon 

ecosystem using an Alexa Echo Dot, as well as with the smart home assistant ecosystem. The demonstrated 

framework serves as a step towards achieving a universal IoT standard.  

 

 

2. LITERATURE SURVEY 

Emphasizing a security-by-design approach to ensure device resilience explores an automated and 

secure onboarding for system of systems (SoS) within IoT [3]. It highlights the use of service-oriented 

architecture (SoA) and the Eclipse Arrowhead framework for secure onboarding while addressing challenges 

in deployment and trust management. Which validates its approach through a smart charging use case. Matter 

standard, developed to resolve interoperability, security, and connectivity challenges in smart home 

ecosystems [4]. It emphasizes Matter’s IP-based framework that unifies communication across devices and 

brands, simplifying installation and improving user trust. Matter standard establishes a unified, secure, and 

interoperable foundation for IoT and smart home devices [5]. Built on IP-based technologies like Wi-Fi, 

Ethernet, and Thread, Matter integrates strong cybersecurity and privacy principles aligned with general data 

protection regulation (GDPR) and global regulations. 

The evolution of smart home connectivity from early automation efforts to today’s IoT-driven era 

and introduces Matter as a unifying layer ensuring seamless interoperability [6]. Matter harmonizes diverse 

technologies—Ethernet, Wi-Fi, and Thread—under a single IP-based standard to overcome fragmentation 

caused by proprietary protocols. STMicroelectronics supports this initiative through its STM32WB series, 

accelerating Matter-based product development for a more connected and standardized smart home future. 

Security testing for the Matter protocol through fuzzing, used as a technique to uncover vulnerabilities in 

embedded systems [7]. The framework identifies bugs across Matter’s seven-layer stack, supporting open-

source collaboration to strengthen interoperability, reliability, and resilience in the smart home ecosystem. 

Wi-Fi technology extends beyond communication to perform environmental sensing tasks in smart homes 

[8]. The paper reviews recent advancements leveraging signal variations for activity tracking and contextual 

awareness, demonstrating Wi-Fi’s potential to enhance smart home intelligence, adaptability, and user 

experience, marking a significant shift towards more efficient and user-friendly home automation systems.  

A comprehensive model has analyzed the performance of compound transmission control protocol 

(C-TCP) in Industry 4.0 Wi-Fi networks, considering factors like packet loss, media access control  

(MAC-layer) collisions, and access point buffer overflows [9]. By integrating intelligent methods, the paper 

demonstrates improved performance and adaptability of industrial wireless communication systems under 

complex, real-world network conditions. The best practices for secure device onboarding and provisioning in 

industrial IoT (IIoT) environments have been studied [10]. The paper serves as a guideline for system 

integrators and service providers, focusing on cost-effective, secure, and reliable deployment methods 

aligned with modern IIoT requirements. Matter protocol as a unified standard designed to resolve 

interoperability and security challenges in smart home networks has been presented [11]. The study presents 

a hardware testbed and network architecture demonstrating Matter-based smart home automation, focusing 

on efficient cloud integration and data management.  

The evolving security and privacy challenges in smart homes as IoT devices become increasingly 

interconnected have been presented [12]. The authors analyze threats across all layers of a smart-home 

ecosystem from sensing devices and communication networks to cloud services and user applications. The 

middleware platforms for the IoT explains how they act as a crucial bridge between heterogeneous devices, 

networks, and applications highlighting limitations [13], [14] for large-scale IoT deployments. Automating 

secure network onboarding of IoT devices introduces mechanisms such as per-device network credentials, 

zero-touch onboarding, configurable trust policies, and continuous assurance [15]. It offers a foundational 

framework of Matter within the context of secure onboarding for network-layer lifecycle management. 

Embedding zero-trust security into foundation models (FMs) used throughout IoT systems [16]. Artificial 

intelligence (AI-powered) IoT systems can maintain decentralized trust. Though not directly Matter-related, 

their blueprint for zero-trust onboarding and behavioral integrity highlights practical security enhancements 

that could augment Matter-based ecosystems especially in edge intelligence and autonomous device 
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management. Lightweight large language models (LLMs) tailored for IoT threat detection and mitigation 

[17]. They show how fine-tuned LLMs, deployed in a modular, dockerized architecture, can detect anomalies 

and initiate context-aware responses in real time all optimized for resource-constrained devices.  

A secure architecture for sensor networks based on IEEE P1451.1.6, leveraging the broader P1451.0 

security framework has been proposed [18]. It demonstrates how standard-based security models can be 

embedded at the device level complementing Matter’s ecosystem with structured metadata and fine-grained 

access control, especially in mixed or industrial environments. Generative AI (GenAI) techniques can both 

fortify and threaten IoT security [19]. Through an in-depth survey and case studies, potential applications 

such as synthetic data generation for training, anomaly detection, and predictive threat modeling, while also 

acknowledging risks like adversarial manipulation have been highligted. An empirical comparison of smart-

home devices implemented with Matter, evaluating compatibility, performance, and usability across 

ecosystems has been presented [20]. Although full details require access, the study reinforces the practical 

maturity of Matter in real-world deployments aligning closely with testbed-based evaluations. Advancing the 

potential for smart home ecosystems in broader, cross-domain contexts has been verified with concrete 

groundwork [21]. The seamless integration of Matter devices into the one machine-to-machine (oneM2M) 

platform, enabling other applications to interact with them solely through one M2M standard interfaces has 

been demonstrated [22]–[25]. 

 

 

3. PROPOSED METHOD 

The Matter protocol works by providing a standard language that smart home devices can use to 

communicate with each other. The language is based on open internet and networking standards, and it is 

designed to be interoperable across multiple devices and platforms. Matter uses the decentralized Thread 

networking protocol, which uses mesh topology for efficient communication over IPv6 based wireless 

network providing a reliable and secure network for smart home devices, with optimized processing power 

and memory usage. The initialization process for a new device addition to the matter network is quite 

simpler. It allows only authorized devices to join the network through an authentication device pairing. Once 

a device is connected to the Matter network, it can communicate with other devices using the Matter data 

model, a standard language used by smart home devices to communicate with each other. The Matter data 

model is designed to be interoperable with a wide range of platforms. Devices from different manufacturers 

can communicate with each other seamlessly, without the need for additional bridges or hubs. Figure 2 shows 

the flow diagram of the proposed method. The procedural flow goes like: 

− Create a Matter server hub: in this step, a Matter server hub is established, running on a Raspberry Pi 

3B+within a smart home assistant ecosystem. 

− Create a Matter device: a Matter device is developed using an ESP32 development board. This device is 

assigned a unique product name and device ID for registration as a Matter device. This registration 

enables the device to connect and communicate with the Matter servers. 

− Connect and control the Matter device: to effectively control the Matter device, both the device and the 

Matter server hub need to be connected to the same Wi-Fi network. Specific mobile applications are part 

of the ecosystem, facilitating easy access and control over the device. After the Matter device is 

commissioned and successfully linked to the Matter server hub, it can be controlled through various 

ecosystems like Amazon Alexa, Google Home, Apple HomeKit, or other compatible systems. This flow 

outlines the sequential actions involved in setting up a Matter server hub, creating a Matter device, and 

establishing the necessary connections for efficient control within a smart home ecosystem. 
 

 

 
 

Figure 2. Flow diagram of proposed method 
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In the setup process, the creation of a Matter server hub is vital for seamless device communication 

within a smart home environment. This hub, hosted on a Raspberry Pi 3B+ device, serves as the central point 

for managing connected devices. Subsequently, the development of a Matter device, built using an ESP32 

development board, is conducted. This device is uniquely identified with a product name and a device ID to 

enable registration within the Matter ecosystem. The complete workflow is depicted in Figure 3. This 

structured flow highlights the sequential actions involved in configuring a Matter server hub, designing a 

Matter device, and fostering connectivity to ensure efficient control and seamless integration within the 

broader smart home ecosystem.  

 

 

 
 

Figure 3. Implementation of Matter protocol 

 

 

The ESP32 evaluation board is utilized to control the output spoofing by interfacing it with a 

general-purpose input/output (GPIO) pin. This connection enables the ESP32 to communicate with the 

Raspberry Pi network hub via Wi-Fi. Within this setup, the ESP32 functions as a "Matter" device 

distinguished by a specific device ID and a unique product name on the Raspberry Pi platform. The 

Raspberry Pi is specifically configured to run the home assistant operating system, which is integrated with 

support for the Matter protocol, serving as the central control hub for managing the ESP32 device. This 

registration is essential as it allows the device to establish connections with and communicate through the 

Matter servers, ensuring interoperability and functionality within the designated network. 

 

 

4. RESULTS AND DISCUSSION 

The commissioning procedure at initializing a new device to the Matter network, starts with sending 

onboarding information to the controller which includes data of 27-bit setup passcode, 16-bit Product ID,  

12-bit device discriminator and 8-bit discovery capabilities passcode as depicted in Figure 4. showing QR 

code in matter hub with two subdivisions Figure 4(a) depicting QR code for Matter device generated with 

product name and ID and Figure 4(b) shows registering the new Matter device via generating QR code in 

matter hub. Device commissioning steps as follows: 

− Device discovery: new devices advertise their presence to the controller using any wireless 

communication protocol: BLE, domain name system- service discovery (DNS-SD), or Wi-Fi access 

point.  

− Security setup: for establishing a secured session between devices the passcode-authenticated session 

establishment (PASE) protocol is used. 

− Establish fail-safe: the new device backs up if the configured timer limit expires for the commissioning 

process. 

− Preliminary node configuration: the new device is configured following the regulatory information by the 

controller including location and current universal time coordinated (UTC) time. 

− Certificate verification: the controller checks validity of the new device considering the matter 

certification and attestation elements, the non compliance of which leads to verification failure.  

− Install operational credentials: the node operation certificate (NOC) and operation ID are the essential 

elements for recognizing a device as a new node on the Matter fabric. 

− Network commissioning: the controller connects new device to the operational network using credentials 

either through Wi-Fi or Thread. 
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− Operational discovery: using DNS-SD, the controller discovers the new node on the operational network.  

− Security setup with CASE: for establishing a secured communication between devices the certificate-

authenticated session establishment (CASE) protocol is used that is secured with a new pair of keys. 

− Disarm fail-safe: the fail-safe timer is used by the new device to remove the configuration backup.  
Post commissioning process, the new device is connected to the network and can start sending and 

receiving advanced encryption standard (AES)-encrypted messages. 

 

 

  
(a) (b) 

 

Figure 4. QR code in matter hub; (a) QR code for Matter device generated with product name and ID and  

(b) registering the new Matter device via generating QR code in matter hub 

 

 

4.1.  Set up the software environment for evaluation board 

Espressif’s software development kit (SDK) for Matter is built on top of the open source Matter 

SDK, provides simplified APIs, commonly used peripherals, tools, and utilities for security. The installation 

procedure of utility dependencies till the build flow of matter protocol and connecting various devices are 

given in steps as below: 

− Install the dependencies, set up SDK (the espressif IoT development framework) 

$ sudo apt-get install git gcc g++ pkg-config libssl-dev libdbus-1-dev\libglib2.0-dev libavahi-client-dev 

ninja-build python3-venv python3-dev\python3-pip unzip libgirepository1.0-dev libcairo2-dev 

libreadline-dev screen 

− Create a directory to contain the ESP-IDF 

$ mkdir ~/esp-idf_tools 

− Clone the ESP-IDF from GitHub into this directory: 

$ cd ~/esp-idf_tools 

$ git clone -b v4.4.3 --recursive https://github.com/espressif/esp-idf.git 

− Setup Matter SDK and Bootstrap the Matter development environment 

$ git clone https://github.com/project-chip/connectedhomeip.git 

$ cd ./connectedhomeip 

$ git fetch origin v1.0-branch 

$ git checkout FETCH_HEAD 

− Create a new project in the Developer console by giving the product name and ID, device type and unique 

Vendor ID. 

− Build the device, run the utility and program the device as depicted in Figure 5. 

− A smart phone device to pair, connect and control as depicted in Figure 6. 

In the process of verifying a Matter-enabled device within the smart home assistant ecosystem, 

detailed information about the device is prominently showcased on the dashboard (Figure 7). This facilitates 

https://github.com/espressif/esp-idf.git
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easy access and management for users, allowing them to monitor device status and configurations with 

clarity. Additionally, the integration of the Python Matter server plugin within the smart home assistant 

ecosystem is fully operational, enhancing compatibility and functionality. This plugin acts as a bridge, 

ensuring seamless communication between the Matter-enabled devices and the smart home assistant 

framework, thus enriching the overall user experience. 

 

 

 
 

Figure 5. Building the Matter protocol 
 

 

 
 

Figure 6. Setting up smart phone configuration for Matter device 
 

 

 
 

Figure 7. Home assistant ecosystem dashboard 
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Users can manage the ESP32 (Matter device) through the Raspberry Pi hub (running home assistant 

with Matter support). A smartphone connects to the hub via Wi-Fi, allowing users to add the ESP32 device to 

the mobile widget as shown in Figure 8. This enables control of the light emitting diode (LED) through a 

smartphone application using the Matter protocol. 

The Amazon ecosystem includes the Amazon Alexa device Eco-Dot 3rd generation, which serves as 

a central hub for smart home management. Within this setup, the Matter-enabled ESP32 device has been 

configured and integrated. This allows the ESP32 to connect seamlessly to the Amazon Alexa ecosystem. 

Once connected, users can easily control the ESP32 device using either voice commands through the 

Amazon Alexa voice assistant or via the Amazon Alexa smartphone application. This versatility allows for 

convenient operation, whether at home or on the go. 

Additionally, the Matter server is enabled by default within the host Amazon ecosystem, ensuring 

that the communication between the ESP32 and Amazon Alexa operates smoothly and efficiently. This setup 

leverages the benefits of the Matter framework, enhancing interoperability among smart devices and 

improving the overall user experience. 

In this setup given in Figure 9 the Matter light effortlessly controlled using the voice assistant 

feature in Amazon Alexa. When the command, "Alexa, Turn ON/OFF Matter Light," was given the LED on 

the ESP32 (the Matter device) was functioning accordingly ON/OFF. This integration allowed for convenient 

voice-activated control of matter enabled device with amazon ecosystem. 

 

 

  
  

Figure 8. Controlling Esp32 C3 using a home 

assistant mobile application 

Figure 9. Controlling Esp32 C3 using a 

Amazon Alexa voice assistant 

 

 

5. CONCLUSION 

This work presents a novel approach aimed at enhancing connectivity standards through the 

implementation of the Matter protocol. The central focus is on establishing a Matter server on the Raspberry 

Pi and seamlessly integrating Matter devices onto this server. In this work, the Matter device has been 

configured and tested within the Amazon ecosystem using an Alexa Echo Dot, as well as with the smart 

home assistant ecosystem. By configuring the Matter-enabled device to connect with the server or Matter 

hub, users gain direct control over the gadgets customized to their individual requirements. The primary 

objective was to provide interoperability, ensuring that the Matter-enabled device harmoniously interacts 

within diverse ecosystems such as Amazon Alexa, Google Home, and other platforms. This all-encompassing 

strategy improves the user experience and also sets the stage for a seamlessly interconnected IoT 

environment where devices communicate effortlessly across various platforms, ultimately paving the way for 

a smarter, more integrated future in the realm of IoT and smart home technologies. 

The implementation highlights the transformative potential of Matter in realizing a truly 

interconnected and user-centric smart environment. By addressing existing challenges of compatibility and 

fragmented communication protocols, the work establishes a foundation for cross-platform collaboration 

among leading ecosystems such as Amazon, Google, and Apple. The demonstrated framework serves as a 

step towards achieving a universal IoT standard where devices communicate securely, efficiently, and 

intelligently, ultimately driving the integration of an adaptive smart home automation and IIoT systems. 
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