
International Journal of Reconfigurable and Embedded Systems (IJRES) 

Vol. 14, No. 2, July 2025, pp. 481~489 

ISSN: 2089-4864, DOI: 10.11591/ijres.v14.i2.pp481-489      481  

 

Journal homepage: http://ijres.iaescore.com 

Blockchain-based decentralized voting system with SHA-256 

algorithm and facial recognition 
  

 

BJD Kalyani1, Jaya Krishna Modadugu2, Sarabu Neelima3 

1Department of Computer Science and Engineering, Institute of Aeronautical Engineering, Hyderabad, India 
2Software Engineer III, Prosper Marketplace Inc, San Francisco, United States 

3Department of Computer Science and Engineering, Priyadarshni Institute of Science and Technology for Women, Khammam, India 
 

 

Article Info  ABSTRACT 

Article history: 

Received Apr 16, 2024 

Revised Apr 26, 2025 

Accepted Jun 10, 2025 

 

 Blockchain technology has completely changed the way data is stored and 

transactions are verified. It provides a dependable, transparent, and safe 

medium for communication and transaction validation. In order to solve the 

drawbacks of conventional electronic voting systems, the goal of this 

research project is to design a decentralized voting system based on 

blockchain technology. The suggested method offers an immutable and safe 

way to record and validate votes by utilizing the security and transparency 

capabilities of blockchain technology. The suggested approach provides an 

immutable and safe way to record and validate votes by utilizing the security 

and transparency capabilities of blockchain technology. This paper aims to 

provide a comprehensive process for digital identity authentication, create a 

voter interface that is compatible with Ethereum wallets, and apply smart 

contracts on the Ethereum network to speed up voter registration, ballot 

preparation, voting, and result tabulation. Additionally, this paper proposes 

to build up a multi-factor authentication system for election managers and 

validators to offer them safe and approved power over the voting process. 

By carefully examining the existing methods, this research highlights the 

flaws and weaknesses of traditional electronic voting systems and stresses 

the need for more trustworthy and secure voting technology. The proposed 

blockchain-based voting system offers an innovative solution to problems 

with voter fraud and election manipulation because of its irreversible 

blockchain record, which gives a high degree of transparency and integrity. 
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1. INTRODUCTION 

The techniques for data storage and transaction verification have undergone a fundamental 

transformation as a result of the use of blockchain technology [1]. Blockchains, or distributed digital ledgers 

[2], are a revolutionary technology that enables network participants to confirm transactions and 

communicate in a secure, immutable, and transparent manner without the need for intermediaries [3]. Despite 

its apparent simplicity, the core concept of blockchain technology is the creation of data blocks linked 

together in a chain [4]. By adding a hash a unique code made from the contents of the block and connecting 

to the block that came before it, each block creates an immutable chain [5]. A block cannot be removed or 

changed from the blockchain after it has been posted without the network's members' approval [6]. Data 

stored on the blockchain is certain to remain transparent and untouched by tampering due to its immutability. 

https://creativecommons.org/licenses/by-sa/4.0/
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Blockchain-based decentralized voting systems might have a big influence on elections. Because 

these technologies offer a reliable and secure way to record and validate votes [7], they have the potential to 

boost voter turnout and restore faith in the democratic process. Decentralized voting systems can also 

significantly reduce the costs and administrative strains associated with traditional voting procedures [8], 

enhancing election accessibility and inclusivity [9]. 

The security and transparency of blockchain technology have led to its widespread application in a 

number of areas, including as supply chain management, healthcare, and finance [10]. Regarding voting 

systems, these characteristics are highly advantageous. Votes in decentralized voting systems are recorded on 

an irreversible blockchain ledger, offering a high degree of transparency and integrity. This effectively 

resolves worries about election manipulation and fraud [11]. 

In view of this, the purpose of this research project is to use blockchain technology's revolutionary 

potential to construct a decentralized voting system that would solve the problems with the present electronic 

voting systems. Using cutting-edge technology like facial recognition and the SHA-256 algorithm [12], the 

proposed solution enhances security and authentication processes. 

The programme aims to achieve many objectives. Its primary goal is to provide a comprehensive 

process for digital identity verification [13] that uses public-private key pairs and digital signatures to safely 

authenticate and authorize voters [14]. The project's second goal is to create a user-friendly interface that 

works with Ethereum wallets so that voters may safely use their Ethereum accounts to cast ballots via the 

electronic voting system [15]. 

In addition, a robust multi-factor authentication system will be put in place to provide secure access 

to and management of the e-voting smart contracts by validators and election administrators, enabling voting 

process monitoring [16]. This multi-factor authentication system will be an essential line of defence against 

illegal access and vote-process manipulation. In addition, the system will provide real-time event recording 

and monitoring capabilities to provide complete control over the voting process and an audit trail. By 

enabling stakeholders to watch over and verify each vote step, this innovation will increase accountability 

and transparency [17]. 

 

 

2. RESEARCH METHOD 

2.1.  Literature review 

Henry et al. [18] focused-on voting subject to the primary database's high-security password being 

verified. Voters have the ability to determine if a certain party or candidate has profited from vote rigging. 

Manual vote counting, which maintains voter data and guarantees the integrity of the voting process, is a 

secure and transparent method of verifying voter accuracy. Kleinaki et al. [19] are concentrates on utilization 

of Aadhar card database for targeted identification and fingerprint technology for verification in order to 

establish a safe electronic voting system. The primary objective is to enable secure online voting during 

elections through the use of finger vein identification technology. This will initiate an electronic poll reset 

and facilitate voter casting. The technique uses fingerprint technology and the Aadhar card database to 

improve voting process security and accuracy. This guarantees accurate voting records and voter identity 

verification. Finger vein detection technology not only provides a trustworthy way to identify voters, but it 

also fixes problems with data integrity and authentication in the election process and enhances the security 

and efficacy of electronic voting. 

Kaur et al. [20] are describing a data security technique that leverages advanced hashing algorithms. 

The paper proposes block-creation and block sealing as ways to enhance the applicability of blockchain 

technology to the specific requirements of the polling approach. According to block sealing theory, the 

blockchain system may be made more flexible by tailoring it to the needs and guidelines of the polling 

procedure. By employing this technique, election- related blockchain technology may be optimized while 

simultaneously enhancing data security and consistency. By employing this technique, election-related 

blockchain technology may be optimized while simultaneously enhancing data security and consistency. The 

focus of the study on hashing algorithms and block sealing demonstrates a commitment to enhancing the 

flexibility and robustness of blockchain systems for use in critical applications. Pirtle and Ehrenfeld [21] 

offers a thorough security analysis of an actual Indian electronic voting machine (EVM) system. The analysis 

reveals a number of vulnerabilities in the EVM, including the possibility of manipulation through machine 

state changes, pre-manufacturing software modifications, and swapping out comparable units or CPUs, all of 

which might risk voter privacy. These previously noted drawbacks are addressed by the suggested voting 

technique, which does away with the substantial hardware needs of conventional EVMs. The suggested 

approach seeks to build a more trustworthy and secure voting mechanism that protects against the identified 

shortcomings and preserves the integrity and secrecy by addressing these concerns and emphasizing a 

hardware-independent voting procedure. 
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A comprehensive analysis of a blockchain-based voting system in lecture notes on data engineering 

and communications technologies. Their research demonstrates how the verifiability and openness of the 

political process may be enhanced by an auditable blockchain voting system. The authors present how the 

shortcomings of traditional voting methods may be addressed by using the technological details and 

architectural elements of the system. Our grasp of how blockchain technology may reinforce and enhance 

voting methods has been improved as a result of this work. Their study sheds light on the potential benefits of 

blockchain- based voting systems and provides useful details regarding current technological advancements. 

 

2.2.  Existing framework 

Voters are required by the current system to physically visit a polling location and utilize paper 

ballots. These votes are then carefully tallied and documented. Additionally, several countries have adopted 

electronic voting systems that allow people to use voting machines or the internet to cast their ballots. 

However, security flaws and other vulnerabilities have drawn criticism for electronic voting techniques. Due 

to the traditional electronic voting systems' susceptibility to different cyberthreats, voter privacy and election 

integrity are significantly in risk. One of these weaknesses might be hacking, which could result in the 

tampering of election results and unapproved access to voter personal information. The interconnectedness of 

computer systems increases the risk of data breaches and illegal access. Moreover, the absence of strong 

security protocols in these systems renders them vulnerable to exploitation by malevolent entities.to being 

used by unscrupulous parties. These weaknesses put the credibility of the democratic process in jeopardy by 

compromising the confidentiality of voters' decisions and casting doubt on the accuracy of the outcomes. To 

protect electronic voting systems' security and privacy, preserve public safety, and preserve democracy, these 

weaknesses must be fixed as in Figure 1. 

 

 

 
   

Figure 1. Dataflow diagram of existing framework 

 

 

Due to inherent problems with data integrity, auditability, and the possibility of anomalies or 

mistakes throughout the voting process, conventional electronic voting systems are frequently seen as 

unreliable and untrustworthy. The integrity of the election results is questioned in light of the weak 

procedures in place to guarantee the privacy and accuracy of vote data. Furthermore, the public's confidence 

in the democratic process is weakened by the systems' restricted auditability, which makes it more difficult to 

confirm the veracity of the results. More dependable and secure voting technology is required because of 

these systems' susceptibility to anomalies and mistakes during voting processes, which casts doubt on the 

system's overall reliability. 

 

2.3.  Method 

The security, transparency, and integrity of the voting mechanisms are now lacking, which is the 

root of the issue. Conventional voting methods depend on face-to-face meetings and paper ballots, yet 

worries have been expressed regarding possible security flaws in electronic voting systems that might 

endanger voter privacy and the integrity of the election process. There are major risks associated with 

vulnerabilities including result manipulation, hacking, and unauthorized access to voter data. Furthermore, 

the perceived volatility and lack of auditability of traditional electronic voting methods erode public faith in 
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the democratic process. These issues demonstrate how important it is to have voting technology that is more 

dependable, safe, and trustworthy in order to preserve fair and transparent elections. These problems need to 

be fixed in order to preserve election integrity, safeguard voter privacy, and maintain the legitimacy of the 

democratic process. 

The blockchain-based voting system's suggested technique is a ground-breaking development in 

electoral systems. This novel strategy transforms elections by utilizing the built-in security and transparency 

of blockchain technology. Using a decentralized digital ledger, the system eliminates the need for middlemen 

by ensuring safe and irreversible communication and transaction verification. Voting is facilitated via a  

front-end interface, while back-end software processes votes. The Ethereum blockchain is used for safe 

record-keeping. Improving the transparency and integrity of election processes is a major step forward with 

the introduction of a blockchain-based voting system as in Figure 2. 

 

 

 
 

Figure 2. Proposed system architecture 

 

 

There will be a strong voter validation mechanism in place to guarantee the validity of the voting 

process. Voter IDs and facial recognition will be used for two-factor authentication for eligible voters, 

boosting security and thwarting unwanted access. Additionally, voter data and transactions on the blockchain 

will be secured by cryptographic techniques like the SHA-256 algorithm and digital signatures, strengthening 

the system against any security attacks. The system will be further strengthened against vulnerabilities with 

regular security audits and testing. Smart contracts deployed on the blockchain will oversee the election 

process, guaranteeing transparency and immutability at every stage, including voter registration, candidate 

nomination, ballot casting, vote counting, and result announcement. Voters and the system will be able to 

engage restlessly thanks to the encoding of business logic into smart contracts, which will improve voting 

process security and transparency. To promote smooth voter involvement, the front-end interface will be 

created with an easy-to-use and intuitive layout. Through the use of the previously indicated strategy, the 

blockchain-based voting system seeks to further democratic processes by offering a safe, transparent, and 

effective platform for holding elections. 

 

 

3. RESULTS AND DISCUSSION  

In several essential components and processes need to be implemented in order for the  

blockchain-based voting system to be safe and effective. Smart contracts will be used to encrypt the business 

logic governing voter registration, candidate nomination, and vote casting. The system's secure and 

decentralized design will be based on the Ethereum blockchain. Through the use of thrustless interactions, 

these smart contracts will increase voting process security and transparency. A comprehensive voter 
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validation system, which combines voter ID with facial recognition technology, will confirm the eligibility of 

voters. This two-factor authentication method, which limits the number of votes to those who are allowed, 

will improve election security. Furthermore, the SHA-256 algorithm and additional cryptographic approaches 

will safeguard voter data and transactions on the blockchain, providing an additional layer of protection 

against any security breaches. 

The election system will use blockchain-based smart contracts to enforce deadlines and regulations 

at every voting stage, guaranteeing the election's immutability and integrity. Transparency and justice will be 

upheld by this automatic enforcement, which also removes the chance of manipulation or human 

interference. The system will also undergo routine security testing and audits to find holes, fix them, and 

strengthen defences against hackers. The goal of proposed system is to facilitate easy voter involvement, a 

user-friendly layout will be incorporated into the front-end interface design. Voters will be able to register, 

recommend candidates as in Figure 3, cast votes, and obtain election-related information via an easy-to-use 

platform. Every voter will have a seamless and dependable voting procedure thanks to the back-end 

functionality, which will process votes safely and effectively as in Figure 4. 

 

 

 
 

Figure 3. Admin dashboard 

 

 

 
 

Figure 4. Candidate details page 

 

 

The proposed system employed a range of technologies to accomplish our objectives. HTML, CSS, 

JavaScript, JQuery, and Thymeleaf were utilized in frontend development to create a dynamic and interactive 

user interface as in Figure 5. For image processing tasks on the backend, we utilized OpenCV, and for some 

functions, we combined Python and Java. The backend operations were made possible via the spring 
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framework, which comprises spring MVC, spring boot, spring JPA, and hibernate for efficient data 

administration and interaction. Additionally, spring security was deployed to offer robust security measures. 

The code made use of MySQL, a database management system that was set up on the Tomcat server. When 

these technologies worked together, it was simpler to design a comprehensive and secure system that would 

meet the project's objectives. Additionally, because intelliJ IDEA provided a reliable platform for coding, 

debugging, and version control, we utilized it as our primary integrated development environment (IDE) for 

the project's administration and development. 

 

 

 
 

Figure 5. Facial authentication 

 

 

The blockchain-based voting system will make use of cutting-edge technology, strict security 

protocols, and automated procedures to provide a safe, transparent, and effective platform for holding 

elections as in Figure 6. 

 

 

 
 

Figure 6. Voting result 

 

 

Figure 7 is used to depict the accuracy % of smart contract execution over a range of time steps, or 

epochs, that are utilized for model training or contract execution. The accuracy % runs from 0.65 to 0.95 on 

the vertical axis (y-axis), while the epochs are numbered from 0 to 50 along the horizontal axis (x-axis). The 

graph is composed of six lines, each of which shows a distinct trend in the execution accuracy of smart 
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contracts over a 50-epoch period. To the right of the graph, in the legend, is a label that corresponds to each 

color-coded line. 

 

 

 
 

Figure 7. Performance evaluation 

 

 

4. CONCLUSION 

Using the Ethereum blockchain to provide decentralized voting offers an innovative way to hold 

safe and open elections. This strategy protects the integrity and immutability of cast votes by establishing an 

impenetrable voting platform through the utilization of blockchain technology. Because the Ethereum 

blockchain is decentralized, it makes it harder for one party to exert undue influence over the network, which 

greatly improves voting system security and reliability. The voting process benefits greatly from the 

openness and auditability that are intrinsic to blockchain technology. On the blockchain, each vote is 

documented as a block, generating an eternal record that is available to everybody. Voter trust is increased by 

this transparency, which also allays fears about possible fraud or manipulation and increases faith in the 

democratic process. Furthermore, there is a great deal of promise in the continuous developments of 

Ethereum, such as the attempts to increase scalability, interoperability with other cutting-edge technologies, 

and user interface. The people can vote more easily and clearly if voting procedures are made more  

user-friendly, which might lead to a rise in voter turnout. Increased scalability will allow the system to 

process more transactions, allowing for wider election participation without sacrificing effectiveness. 
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