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Traditional voting methods in Nigeria face numerous challenges, including
logistic issues, security concerns, and allegations of fraud, which undermine
public trust. This work develops a blockchain-based electronic voting
system (EVS) that leverages the national identification number (NIN) for
biometric verification to address these issues. The research identifies the
limitations of current blockchain voting solutions, such as implementation
complexity, scalability issues, user adoption resistance, and cybersecurity
threats and provide a more secure and user-friendly alternative. The system
integrates blockchain technology with biometric verification to create an
immutable, transparent, and secure voting process. The methodology
involves designing a system architecture that includes a blockchain network,
an NIN verification module, and a user interface (Ul). Users register using
their NIN, authenticate themselves, and cast their votes, which are then
encrypted and recorded on the blockchain. The system's functionality was
tested using tools like Ganache for local blockchain development,
MetaMask for Ethereum wallet integration, and Solidity for writing smart
contracts. Results from the implementation indicate significant
improvements in security, transparency, and user accessibility compared to
traditional voting systems. The user authentication test achieved a 100%
valid login success rate and 0% invalid login attempts. Meanwhile, the
voting test accuracy was 100%.
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1. INTRODUCTION

The democratic process, fundamental to the governance of any nation, hinges upon the integrity and
accessibility of its electoral system. In Nigeria, as in many nations worldwide, the efficiency, security, and
transparency of elections have been subject to considerable scrutiny. Countries often use mechanical voting
apparatuses, electronic voting methods, and traditional paper polling [1]. Nonetheless, new digital
technologies are required. An e-voting system offers the potential to mitigate these challenges by leveraging
technology to streamline the voting process, enhance security, and improve transparency. Blockchain,
initially known for underpinning cryptocurrencies, has evolved into a powerful tool with applications across
various sectors due to its immutable and decentralized nature [2], [3]. This technology offers a viable way to
have transparent and safe e-voting. By using a distributed ledger, blockchain can record each vote in the
chain as a block, creating a transparent and tamper-proof system [4]. In the context of Nigerian elections, this
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technology could potentially address concerns related to vote manipulation, double voting, and result
tampering. Blockchain technology eliminates the infinite copying of digital assets. The long-standing
problem of duplicate spending is resolved by ensuring that each unit of value is only transferred once [5].

Blockchain technology presents a possible way forward for revolutionizing the democratic process,
ensuring greater transparency, security, privacy, and inclusivity [6]. One of the core motivations is to
alleviate the logistical barriers and shortcomings of the traditional voting process. Though e-voting has a lot
of obstacles to transcend, it seeks to transcend the limitations imposed by physical ballots and polling stations
[7]. By utilizing blockchain technology, the suggested approach may provide an unchangeable and
transparent record of election-related actions, establishing a standard for the integrity of other data-driven
procedures outside of elections [8], [9]. This system's successful implementation could serve as a beacon of
hope for nations globally, showcasing a model that champions fair, secure, and accessible elections. The
concept of blockchain is often ascribed to Satoshi Nakamoto, who created the digital money; bitcoin. Since
then, numerous new cryptocurrencies have emerged, including Ethereum, which was suggested by Vitalik
Buterin in 2013 which introduced smart contracts [10]. For many years, information, assets and money has
been exchanged over the internet using a trusted intermediary for the sake of accountability and security [11].
The evolution of blockchain technology can be traced through its developmental stages, marked by distinct
advancements and applications. In its initial phase, often referred to as Blockchain 1.0, the technology found
its primary representation in the form of cryptocurrencies, notably exemplified by Bitcoin [12]. In this stage,
transactions were encrypted using the trader's private key, enabling direct completion of transactions between
parties without the need for third-party management.

Bitcoin's efficiency, security, and fairness were assessed using key performance measures like as
transaction throughput transactions per second (TPS), network latency, fork count, and mining reward. The
technology primarily focused on transactional capabilities and lacked focus on the performance of individual
blocks and tracking [12]. The introduction of programmable smart contract technology by Ethereum, a
representative of Blockchain 2.0, broke the constraints of the closed loop information system previously
observed. Ethereum's smart contracts allow for the passive execution of contract terms based on logical
conditions, encouraging innovative methods of interacting with practical technology. The advent of
Blockchain 2.0, exemplified by Ethereum, heralded in a new era of possibilities [12]. In Blockchain 2.0,
agreements between many parties with electronic signatures serve as the starting point for transactions. Smart
contracts that contain contractual terms and conditions are triggered and carried out by all of the blockchain
network's nodes. This breakthrough, spearheaded by Ethereum, demonstrated the transformational potential
of Blockchain 2.0 by expanding the use of blockchain technology beyond the realm of currency. The
development of blockchain from its inception in 2009 to the present is seen in Figure 1 [12].
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Figure 1. History of blockchain [12]

A blockchain is an ever-growing set of records, or blocks, that are linked together via cryptographic
methods [13]. A block is a record that contains any kind of data in a blockchain [14]. Every block includes a
timestamp, transaction information, and the cryptographic hash of the previous block, which may be mapped
using a hashing algorithm. The timestamp influences the hash of the block by providing proof that the
transaction data was there at the moment the block was added. Each additional block reinforces the integrity
of the ones that came before it, forming a chain of interconnected blocks. Because of its intrinsic structure,
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the blockchain is impervious to changes in the data it contains since changing any one block would
necessitate changing all of the blocks that come after it.

A public ledger in blockchain is a secure decentralized database shared among all network
participants [11]. It records every transaction that occurs among the participants. Individuals can access and
review their transactions at any time. Figure 2 highlights several other characteristics of blockchain.

& )

Chronological and
Time Stamped

Figure 2. Characteristics of blockchain [11]

Blockchain frameworks refer to software solutions designed to streamline the creation and
implementation of blockchain applications with minimal customization [10]. These frameworks encompass
both the infrastructure and libraries necessary for application development. The infrastructure, also known as
the network infrastructure, comprises nodes and the corresponding software they run. In recent years, several
frameworks have come into existence like Ethereum, Hyperledger, Corda, enterprise operating system
(EOS), internet of things application (I0TA), Ripple (XRP), and Quorum. There are several factors to assess
the effectiveness of the framework. In the case of Ethereum, it employs Merkle trees to enhance the
efficiency of transactional hashing, thereby improving scalability possibilities [10].

The fundamental structure of blockchain is blocks, each of which has a list of transactions, and these
blocks are connected chronologically. As seen in Figure 3, every block generally incorporates a
cryptographic hash to refer to the preceding block, resulting in an unchangeable and continuous record that is
stored in the chain [14], [15].
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Figure 3. Structure and operation of blockchain [10]

Given the blockchain's commitment to decentralization, there is no reliance on a trusted third party
for secure data storage, management, or accountability in the event of security breaches [16]. After compiling
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these verified transactions into a new block, all participants participate in the consensus protocol to decide
whether the transaction is validated.

Blockchain technology can be classified into private, public, and consortium blockchain [17].
Decentralized networks known as public blockchains enable everyone to join, approve transactions, keep
track of the blockchain ledger, and contribute to the network as they are public [18]. Participants preserve the
integrity of the blockchain by validating transactions using a consensus method [19]. Public blockchains
include the well-known platforms Ethereum and Bitcoin. Private blockchains are more centralized than
public ones, as they are typically operated and controlled by a single organization or a group of collaborating
organizations [20]. They offer a higher degree of control and privacy to participants. A hybrid concept called
consortium blockchains combines elements of public and private blockchains. Consortiums provide a balance
between decentralization and control [21]. In a consortium blockchain, the processes for reaching consensus
are overseen by nodes that have been pre-established [20].

A pivotal aspect of blockchain infrastructure is the consensus algorithm, responsible for upholding
the blockchain's security. It could be proof of work where miners compete to solve challenging mathematical
puzzles or proof of stake which chooses the author of a new block based on the quantity of bitcoin that the
creator is prepared to "stake" as security [6], [22]. There are also so many more consensus algorithms such as
proof of elapsed time (PoET), proof of capacity (PoC), and proof of weight (PoW) [2]. The field of
biometrics utilizes automated technologies to identify individuals through their distinctive physical or
behavioral traits [23]. Biometric technologies were first introduced in the 2015 Nigerian elections, promising
to curb widespread electoral malpractices that had long haunted the nation's democratic aspirations [24].
After the elections, the number of states which electoral malpractice occurred reduced drastically as well as
the number of petitions challenging the outcome of the elections [25]. This method partially eliminated the
electoral fraud for the 2015 elections. The national identification number (NIN) project began in 2003 under
the Olusegun Obasanjo administration with the purpose of creating a unique identifying system for every
Nigerian citizen and legal resident. Beyond its initial purpose, NIN has become a cornerstone of national
infrastructure. It facilitates access to essential services like passports, bank accounts, and social programs,
acting as a ubiquitous verification tool [23]. Notably, its unique identifier and biometric linkage serve as a
deterrent against fraudulent activities and impersonation across various sectors. While the NIN is not yet
universal for Nigerians, it's true that its enrollment has significantly increased due to its requirement for
various services and activities and would continue to increase especially when it is integrated into the
election process [26], [27]. The nation's elections have long been plagued by issues like multiple voting,
underage voting, and the persistent presence of "ghost voters [28]." NIN's unique and verifiable nature,
coupled with its biometric authentication, offers a potential solution to these systemic problems [29].

Blockchain technology is being used by voting systems because of a deep-seated need to solve flaws
in conventional procedures [30]. In this context, blockchain technology emerges as a potential game-changer,
offering a secure, transparent, and verifiable solution to revolutionize the way we conduct elections [31]. An
unchangeable and verifiable record is created when every vote is encrypted and added to a chain of blocks
[32]. Blockchain's distributed ledger makes tampering with voting data significantly more challenging, as
attackers would need to compromise numerous nodes across the network, not just a single entry point [33].
The unique structure of blockchain, where the last node acts as a comprehensive repository, enables near-
instantaneous result access, fostering exceptional efficiency [34]. In countries like Nigeria, where restoring
faith in electoral systems is crucial, actively investigating and addressing the challenges of blockchain
implementation can lay the groundwork for a brighter future of democracy [35].

The functional requirements of the system are:

— The system must accept a record of eligible voters from the electoral commission.

— The system should allow eligible voters to register and create user accounts securely. It should verify the
authenticity of voter information to prevent fraudulent registrations.

— The system should provide a mechanism for candidates to register their candidacy and provide necessary
information for voters to make informed decisions.

— The system should generate digital ballots that accurately represent the candidates and voting options. It
should ensure that each voter receives a unique and tamper-proof ballot.

— The system should enable voters to cast their votes securely and privately. It should provide a user-
friendly interface for selecting candidates and recording votes and not allow for multiple voting.

— The system should validate the integrity of each cast vote to ensure it has not been tampered with or
altered. It should verify that the vote meets the necessary criteria and is valid.

— The system should count the votes accurately and transparently. It should aggregate the votes from all
participants and generate the final election results.

— The system should allow voters to be able to view the election results.
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Beyond the functionalities of the system, it needs to consider non-functional aspects for successful

implementation such as:

— The system must be resistant to hacking, manipulation, and other security threats. This involves robust
cryptography and secure communication protocols throughout the voting process.

— The system should be able to handle a large number of voters and votes efficiently, especially for large-
scale elections.

— The voting platform must be highly available during elections to ensure everyone can participate without
downtime.

— The system should not allow the votes to the modified after voting.

— The system should allow anyone to verify the election process and results without compromising voter
privacy using blockchain's public ledger.

— The system should not link votes to individual voters.

— The voting platform should be user-friendly and accessible to voters with varying levels of technical
knowledge.

2. RESEARCH METHOD

The architecture of the system comprises five key components that work together to establish a
secure, transparent, and efficient platform for conducting elections. These components are the user interface
(UI), identity verification, blockchain network with smart contracts, voting database with consensus
mechanism, and the e-voting platform. The Ul serves as the front-end component, providing a user-friendly
interface through which voters can interact with the system. Identity verification is an essential component
that validates the identities of voters before they can participate in the voting process using a unique
identification number NIN. The blockchain network with smart contracts forms the core of the system
architecture. Smart Contracts, on the other hand, automate and enforce voting rules, such as eligibility
criteria, vote counting, and result declaration. The voting database encrypts each vote and links it to the
respective voter's identity, preserving anonymity and preventing tampering. Meanwhile, the Consensus
Mechanism ensures agreement on the validity and order of transactions within the blockchain network.
Lastly, the e-voting process component provides mechanisms for independent auditing and verification of the
voting process. Through this architecture which is depicted in Figure 4, the system ensures transparency,
security, and efficiency, revolutionizing the way elections are conducted by leveraging the benefits of
blockchain technology.
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{ Electronic Voting Platform J Level 1

h

Database from NIMC Identity and Access Level 2
Management

A

[ User Interface } Level 3

Actor Actor

Figure 4. Structural layer of the system
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The voting and user access layer serves as the pivotal interface within the system, orchestrating both
the voting process and user authentication seamlessly. This layer encompasses two crucial components: the
voting layer, responsible for the core logic governing voting operations, and the user access layer, which
manages user authentication and authorization. Figure 5 shows the class diagram for the voting layer.
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Figure 5. Class diagram for the voting layer

Moreover, the voting layer empowers administrators, or electoral officials, to manage elections
effectively. This entails functionalities such as adding candidates to elections and creating new election
instances, ensuring the smooth operation of the electoral process. On the other hand, the user access layer is
dedicated to verifying the identity and permissions of users within the system.

2.1. Sequence diagram for the user interaction with the e-voting system

The sequence diagram illustrates the flow of events during the e-voting process. The system
involves several key components such as the user, Ul, electronic voting system (EVS), database and the
blockchain. Users begin by logging in through the Ul, inputting their username and password. The Ul acts as
the bridge between users and the EVS. Upon receiving login details, the EVS checks for available elections
by querying the database to determine which elections are currently open and The Ul displays the available
elections to the user. Users select their preferred candidates and after confirming their choice they cast their
votes. The EVS records these votes in both the database and the blockchain and sends a confirmation request
to the user. Once confirmed, the vote is officially recorded. Users can later check election results through the
Ul. The Ul retrieves data from both the Database and the Blockchain, ensuring accurate and reliable results.
Finally, users can log out from the system. This is represented in the sequence diagram in Figure 6.
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Figure 6. Sequence diagram for the user interaction with the system

2.2. Sequence diagram for the admin interaction with the e-voting system

The admin system involves several critical components such as the admin, the admin interface, the
EVS, the database and the blockchain. The process begins with the admin logging in through the admin
interface using their username and password to gain access. Upon receiving the login details, the EVS checks
for available elections by querying the database to determine which elections are currently open. The admin
interface displays the available elections to the admin. If the admin decides to create a new election, they
proceed by adding their preferred candidates through the same interface. This action triggers a response in
the EVS, where a new election is created, and the candidates are added accordingly. The database plays a
crucial role in storing and retrieving information throughout this process. It checks for information related to
available elections and election results when prompted by either the admin interface or the EVS. The
blockchain ensures that all data related to votes and election details is securely stored and immutable. As
voting progresses, both admins and voters can check election results through their respective interfaces. The
results are retrieved in real-time from data stored in the database and the Blockchain. Finally, after
completing their tasks or reviewing results, admins can log out from the system. This logout action is
mirrored across all components, ensuring the security and integrity of user data at all times. This is
represented in the sequence diagram in Figure 7.
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Figure 7. Sequence diagram for the admin interaction with the system
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2.3. System implementation

The system was implemented in four stages which include the Ul implementation, identity
verification implementation, blockchain network with smart contracts implementation, and the
implementation of the e-voting platform. This was done using HTML, CSS, JavaScript, Ganache, Truffle,
Chrome browser equipped with the MetaMask extension, Visual Studio Code, Node.js, and a computer.

The Ul implementation involves designing and developing the graphical and interactive elements of
the system, ensuring a user-friendly and intuitive experience. This was done using HTML and CSS. The
identity verification implementation involves integrating secure methods for verifying user identities against
a certified database, ensuring that the system can authenticate users accurately and reliably. This was done by
creating a database of registered individuals. The system checks any login credentials against the database
and permits authenticated users. The format of an identity is registered in this form:

{

"idNumber": "12345678901",
"firstName": "Chinedu",

"lastName": "Okonkwo",

"email™: "chinedu.okonkwo@gmail.com"

The blockchain network with smart contracts implementation leverages blockchain technology to
provide a decentralized and tamper-proof ledger for transactions. Smart contracts are utilized to automate
processes and enforce rules within the system, enhancing transparency and reducing the risk of fraud. The
voter registration process is managed by the “Vote” function within the smart contract. This function ensures
that each voter can only vote once and that their vote is recorded accurately. The “addCandidate” function
handles candidate registration, ensuring only the manager (administrator) can add candidates. The user
registration process is managed by the “addUser” function, which stores user information securely on the
blockchain. The E-voting platform implementation focuses on developing and integrating the functionalities
required for electronic voting. It includes designing the voting process, ensuring the integrity and anonymity
of votes, and implementing features to tally and verify results accurately.

3. RESULTS AND DISCUSSION

The system underwent three sets of comprehensive tests: blockchain tests, user authentication tests,
and voting tests. The blockchain and user authentication tests were conducted on the back end, while the
voting tests were performed on the front end.

3.1. User authentication test

Equations the purpose of the user authentication test was to ensure that only users with valid
credentials could access the system. The test was designed to verify that users could log in only when both
their username NIN and password were correct. This validation is crucial to maintaining the security and
integrity of the voting system, preventing unauthorized access and ensuring that only eligible voters can
participate.
Results:
Success rate for valid login attempts: 100%
Success rate for invalid login attempts: 0%

3.2. Blockchain test

For the blockchain test, Ganache was utilized to simulate the blockchain environment. Multiple
blocks were created and the blockchain chains returned by each were carefully compared to verify
consistency. This test confirmed two of the most significant properties of blockchain technology:
immutability and decentralization. Once transactions are recorded on the blockchain, they cannot be altered
or deleted, ensuring the integrity and permanence of the voting records. The blockchain operates on a
decentralized network, meaning there is no single point of failure or control, which enhances the security and
resilience of the system.
Results:
Consistency of blockchain chains: verified
Immutability of transactions: confirmed

3.3. Voting test
The voting test was conducted on the front end to evaluate the Ul and user experience. This test
ensured that the voting process was intuitive, secure, and that votes were correctly recorded on the

Development of a blockchain-based electronic voting system utilizing national ... (Olabode Idowu-Bismark)



818 a ISSN: 2089-4864

blockchain. It also assessed the system's ability to handle a large number of concurrent users, reflecting the
conditions of a real-world election scenario.
Results:
User interface: intuitive and user-friendly
Vote recording accuracy: 100%
Concurrent user handling: efficient, with no performance degradation observed

The comprehensive results from the tests demonstrate that the blockchain-based e-voting system is
secure, reliable, and user-friendly. The user authentication mechanism effectively prevents unauthorized
access, ensuring that only eligible voters can participate. The blockchain test results confirm that the system
maintains the integrity and immutability of voting records, which is crucial for transparency and trust in the
electoral process. Based on the test results, the blockchain demonstrated persistent data storage capabilities.
Even after the front end was shut down and the database was deleted, the election results remained intact.
This highlights the immutability of blockchain technology, which is a key feature. Additionally, the
distributed nature of the blockchain system ensures there is no single point of failure, enhancing the system'’s
reliability. Data persistence was also evident, meaning information is distributed across the network rather
than being centralized on individual computers as in traditional database systems.

4. CONCLUSION

This project demonstrated that a blockchain-based election system is both feasible and practical. The
proposed system empowers the public, rather than a central authority, to validate, verify, and monitor
elections. Given the crucial role voting plays in society, there is a pressing need for a secure and trustworthy
voting system. The proposed e-voting system using blockchain technology is justified as it offers significant
advantages over existing voting systems, including enhanced security, transparency, and resistance to
tampering. These studies collectively underscore the potential of blockchain technology to revolutionize
voting systems, offering enhanced security, transparency, and efficiency, and addressing many of Nigeria's
electoral challenges. The decentralized and transparent nature of blockchain ensures that every vote is
accurately recorded and verifiable, thereby creating greater trust in the electoral process. The implementation
of smart contracts can automate and enforce election rules, further minimizing the risk of fraud and
manipulation. Overall, this project highlights the promise of blockchain in creating a secure and trustworthy
voting system, laying the groundwork for future developments in electoral technology. The limitations of the
project include the availability of adequate technological infrastructure, internet connectivity, and
accessibility, particularly in the rural areas.
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