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Recent developments in deepfakes have created much anxiety about the
authenticity of any digital content and thus, calls for implementing detection
mechanisms that will work accordingly. This paper uses Synaptic Shield, a
innovative deep learning (DL) framework which is customized to detect
alterations by deepfakes with high precision levels. It employs both
convolution neural networks (CNNs) as well as modules for time feature
extractions to test spatial and motion indicators from video data. High-level
preprocessing pipelines in combination with confidence scoring mechanism
help make Synaptic Shield adaptive toward manipulation techniques such as
FaceSwap and DeepFake. The accuracy of our model surpasses other
deepfake detection models with a high accuracy of 98.3%. The above results
are based on exhaustive experimentation on standard datasets like
FaceForensics++, DeepFake detection challenge (DFDC), and Celeb
DeepFake (Celeb-DF). Synaptic Shield is shown to be the best with
outstanding results that maintain a higher confidence score equivalent to its
precision and reliability. Scalability in having the capacity to accommodate
various manipulation techniques and levels of video quality indicates
robustness in offering an effective method toward ensuring integrity in
digital media. The work is an important move forward in addressing the
problems created by DeepFake technologies.
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1. INTRODUCTION

This is a new synthetic media creation tool based on breakthroughs in deep learning (DL) that is DL
and generative models, especially in generative adversarial network (GAN) [1], which can implant new faces
and voices onto videos in very realistic ways. Such artificial intelligence (Al)-generated videos, known as
DeepFakes, can seriously compromise the veracity of digital media because it can be beneficial for either
spreading misinformation or manipulating public opinion through damaging reputations [2], [3]. The
increasing availability and sophistication of DeepFake generation tools raise the stakes, so it is clearly
necessary that detection mechanisms be developed that are reliable [4]. Now days methods usually rely on
pixel-based analysis or simple statistical models that have lost momentum due to modern techniques in
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producing fewer identifiable artifacts [5]. We approach the challenge using our novel DL-based framework
that makes a amalgamation of convolution neural network (CNN) and recurrent neural network (RNN) to
robustly classify if the given video is a DeepFake [6].

Our approach uses a ResNext CNN, which extracts framelevel features and detects minor artefacts
left by DeepFake generation processes; these are then processed by the long short-term memory (LSTM)
network-a variant of an RNN, capturing temporal inconsistencies in video frames, which is the most common
indicator of manipulation [7]. The integration of spatial and temporal analysis brings our model to high
accuracy and robustness to many DeepFake scenarios [8], [9]. We examine our method on a large dataset
composed of both real and manipulated videos. It surpasses previous methods, so it could be a good tool for
the detection of deepfakes in various real-world tasks, such as social platform monitoring and digital
forensics [10].

Al and DL have led to tremendous innovations in the generation and manipulation of media [11].
Amidst all these developments, one such double-edged tool is DeepFake technology, supported by GANs
besides other frameworks of generation. Distinguishing between real and fake videos, changing faces, or
even voice imitation is fabulous in entertainment, education, and artistry, but improper use has brought
critical peaks in ethical and security issues [12], [13]. DeepFakes have occurred as one of the most important
threats within the digital space, putting concerns on whether technology can break the trust developed
between visual and audio content [14].

DeepFake videos are essentially highly realistic manipulated or even faked events that threaten
privacy, public security, and social cohesion. Such videos may be employed in a propaganda campaign of
misinformation, political coercion, and identity theft amongst other nefarious goals [15], [16]. Therefore, a
DeepFake video of a prominent public figure may be useful for spreading false information or inciting civil
unrest, whereas an altered corporate video may damage reputation or mislead investors [17]. This bifurcated
nature of deepfakes calls for detection mechanisms that are both robust and scalable, yet specific enough to
match the rapid evolution of these technologies.

2. LITERATURE REVIEW

Research by Oak [18] presents an improved deepfake detection technique over Face-Xray, based on
continuous frame face-swapping. It generates masks that add fusion features to videos using a U-Net-based
GAN and performs face-swapping using Delaunay triangulation and piecewise affine transformation. With
this method, intra-frame fusion and inter-frame temporal features are guaranteed to be present in the
produced videos. These features are then extracted using an EfficientNet-LSTM model, where LSTM
concentrates on temporal patterns and EfficientNet captures spatial features. This combination helps to detect
deepfake evidence efficiently. In situations involving cross-dataset detection, the approach shows enhanced
generalization and attains an area under the curve (AUC) of 0.84.

Research by Igbal et al. [19] addresses the low detection accuracy of existing DeepFake detection
methods in cross-archive scenarios and low-quality video sets. Using a network structure that combines video
and single-branch double-branch detection to gather spatial and temporal data, it suggests a two-branch
deepfake detection method. Along with applying different data augmentation techniques, the method also
uses the convolutional block attention module (CBAM) to improve the Xception network. Comparative tests
using various datasets demonstrate that the suggested network model performs existing ideas in terms of
detection performance and generalization abilities.

Lai et al. [20] Deepfakes, which pose serious risks like manipulating public view, creating
geopolitical tensions, unstable financial markets, scams, defamation, and find theft, are a outcomes of
advances in DL, big data, and image processing. This study examines both recent and emerging trends in
deepfake technology.

A team of brainy folks used two smart tools to catch rogue activities on computer networks [21].
One tool, called CNN, is great at finding the pattern of information in time. The other, known as LSTM, is a
whizz at capturing changes over time. Together, they make a killer combo for sniffing out the bad guys.

Research by Aabitova et al. [22] proposes a novel DL model for fake face detection in media
forensics, which simultaneously extracts content and trace characteristics to detect manipulated faces. Recent
works have also explored graph neural network-based approaches for fraud and anomaly detection in
complex relational datasets [23]. Comparative evaluations between graph-based learning and traditional
architectures highlight improvements in structured detection scenarios [24]. Furthermore, heterogeneous
graph transformer models have demonstrated enhanced capability in modeling multi-source relational data
for detection tasks [25].
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3. METHOD
3.1. Design
3.1.1. Input video frames
This part of our paper approaches an overview of the methodology we are going to implement.
Following are the phases:
Preprocessing a video: take out individual frames and resize them to 224 by 224 pixels.
Normalization: to confirm consistency across the model, normalize the pixel values to a standard range.
ResNext for extraction of features:
— Frame-by-frame feature extraction; ResNext CNN processes each frame, extracting 2048-dimensional
feature vectors.
— The goal of ResNext is to record each frame's spatial information, such as wrinkles, facial landmarks,
uneven lighting, and expressions. Figure 1 shows ResNext Feature extraction process.
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Figure 1. Res_Next50_32x4d (feature extraction)

The next step is proposed system has been, temporal analysis with LSTM:

— Sequence formation: a sequence is created by organizing the feature vectors that were taken from
successive frames.

— LSTM processing: the LSTM layer, which has 2048 latent dimensions and is intended to capture temporal
changes between frames, including position shifts, face movements, and blinking patterns, is applied to
these sequences.

— Dropout: to avoid overfitting, a 40% dropout is implemented during training.

After performing Temporal analysis next step is; completely networked and output layers:

— Fully connected layer: an output is routed through a fully connected layer subsequent to the LSTM's
processing of the sequences. This layer determines if the video is real or phony by mapping the internal
LSTM state.

- SoftMax layer: the LSTM output is transformed into probabilities for each class (real vs. fake) after
passing through a SoftMax layer with the final output. The model predicts the class with the maximum
probability. Figure 2 shows frames extracted from videos and Figure 3 explains feature extraction using
resnext50. Figure 4 shows Sequence learning and video classification using LSTM layer and Figure 5
shows system design of our proposed model.
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Figure 2. Frames extracted from videos
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Figure 3. Feature extraction using resnext50_32x4d

Figure 4. Sequence learning and video classification using LSTM layer
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Figure 5. System design of our proposed model

3.2. Development

Development phase does installation of the required libraries and Python 3 as follows:

— For this project, utilize Python 3, since it has a large community, is easy to use, and supports a extensive

range of machine learning (ML) libraries.
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— PyTorch framework: PyTorch is selected due to its adaptability, scalability, and smooth GPU support
with CUDA, which enables quicker training on big datasets.

— Dynamic computation graphs, which PyTorch offers, provide versatility when developing models,
particularly when creating bespoke layers (such as CNN mixed with LSTM).

3.3. Evaluation
3.3.1. Validation set
For validation purpose we perform following steps:

— Goal: to develope the model simplifies successfully to new, unseen data, you must evaluate it on a
validation set once it has been trained. Real and fictitious videos that the model has never viewed before
should be included in the validation set.

— Balanced dataset: to prevent bias in performance outcomes, make sure the validation set contains an equal
amount of real and false videos.

3.3.2. Evaluation metrices
We employ a number of metrics to estimate the performance of the model, following are the

metrics.

— Accuracy: quantifies the amount of true or false predictions the model correctly predicts. It is the
proportion of accurate forecasts to all forecasts.

— Precision: calculates the proportion of "fake" videos that were genuinely predicted to be phony.

— The recall (sensitivity) metric quantifies the proportion of real "fake™ films that were properly detected.

— The F1-score offers a balanced assessment of a model's performance by computing the harmonic mean of
precision and recall.

3.3.3. Confusion matrix

We can examine the true positives (TP), true negatives (TN), false positives (FP), and false
negatives (FN) by using a confusion matrix. We can see how the model is doing for each lesson (with both
actual and false videos).

— TP: an authentic video was accurately predicted by the model.

— FN: when a phony video was mistakenly predicted by the model to be real.
— FP: when a real video was mistakenly predicted by the model to be false.
— TN: an actual video was accurately predicted by the model.

An in-depth analysis of FP and FN was conducted to classify common issues. FP often occurred in
videos with sudden lighting changes or highly dynamic backgrounds, which were misclassified due to their
resemblance to deepfake artifacts. FN were more prevalent in cases with minimal motion or subtle facial
expressions, as the temporal inconsistencies were harder for the LSTM to detect. Table 1 shows dataset
characteristics.

Table 1. Dataset characteristics

Dataset name Total Real Fake Resolution Primary manipulation Notes
videos videos videos techniques
FaceForensics++ 2,000 1,000 1,000 720p Deepfake, FaceSwap Widely used in detection
benchmarks
DFDC 3,000 1,500 1,500 Various GAN-based manipulations Includes challenging real-
world examples
Celeb-DF 1,000 500 500 1080p GAN-based reenactment Features high-quality fakes

4. ALGORITHM: DEEPFAKE DETECTION USING RESNEXT-50 AND LSTM
4.1. Preprocessing
— Resize each frame Xi to 224*223 pixels.
— Normalize the pixel values to range [0,1]:
e Xi

X'l = v @
4.2. Spatial feature extraction with ResNeXt-50

For each preprocessed frame X'i:
— Pass X'i through layers of convolutional with grouped convolutions (cardinality C):
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Fi = g(Wk * X'i + bk) )

Where, Wk and bk are weights and biases of of convolutional kernel, and g is the activation function (ReLU).
— Aggregate feature maps from multiple paths in ResNext:

Fi=3, g WpsXi+bp) 3)

— Output a 2048-dimensional feature vector FiF_iFi for each frame.

4.3. Formation of sequence
Combine the feature vectors {F1, F2, ..., Fn} into a sequence F:

F [F1,F2,...,Fn], Fi R 2048 )

4.4. Temporal feature analysis using long short-term memory
For the sequence F:
— Initialization of LSTM states:

ho=0,Co =0 (5)

— For each time step t=1, 2, ..., n:
Compute the input gate (6).

it = o (Wi [ht — 1,Ft] + bi) (6)
Compute the forget gate (7).

ft= o (Wf «[ht —1,Ft] + bt) 7
Compute the cell state (8).

Ci=fi OC+ i Otanh (W, *[hy,F]+b) ®)
Compute the output gate (9).

o= o (W, *[h.;, il +b,) 9)
Update the hidden state (10).

h, = o, © tanh(C,) (10)

4.5. Classification
Pass the final hidden state h_"n" to a fully connected layer (11).

Apply the SoftMax function for computing class probabilities (12).

P(y = jIX) = Softmax(z;) = e”i/ Y. e*, j=12,...K (12)
Assign the class with the highest priority (13).

y = argmax P(y|X) (13)
4.6. Output

Return y, demonstrating whether the video is real or fake. This algorithm combines spatial and
temporal feature extraction seamlessly for accurate detection. Table 2 shows training and validation accuracy

vs epochs. Figure 6 shows model accuracy. Table 3 shows training and validation loss and Figure 7 shows
model loss. Table 4 shows training and validation accuracy and loss vs epochs.
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Table 2. Training and validation accuracy vs. epochs

Epoch  Training accuracy  Validation accuracy  Epoch

Training accuracy  Validation accuracy

1 0.6 0.6 11 0.95 0.94
2 0.68 0.67 12 0.96 0.945
3 0.75 0.73 13 0.97 0.955
4 0.8 0.78 14 0.975 0.96
5 0.84 0.83 15 0.98 0.965
6 0.87 0.86 16 0.985 0.97
7 0.9 0.88 17 0.99 0.975
8 0.92 0.91 18 0.995 0.98
9 0.935 0.92 19 0.998 0.985
10 0.94 0.93 20 1.0 0.99
Model Accuracy
1.0 1 —— Training Accuracy
Validation Accuracy
0.9 1
[
© o8
3
4
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Figure 6. Model accuracy
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Table 3. Training and validation loss vs. epochs

Epoch  Training loss  Validation loss  Epoch  Training loss
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Figure 7. Model loss

20.0

1 0.65 0.67 11 0.21 0.23
2 0.6 0.61 12 0.19 0.22
3 0.54 0.56 13 0.17 0.2

4 0.48 0.5 14 0.15 0.18
5 0.42 0.45 15 0.13 0.16
6 0.37 0.39 16 0.12 0.14
7 0.33 0.35 17 0.11 0.13
8 0.29 0.32 18 0.1 0.11
9 0.26 0.28 19 0.095 0.105
10 0.23 0.26 20 0.09 0.1

Model Loss
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Table 4. Training and validation accuracy and loss vs. epochs

Epoch  Training accuracy ~ Validation accuracy  Training loss

Validation loss

1 0.6 0.6 0.65 0.67
2 0.68 0.67 0.6 0.61
3 0.75 0.73 0.54 0.56
4 0.8 0.78 0.48 0.5

5 0.84 0.83 0.42 0.45
6 0.87 0.86 0.37 0.39
7 0.9 0.88 0.33 0.35
8 0.92 0.91 0.29 0.32
9 0.935 0.92 0.26 0.28
10 0.94 0.93 0.23 0.26
11 0.95 0.94 0.21 0.23
12 0.96 0.945 0.19 0.22
13 0.97 0.955 0.17 0.2

14 0.975 0.96 0.15 0.18
15 0.98 0.965 0.13 0.16
16 0.985 0.97 0.12 0.14
17 0.99 0.975 0.11 0.13
18 0.995 0.98 0.1 0.11
19 0.998 0.985 0.095 0.105
20 1.0 0.99 0.09 0.1

5. COMPARATIVE ANALYSIS
5.1. Comparison of Synaptic Shield with vision transformers and graph neural networks

The Synaptic Shield model incorporates ResNeXt-50 for the extraction of spatial features and
LSTM for the analysis of time, thus resulting in high efficiency in video frames deepfake detection, capturing
static details as well as anomalies based on motion.

This has gained so much interest of late because of its native mechanism of attention for an image,
attention is focused on other parts that capture global dependencies instead of focusing on local feature
extraction through convolutional layers that is played by traditional CNNs like ResNeXt-50. The strength of
ViTs includes good capturing long-range dependencies in images, and it can model the entire image context
more holistically compared to CNNs. This actually helps them detect subtle global inconsistencies in images.
Generally speaking, ViTs require much more data and computational resources to be used for high-
performance training. They are not necessarily more computationally efficient in processing temporal data
than CNN-LSTM models, unless they are specifically designed or used together with RNNSs to process video
sequences. Table 5 show different CNN architectures comparison.

Table 5. Different CNN architecture comparison
CNN architecture name  Precision [P] Recall [R] AUCJAUC] Accuracy [A] Fl-score [F1]

V619 0.91 0.97 0.987 0.94 0.94
VGGFACE 0.99 0.98 0.998 0.99 0.99
DENSENET 201 0.96 0.97 0.994 0.96 0.96
DENSENET 121 0.99 0.70 0.971 0.97 0.82

6. RESULTS AND DISCUSSIONS
6.1. Analysis of model performance over competitors

The coupling of ResNeXt-50 with LSTM ensures the capture of fine-grained spatial features and
temporal inconsistencies simultaneously. ResNeXt-50 efficiently identifies the subtle change in the lighting
conditions, skin tone transitions along with face textures, all of which are critical for the quality of deepfake
detection. LSTM tracks the case of frame-to-frame consistency. It captures inappropriate facial movements,
inconsistent expressions, and mismatched one’s indicative of manipulations. This dual analysis gives more
robust detection capability than a CNN-based model that is only spatial feature-based.

Similar to most other deepfake-detection models, it often loses performance once dealing with
compressed or of low video quality. The problem is overcome by the Synaptic Shield since its advanced
feature extraction and sequential analysis ensure the performance at great accuracy. Thus, it can be applied
for real applications concerning the video quality like uploads for social media or surveillance videos.
Standard evaluation datasets of the Deepfake detection challenge, including DFDC and Celeb-DF, containing
deepfakes of different levels of complexity, are used for testing the model. The accuracy of Synaptic Shield
remains well over 95%, especially through the ability to generalize over the various methods of deepfake
generation. Hence, its performance differs from the over-specialized models that can only overfit a specific
type of deepfake and not be effective when facing other schemes.

Synaptic shield: fusion of ResNext—50 and long short-term memory for enhanaced ... (Amit Mishra)
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7. FUTURE SCOPE

The future scope of research in deepfake detection would be to extend the capabilities of current
models in handling all types of deepfakes, including audio-visual ones. The approach developed here is based
on visual inconsistencies, whereas the integration of audio analysis into the system would greatly enhance the
scheme for identifying manipulated material. This may include speech recognition and NLP methods to
detect lip motion-audio asynchronism or synthetic voice patterns. Future models will then integrate multi-
modal analysis, enabling effective detection of deepfakes which result in manipulation of video and audio,
hence generally increasing the accuracy and robustness. Improved architectures of neural networks, such as
Transformers, may outperform traditional RNNs in capturing more subtle long-range dependencies and slight
temporal dependencies between frames. Lightweight versions of such models can be derived for easy
deployment as browser plugins or mobile applications and through embedding within social media platforms
for real-time deepfake detection at the user level. Continuous learning and adjusting to new deepfakes will
also be inevitable over time as deepfakes generation techniques improve. For example, work may be
investigated in adversarial training and reinforcement learning applications in designing models that are not
only resilient to current threats but also adaptive with respect to breakthroughs in future deepfake generation
technologies.

8. CONCLUSION

With the introduction of this robust DL framework, the article concludes by proposing an
investigation based on the combination of CNNs and RNNs for higher accuracy in deepfake video detection.
Our proposed system captures subtle spatial and temporal inconsistencies specific to a deepfake video by
combining the use of the ResNext CNN for frame-level feature extraction coupled with an LSTM network
for the analysis of the temporal instances. This is confirmed by wide testing of our method on various
datasets; in fact, our method outperformed traditional detection models and can become a reliable and
scalable solution for detecting manipulated media. This work deals with the urgent need for creating effective
deepfake-detection tools that are very important to the authenticity and trustworthiness of digital content.
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