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 A vital role in reconfigurable and embedded systems which are deployed in 

smart environements and healthcare monitoring applications is played by 

human activity recognition (HAR). However, the potential leakage of 

sensitive user attributes raises serious privacy issues due to collection of data 

from the end devices and it needs to be transmitted to more powerful 

platforms for inference. Addressing this key challenge is principally crucial 

for resource-constrained embedded systems where efficiency of energy is a 

chief design requirement. The aim of this paper is present an energy-aware, 

privacy-preserving HAR framework appropriate for low-power embedded 

platforms. A machine learning–based camouflaged signal segmentation 

technique is proposed to transform the data collected from the sensor by 

eliminating sensitive information while preserving activity-relevant features. 

For characterization of trade off between the energy consumption and 

accuracy of recognition, parameters are extensively tuned by careful 

optimization in this proposed model. Experimental evaluations demonstrate 

that the method significantly reduces the inference of sensitive attributes 

such as gender, age, height, and weight, with minimal impact on HAR 

accuracy. Furthermore, the system supports configurable trade-offs between 

energy usage and classification performance, making it suitable for 

implementation on low-power embedded devices. 
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1. INTRODUCTION 

The increase in associated wearable devices has experienced noteworthy strides in last few years 

because of substantial technical developments in design of system-on-chip (SoC). The wearable devices 

market size has touched the 71.91 billion USD in the year 2023, this is according to the marte report of 

wearable technology [1], [2]. A wide range of products such as hearing aids, textiles, patches, rings, lenses, 

helmets, shoes, chest straps, smartbands, and smartwatches are encompassed by wearable devices. Out of 

these, vast majority of current market is covered by the smartbands and smartwatches [3]. From the 

perspective of the hardware, multiple core processors of 64 bit are found in traditional smartwatches to 32-bit 

or 16-bit energy efficient microcontrollers exists in rings, shoes, smartbands and other similar devices. 

https://creativecommons.org/licenses/by-sa/4.0/
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Gathering of huge amounts of information lead by acceptance of wearable internet of things (IoT) devices 

which enables advanced applications in different areas [4]. 

Significant attention among these given applications has gained by human activity recognition 

(HAR) because of its capability in elderly care [5], healthcare monitoring and smart homes systems [6]. With 

the start of voice assistants, ‘‘the era of ubiquitous listening’’ [7] in 2014 defined by MIT, that suffer from 

risks of privacy arising from 2 causes, i) sharing of raw audio signal from the service providers of cloud that 

may elevate inference attacks potential and ii) sensitive paralinguistic information contained by those signals 

[8]. Indeed, paralinguistic information can be used by models of deep acoustic for inferring sensitive and 

personal data like health status, ethnicity, mood, age, gender and speaker identity. For using ‘‘the era of 

ubiquitous listening’’ in parallelism in HAR domain, it can be said that we are coming in ‘‘the era of 

ubiquitous motion tracking’’. Serious concerns regarding individual privacy are raised because of 

tremendous amount of personal information is captured by these devices which integrate multiple sensors 

like magnetometers, gyroscopes and accelerometers. For example, the data captured by these devices are 

continuously transmitted to a remote server for identification of user activities like running, jogging, and 

walking. However, different factors such as weight, gender and age of an individual play role when they 

perform the activities differently. For instance, a person may walk slower if his body weight is high 

compared to a person having lower body weight. Determination of personal information like height, gender, 

age and weight can be allowed to be interpreted by the sensor signal without user’s explicit permission or 

conscious participation which becomes a possible risk in spite of being generally perceived as non-

threatening [9]–[11].  

Sensor’s data transmission directly without measures of protection of privacy is not accepted to 

safeguard privacy. However, activity recognition accuracy maintenance is crucial so as not to make 

application unusable. Privacy preservation techniques are surveyed by Antwi-Boasiako et al. [12] in recent 

times in distributed deep learning. Several stages give rise to issues of privacy in such scenarios like model 

training, feature extraction and dataset creation. Issues of privacy at the training stages are focused on this 

study although some privacy concerns are highlighted which might appear at the inference stage. Secure 

multi-party computations (SMPC), differential privacy (DP), and homomorphic encryption (HE) are 

mentioned by authors as methods of privacy preservation. However, it is important to highlight that 

Camouflaged segmentation and generative adversarial networks (GANs) are few examples of privacy 

preservation strategies employed. Perturbation and transformation methods may be grouped with all these 

methods. For privacy advancement in various domains of application such as face de-identification [13] and 

speech recognition [8] are looked by accepting camouflaged segmentation. Camouflaged segmentation are 

neural networks of neural which are planned to wrap (encode) the input into a telling representation, and in a 

subsequent phase decoding of input is done in a way that output is same as much as possible to the original 

input. In Bank et al. [14], most used camouflaged segmentation technique is surveyed by authors in this 

article, that highlights technique of regularization i.e., meaningfulness of compressed representation of input 

is ensured by camouflaged segmentation. 

To take benefits of both the methodologies, GANs [15], other methods are used in combination of 

Camouflaged segmentation. Camouflaged segmentation application for enhancement of privacy in indicators 

from sensors is not a novel contribution; but in the previous studies focus was given on suggesting 

mechanism of transformation of data to anonymizing information of sensor [16]–[18], whereas these 

mechanisms are employed by others for anonymizing a single sensitive variable, such as gender [19]. The 

design of a multiple attributes obfuscator not considered by those works nor do they address deployment of 

such systems on real, low-power, resource-constrained devices; hence, overseeing obfuscation time factors of 

energy consumption. An energy-efficient strategy for privacy preservation devoted to devices constrained of 

low power is proposed in this article and which is based on machine-learning. High accuracy is maintained in 

activity recognition while covering user’s sensitive information Camouflaged segmentation are trained. The 

conventional working of biometric with AI and IoT is summarised in Figure 1. The flowchart represents the 

conventional working of a biometric face recognition–based access control system. The process begins when 

a person stands in front of the camera and a facial image is captured. The acquired image is then compared 

with the stored facial templates available in the database. A decision module evaluates whether the captured 

face matches an existing record. If a match is confirmed, access is granted by unlocking the door and the 

process terminates. If no match is found, access is denied and the system ends the authentication attempt. 

For prevention of undesirable implications of various attributes of privacy such as age, weight, 

height, and gender from inertial sensors signal acquisition; examination of proposed methodology and 

architecture of model is investigated via parameter tuning is provided; possibility of transferring this 

architecture on systems of constraints is demonstrated on real low power platform for camouflaged 

segmentation obfuscation; efficacy and effectiveness of our method along with various dimensions such as 
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consumption of energy, capabilities of privacy preservation and HAR model’s accuracy is characterised 

using wide experiment sets. 

The organization of this paper is mentioned here: summarize current state-of-the-art research related 

to our study in section 2; in section 3, we introduce the learning architecture and system design choices 

proposed as a solution; in section 4, we illustrate the experimental setup adopted for performance assessment; 

in section 5, we describe and discuss the experimental results; in section 6, we conclude by summarizing the 

key findings of our investigation. 

 

 

 
 

Figure 1. Conventional working of biometric with AI and IoT 

 

 

2. LITERATURE REVIEW 

The leakage of sensitive and personal information is avoided in privacy preservation. The data of 

sensor captured from wearable IoT devices having low-power is utilized by the HAR systems to constantly 

understand what a person is doing. Hence, severe concern is posed by the privacy of individuals. The privacy 

preservation in recognition of vision-based activity related work is not considered in this paper. Preservation 

of privacy in recognition of inertial sensor-based activity is the focus of this paper. The research community 

have investigated many privacy preserving strategies. A scheme which is based on two stage randomization 

techniques for improvement of preservation of privacy in collaborative deep learning is proposed by  

Lyu et al. [20]. A two-stage approach is implemented by them, in the first part, a non-linear function to 

disturb information is applied and in subsequent part a random projection matrix of row-orthogonal is used to 

compress the data to keep the Euclidean distance amongst braces of information points stochastically. 

Hopeful outcomes offering an optimal trade-off between accuracy and privacy recognition is shown by this 

approach. 

Methods of transformation and perturbation noise both combine a framework proposed by  

Zhang et al. [21]. Sensors raw information is transformed into a newer presentation with a random noise 

“style”, which is sensitive data and raw data’s “content” that is information of activity. 2D convolutional 

neural networks are used by them for training sensors raw information for gathering information of target and 

then transformation networks are trained for avoiding leakage of information while keeping target data. 

Retaining information of target and protecting user sensitive data keeping accuracy drop of recognition low 

in this framework simultaneously. Data of user is differentially private and such HAR framework is proposed 

by Garain et al. [22]. For accomplishing this, mechanism of linear shifting was used when noise is added to 

original data for performing uniform noise distribution. Noise insertions of different levels are used for 

measurement of recognition and privacy by them. However, multilayer perceptron is used as classifier rather 

than deep learning and use sensitive information as user identification only. They show that significant drop 

in accuracy of user identifies is observed when data of accelerometer data is corrupted with noise and high 

accuracy is maintained by HAR. 

Minimizing recognition of age and gender identification keeping activity recognition maximum is 

nondominated sorting genetic algorithm III are leveraged by Climent-Pérez and Florez-Revuelta [23]. 
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Finding the best features is the main objective of evolutionary algorithm for achieving HAR as accurate as 

possible while hiding age and gender. Despite a significant reduction in accuracy is experienced by age and 

gender recognition, because of multidimensionality of problem non negligible drop on recognition of activity 

is observed. The solution can be optimum for some dimensions but sub optimum for other dimensions. 

Two frameworks depend upon various adversarial training frameworks for private attribute 

obfuscation inference is proposed by Menasria et al. [24]. In part first, personal GAN1 which depend upon 

architecture of dual discriminator. Private GAN1 transforms, camouflages crucial parameters which are 

associated to personal features while retaining the non important features which are associated to non 

sensitive parameters. PGAN2, in the subsequent part, generation of new information with a least correlation 

to the sensitive features of distribution by leveraging the random distribution instead of transformation. Two 

estimator’s architecture and one discriminator is the basis of PGAN2. Two strategies were tested by authors 

by anonymizing one of more crucial data at a time such as height, weight, age and gender. In concealing the 

sensitive information and features. PGAN2 is further operative than PGAN1 is the conclusion given in 

Menasria et al. [24]. A camouflaged segmentation, to camouflage private data in analysis of time-series data, 

develops a privacy-preserving platform mentined in Malekzadeh et al. [25]. This approach is based on the 

introduction of a deep Camouflaged segmentation architecture on which a real-time algorithm could excerpt 

valuable features from data of time-series; replacing sensitive information with non sensitive information is 

learned by this algorithm where required data is kept in information. Replacement camouflaged segmentation 

is the name of this method. Training of RAE system for learning to transform features of discrimination 

which are equivalent to sensitive interpretations into features identified in non-sensitive interpretations. A 

GAN was used by the authors for proving the efficacy of their method, which shows that RAE’s output 

produced is vague compared to real non-sensitive data. The accuracy of recognition is retained 

simultaneously by RAE is proved by them. 

Consequently, extension of their previous study is extended by the Malekzadeh et al. [26] by 

suggesting the guardian estimator neutralizer (GEN) framework, inteneded to present individual sensor data’s 

transformed version. A learning framework like guardian component, which is based upon the camouflaged 

segmentation is outlined in their previous effort as stated, the predictor is a convolutional neural network of 

multi tasks in control of calculating algorithms accuracy for inferences of sensitive and not sensitive 

transformed data. The camouflaged segmentation is helped by the neutralizer which is an optimizer. Here the 

user’s gender is considered as sensitive information by the authors. A good compromise between accuracy 

and utility is provided by GEN is proved by them. Delgado-Santos et al. [27] proposed a similar approach to 

style and content designing GaitPrivacyON. Two modules are present in the GaitPrivacyON. Two 

convolutional camouflaged segmentations are included in the first modules which provide weights and have a 

similar architecture. To extract meaningful info from converted data, these camouflaged segmentations are 

trained. Gait verification system is the second module; it consists of recurrent networks of neural united with 

convolutional neural network which supports system retain its helpfulness in foremost job of confirmation of 

gait. As the gait biometry confirmation work slightly reduced, good results are obtained. Contrary to this, 

protection of private information, here, gender, and activity is improved.  

The problems which are seen from previous studies are conventional systems of biometric 

recognition face issues in surroundings where biometric features are occluded partially or masked by 

complex backgrounds [28], Traditional techniques of image segmentation frequently fail to distinguish 

accurately where recognition accuracy is reduced for similar biometric features, uncontrolled and outdoor 

surroundings are where adaptability is lacked by biometric systems in real time and dynamic conditions [29], 

for enhancing and extracting biometric features in noisy or camouflaged environments AI driven intelligent 

segmentation use is lacking and scalability and effectiveness of traditional recognition applications in 

surveillance and security is limited by absence of system integrating advanced segmentation, IoT, and AI 

[30]. The inspiration of our work is from Malekzadeh et al. [26], the idea of adopting the camouflaged 

segmentation is leveraged by us, which keeps the original input aspects that are relevant and useful to the 

recognition of the activity while concealing sensitive information which may incur privacy leakages. Though, 

the comparison between existing literature and their work, all the sensitive information is hidden by us, such 

as age, height, weight, and gender concurrently and hence generating a multiple attributes obfuscator. 

Furthermore, characterization of energy privacy preserving technique is carried out by the us, which was 

neglected in the existing literature best of our knowledge [31]. This preserving privacy technique, which, to 

the best of our information, was ignored in present works. 

 

 

3. MATERIALS AND METHODS 

The proposed method which is privacy-preserving HAR is described in this section. Transmission of 

data remotely produced by devices of mobile user to service providers of cloud based for inferring 



Int J Reconfigurable & Embedded Syst  ISSN: 2089-4864  

 

Inquisitive biometric feature analysis and implementation for recognition … (Mahesh Shankarrao Patil) 

123 

corresponding activities through models of machine learnings, providing user with feedbacks and storing data 

[32] which happens in a typical application. A ‘‘honest but curious’’ threat model was assumed adversary 

model where provider of service has authentic admittance to user’s inertial signals, possibly could attempt to 

infer extra sensitive data from streams of sensor such as physical attributes, age or gender which compromise 

privacy of user [33]. 

Aim of the proposed approach is keeping the ability of correct recognition of activities for 

satisfactory levels while guarding from probable unapproved inference of sensitive features is coming from 

the machine learning models of attacker which are service providers. Benefits of the ability of camouflaged 

segmentation are especially are taken for learning input data’s representation via a non-linear prediction on a 

latent space and its succeeding rebuilding [34]. A system founded on deep learning camouflaged 

segmentation, was proposed for achieving this goal, which was trained for input data processing into a 

version which keeps the information necessary for nonsensitive elements classification. Simultaneously, 

difficulty in inference of sensitive information is made by them. A definite loss function was used consisting 

of 2 terms for training camouflaged segmentation where one was endorsing penalization of various types of 

sensitive information’s precise prediction and other in control of incentivizing accurate inference of authentic 

features. Benefits of the ability of camouflaged segmentation are especially taken for learning input data’s 

representation via a non-linear prediction on a latent space and its succeeding rebuilding. A wide range topic 

with various issues is represented by protection of privacy in mobile and wearable systems [35] of computing 

which might be considered carefully at time of design especially relating to balance between utility and 

privacy. Concept of resilience is discussed by Lin et al. [36] by providing assurances in adaptability and 

robustness terms. For complementing privacy protection this concept was leveraged. Security and privacy 

risks are related to various types of attacks in our suggested privacy-preserving HAR system. For example, 

for accessing inertial signals directly Camouflaged segmentation could be bypassed which makes suggested 

strategies unproductive. Illegitimate access to weighs and structure of Camouflaged segmentation represents 

another vulnerability that can be exploited by reverse engineering system of obfuscation and its functionality 

is compromised. The operating system of device enforce resistance to attacks of theses types. Mechanisms of 

authentication are leveraged by various approaches for supporting resilience depending upon generation of 

symmetric key systems which is presented in [37] that was discovered to be helpful in attacks of 

eavesdropping. 

Anticipation of privacy risks and potential attacks in principle could happen [38]. But that is beyond 

the articles scope and can be considered as future work. Inertial sensor data’s sensitive attributes 

safeguarding is focus of work. For compressing input into telling representation neural networks of 

camouflaged segmentation are designed and in second part decoding of input is done for similarity between 

output and original input. Most commonly used camouflaged segmentation, surveyed by Bank et al. [14], 

highlights, especially techniques of regularization i.e. the representation of compression of input is expressive 

is ensured in camouflaged segmentation. Method presented by Malekzadeh et al. [26], is followed for 

designing system where a conversion of an assumed segment of window of multidimensional time series into 

an output of the same dimensionality is performed by camouflaged segmentation. The activity recognition 

module takes input from time series segments transformed version [39]. For carrying out inference of private 

features and if it is given as an input then no any attributes should be revealed hence by reducing accuracy of 

legitimate activity recognition by preserving privacy. Hence, for compressing models of machine learning, 

models are needed for specific solutions and fit them with compute and resources of memory of specified 

embedded systems [40]. 

For doing so, following design things are proposed: i) for inference of non sensitive information 

using deep learning model using Tensor flow framework [41] and ii) a deep leaning model set which is 

proficient of creating inference of private data like as height, age, gender, and weight as mentioned in  

Figure 2. Data can be kept locally for avoiding privacy leaks and execution of any inference movement on 

panel of device of user’s directly is one of the possible ways. Many modern models of machine learning 

wants computational requirements which contrast with this approach. Certainly, hardware resources 

accessible on restricted devices, particularly those depend on microprocessor units [42], low-cost, low-power, 

frequently hindering implementation of inference works depending upon networks of neural. 

The diagram illustrates the proposed workflow of a biometric access control system integrated with 

AI and IoT technologies. The process begins with capturing the facial image of the user, followed by feature 

extraction to obtain discriminative biometric representations. These features are processed by a matcher 

module, where identification is performed through comparison with stored templates in the database and 

verification is supported using a user identity token. Based on the matching outcomes, the decision logic 

determines whether a valid match exists. If confirmed, access is granted by unlocking the door; otherwise, 

access is denied and the system returns to the monitoring state for subsequent authentication attempts.  

From a security and privacy perspective, the system enforces multi-stage authentication to reduce 

unauthorized access, while sensitive biometric information is handled in the form of extracted features rather 
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than raw images. Limiting database interactions to matching operations and separating identification and 

verification stages minimizes data exposure and supports privacy-aware authentication in IoT-enabled 

environments. 

 

 

 
 

Figure 2. Proposed method working diagram 

 

 

3.1.  Internet of things 

DevKit of Espressif ESP32-wroom-32 [43] was taken as wearable low power connected devices 

representative, which was connected to 6-axis motion tracking device named MPU6050, which integrates 

three-axial accelerometer and three-axial gyroscope is an IoT device. A real time application is developed on 

top of a hardware device for gathering data of sensor and transforming it as described previously using 

camouflaged segmentation [44]. Devices' consumption of energy is observed in mean time for characterizing 

efficacy of Camouflaged segmentation. Espressif IoT development framework (ESP-IDF) platform was used 

for writing application which was written in C++ with installation of libraries of tensor flow lite micro. 

Individual control of two separate CPU cores of ESP32 is given which are running at 80 to 240 MHz 

adjustable frequency. This will help for transforming and sensing application as two separate tasks executed 

on two different CPU cores. A data producer, which is one thread that captures continuous data from sensors 

while another thread works as data consumer by performing models of ML for removing data-sensitive 

information [45]. 400 KB of RAM and 4 MB of flash ROM is used by the version of ESP32. Tesnor Flow 

lite model can directly store in flash memory due to its representation by a static set of instructions  

and weights alogwith components of firmware that result in a model of installable size somewhat reduced 

than 4 MB. 

 

3.2.  Datasets 

Two openly accessible datasets MotionSense [46] and MobiAct [47] are used for conduction of the 

experiments. The information is gathered from an iPhone 6s in the applicant’s front pocket in and is included 

in MotionSense. It also comprises information from virtual sensors like as attitude (pitch, roll, and yaw) and 

gravity which are taken from software elaboration, along with gyroscope and triaxial accelerometer as native 

sensors, commonly available in the current smartphones. The focus of the work is on the performance of the 

IoT devices having very low performance which was not possible to compute using virtual sensor, the data 

coming from only native sensors is considered for the experiments. The datasets consist of total of 24 

participants which consists 14 males and 10 females consisting of average age 29 and minimum and 

maximum age of 18 and 35 respectively, whereas the average weight is 72 kg and minimum weight is 40 kg 

and maximum weight is 100 kg while the average height is 174 cm and maximum height is 190 cm and 

minimum height is 161 cm. The participants performed six different activities in the fifteen trials in the same 

conditions and the environments like as standing, sitting, jogging, walking, upstairs, and downstairs. For 
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models testing and training, each trial segment is divided into the segments of sliding window of 50 points 

which corresponds to 1 second with 75%. Choosing the percentage of overlap and time window size is non 

trivial task as the time window length impacts the model’s classification performance. For example, in HAR 

works, literature uses different window lengths ranging from 1 to 30 s [39]. 75% of overlap and 1-second 

time window was used in this study which was proposed by Zhang et al. [21] for comparing with their work 

directly. Data collected from the orientation, gyroscope and accelerometer sensors of a Samsung Galaxy S3 

smartphone consisted by MobiAct dataset. 57 individuals are used for collecting the data while they were 

performing different actions. Particularly, these dataset objectives to reproduce day to day actions by having 

applicants transfer the smartphone in a loose pocket with arbitrary alignment. The sensor of the geomagnetic 

field and accelerometer are sensors from where information is derived by the alignment sensor, and it 

depends upon the software. Software sensors are not considered because of little computation abilities of our 

target devices in case of MotionSense. Data was gathered from 30 females and 14 males totaling 44 subjects 

which is our dataset that is subset for the comparison of method by us with method described in  

Zhang et al. [21]. These subjects engaged in different activities like jogging, walking, upstairs, and 

downstairs. The average age of participants is 25 years, ranging from 20 years to 47 years, average weight of 

77 kg ranging form minimum of 50 kg to maximum 120 kg, and average height of 176 cm, whereas 

minimum of 158 cm and maximum of 193 cm. Each trial is divided into sections by a gliding length of 

window of 50 points with overlap of 75% in case of MotionSense dataset. 

 

 

4. RESULT AND DISCUSSION 

This section describes, efficiency of privacy preserving in HAR and efficiency of energy of the 

projected method is characterized by experiments performed and presented here. Table 1 consists of results 

of recognition obtained by the model. The modern HAR regression and classification is represented here. The 

initial set of data is separated into ‘test’ and ‘train’ in which 25% is utilised as test data and 75% is used as a 

training set and testing and training of the proposed model using the original datasets is done. Table 2 

consists of result of performance on MobiAct dataset by multiple feature obfuscators. The five diverse seeds 

of an arbitrary producer with 5 times are performed with training-testing procedure to have five different 

datasets, which are divided to evaluate the robustness of the approach. The measurement of detection 

outcomes of malicious models after and before the conversion, for evaluating capability of obfuscating 

sensitive information, which is applied through the camouflaged segmentation. The projected method is 

considered as ineffective in defending the sensitive information of user if the drop in the recognition 

capability is very negligible. On the contrary, the appropriateness of the projected technique is certified by 

the high drop. 

 

 

Table 1. Results of model’s characterization 
Model Measure Motion sense Size (MB) 

Activity Accuracy 0.992±0.003 10.8 

Gender Accuracy 0.996±0.002 204.5 

Age (years) MAE 0.375±0.046 8.6 
Height (cm) MAE 1.622±0.185 96.2 

Weight (kg) MAE 1.224±0.132 116.1 

 

 

Table 2. Multiple attributes obfuscator performance on MobiAct dataset 
Model Measure Motion sense Size (MB) 

Activity Accuracy 0.926±0.002 0.163 

Gender Accuracy 0.952±0.100 0.702 
Age (years) MAE 1.364±0.121 3.061 

Height (cm) MAE 4.081±0.155 4.624 

Weight (kg) MAE 4.636±0.250 2.521 

 

 

5. CONCLUSION 

Human activity specific pattern recognition has gaining attention in various applications starting 

from smart homes to healthcare due to growing diffusion of mobile and wearable devices armed with various 

sensor types like as magnetometers, gyroscopes and accelerometers. The inference about various activities at 

high levels of accuracy are allowed when models of deep learning are intended to implemented on existing 

sensor. The tasks of classifications are often presented to cloud or edge computing devices because of the 

computational and energy burdens required by the modern neural network architectures which expose users 

for leaking sensitive data or information. For protecting the privacy of the user concerning the inference of 
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the private data from streams of the sensor like as gender, age, height and weight using camouflaged 

segmentation of deep learning approach is presented in this study. To transform the signal neural networks of 

this type are trained in such a way that the data could increase the privacy breaches which are filtered out. 

Simultaneously, activity recognitions revealing portion is kept. To allow the porting on the low power IoT 

platforms segmentation architectures of camouflaged has been fine tuned and to characterize the performance 

completely its consumption of energy also has been measured. The ability of the projected systems for 

obfuscating signal for the inference of sensitive attributes while keeping high accuracy levels in HAR tasks is 

validated by the comprehensive set of experimental results. Indeed, complete neutralization of the privacy 

related inference in the experimental set up is achieved with a modest (5% maximum) decrease in accuracy. 

At the same time, the feasibility of this approach in particular wearable applications is showed through 

implantation on a low power IoT or embedded device keeping the best trade off between accuracy loss and 

maximum consumption of energy of 165.240 mJ during the execution of the obfuscation task with an 

obfuscation latency of around 30 ms. 
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