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 The integration of sixth-generation (6G) communication and Industry 4.0 

technologies has transformed industrial automation, connectivity, and 

intelligent data analysis. However, the increasing volume and diversity of 

data generated from multiple industrial sources create significant challenges 

for accurate and real-time fault detection. This study presents a deep 

learning-based framework designed to improve fault identification in 6G-

enabled Industry 4.0 environments. The proposed system processes 

heterogeneous data collected from internet of things (IoT) devices, 

monitoring sensors, and automated industrial equipment to ensure reliable 

and scalable fault analysis. A hybrid model combining convolutional neural 

networks (CNNs) and long short-term memory (LSTM) networks is 

implemented to capture spatial features and temporal relationships within 

industrial datasets. The framework also focuses on optimizing computational 

resources while maintaining high detection performance. Simulation-based 

evaluations demonstrate that the proposed approach enhances fault detection 

accuracy and system reliability, making it suitable for advanced smart 

manufacturing and industrial monitoring applications. 
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1. INTRODUCTION 

The rapid modernization of industrial operations has been strongly influenced by the emergence of 

Industry 4.0 along with the evolution of advanced wireless communication technologies. Industry 4.0 

introduces a new manufacturing paradigm that integrates cyber-physical systems, internet of things (IoT) 

platforms, artificial intelligence, and advanced data analytics to develop intelligent and interconnected 

industrial environments. The arrival of sixth-generation (6G) communication technology is expected to 

further strengthen this transformation by enabling extremely high data transmission rates, ultra-low latency 

communication, and reliable connectivity among diverse industrial devices and networks [1], [2]. Although 

these advancements significantly improve industrial productivity and automation, they also introduce new 

challenges related to system dependability, fault identification, and efficient resource utilization. Fault 
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detection plays a crucial role in ensuring the safe and efficient operation of industrial systems. In 

conventional manufacturing environments, fault diagnosis techniques often rely on mathematical modeling, 

signal threshold monitoring, or rule-based approaches. While these techniques can be effective in relatively 

stable and predictable systems, they often struggle to address the complexity and dynamic behavior of 

modern smart factories. Industry 4.0 environments generate highly diverse datasets originating from multiple 

sources such as sensors, machine operation logs, image-based monitoring systems, and time-series 

measurements. This heterogeneous nature of industrial data increases the difficulty of accurately detecting 

faults in real time while maintaining low false alarm rates and efficient computational performance [3]–[5]. 

To overcome these challenges, this study proposes an advanced deep learning framework for fault 

detection in 6G-supported Industry 4.0 systems. The proposed framework integrates sophisticated neural 

network architectures with optimized data processing strategies to improve fault identification accuracy in 

heterogeneous data environments. The model collects and processes data from various industrial sources, 

including IoT-enabled devices, embedded sensors, and automated manufacturing equipment. This integrated 

approach enables scalable and reliable fault detection across distributed industrial infrastructures. The 

proposed framework employs a hybrid deep learning architecture that combines convolutional neural 

networks (CNNs) and long short-term memory (LSTM) networks to capture both spatial and temporal 

characteristics of industrial data. Additionally, the framework incorporates efficient resource management 

mechanisms to minimize computational overhead while preserving fault detection performance [6], [7]. 

Industry 4.0 represents a significant shift in industrial design and operational strategies through the 

integration of digital technologies such as cloud computing, big data analytics, IoT connectivity, and machine 

learning. These technologies support the development of smart manufacturing facilities, where automated 

data exchange and intelligent decision-making improve operational efficiency and productivity. A key 

component of Industry 4.0 is the implementation of cyber-physical systems, which establish communication 

between physical industrial equipment and digital computational models using IoT sensors. This connection 

allows real-time monitoring, predictive maintenance, and performance optimization of industrial  

processes [8], [9]. The development of 6G wireless communication technology is expected to further enhance 

Industry 4.0 capabilities by providing ultra-reliable low-latency communication, enhanced broadband 

connectivity, and large-scale machine communication support. These communication features enable 

seamless data exchange between industrial devices, allowing real-time monitoring, and automated  

decision-making at unprecedented scales. The high bandwidth and speed offered by 6G networks are 

particularly beneficial for managing the enormous amount of heterogeneous data generated by smart 

industrial environments, where multiple sensors and automated machines continuously monitor operational 

conditions [10], [11]. However, the diversity and volume of this data create additional challenges in 

processing and analyzing information efficiently. Managing multiple data sources such as visual inspection 

images, sensor signals, and system logs requires advanced computational models capable of delivering timely 

fault detection while maintaining system reliability and operational efficiency [12]. 

Fault detection remains one of the most critical tasks in industrial system maintenance because it 

directly influences equipment reliability, operational continuity, and production cost reduction. Traditional fault 

diagnosis methods, including physics-based modeling and statistical monitoring techniques, and rely on 

predefined system parameters to identify abnormal behavior. Although effective in certain controlled 

environments, these methods often fail to handle the complexity, and variability present in Industry 4.0 systems. 

The need for real-time monitoring and adaptive analysis requires intelligent detection techniques capable of 

learning system behavior under varying operational conditions [13], [14]. Machine learning and deep learning 

techniques have emerged as powerful tools for addressing these complex fault detection challenges. Unlike 

conventional model-based methods, machine learning algorithms can learn system characteristics directly from 

historical and real-time data. Deep learning approaches, in particular, have demonstrated remarkable success in 

industrial monitoring applications due to their ability to process high-dimensional and unstructured data 

efficiently. CNNs are widely recognized for their capability to extract spatial features from data, making them 

suitable for image-based defect detection, pattern recognition, and anomaly identification in manufacturing 

systems [15]. In contrast, industrial systems frequently generate sequential data such as temperature 

measurements, vibration signals, and operational logs. LSTM networks, which belong to recurrent neural 

network architectures, are specifically designed to analyze temporal relationships in sequential datasets. LSTM 

models can retain historical information through memory units, enabling them to identify long-term 

dependencies in time-series data. These characteristics make LSTM networks particularly suitable for predictive 

maintenance and dynamic system monitoring applications [16], [17]. 

The integration of CNN and LSTM architectures into hybrid deep learning models provides a 

comprehensive solution for industrial fault detection. Hybrid models combine spatial feature extraction 

capabilities with temporal pattern learning, enabling accurate analysis of multimodal industrial datasets. Such 

approaches are especially useful in Industry 4.0 environments, where industrial data originates from multiple 
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heterogeneous sources and requires integrated processing techniques [18]. The deployment of 6G 

communication infrastructure further enhances the performance of fault detection systems by enabling  

real-time data transmission between distributed industrial devices and centralized monitoring platforms.  

High-speed connectivity ensures faster data exchange and supports advanced industrial applications such as 

predictive maintenance and automated fault management. Additionally, 6G networks support communication 

paradigms such as ultra-reliable low-latency communication, enhanced mobile broadband, and massive 

machine connectivity, which are essential for large-scale industrial automation and monitoring [3]. Despite 

these advantages, the integration of deep learning models in industrial environments introduces computational 

and energy-related challenges. Training and deploying deep neural networks require significant processing 

power and memory resources, particularly in large-scale monitoring systems. Continuous data processing, 

real-time fault detection increase energy consumption, and operational costs highlighting the need for efficient 

resource management strategies in industrial fault detection frameworks [19], [20]. 

The importance of optimizing computational efficiency becomes more critical as 6G networks 

enable higher data throughput and increased connectivity across industrial platforms. Managing large 

volumes of heterogeneous industrial data without overloading computational resources requires advanced 

optimization techniques that balance detection accuracy and system efficiency. Several studies have explored 

deep learning-based fault detection models, including CNN-based visual defect detection and LSTM-based 

predictive maintenance systems. Although these approaches demonstrate strong detection performance,  

many of them focus on specific data types and lack adaptability to heterogeneous industrial data 

environments [19], [21], [22]. Hybrid deep learning models have been introduced to address these limitations 

by combining multiple neural network techniques to process diverse data sources. For example, CNN-LSTM 

hybrid architectures have demonstrated improved performance in analyzing both visual and sequential 

industrial datasets. However, existing hybrid models often face scalability challenges when deployed in large 

industrial environments requiring continuous monitoring and real-time processing [23]. To address these 

challenges, this study proposes a hybrid deep learning framework that enhances fault detection performance 

in heterogeneous Industry 4.0 data environments while improving computational efficiency. The proposed 

system leverages 6G communication capabilities to manage large-scale industrial datasets and ensures 

reliable data transmission across distributed industrial networks. By integrating CNN and LSTM 

architectures with optimized processing strategies, the framework provides accurate and scalable fault 

detection suitable for next-generation smart industrial applications. 

 

 

2. METHOD 

This section presents an advanced deep learning framework developed for fault detection in  

6G-enabled Industry 4.0 environments characterized by heterogeneous data sources. The framework is 

designed to address major challenges including multimodal data processing, real-time monitoring 

requirements, and efficient resource utilization. The proposed architecture integrates multiple deep learning 

techniques to process diverse industrial datasets while maintaining high detection accuracy and system 

scalability. The framework employs a hybrid neural network model that combines CNNs and LSTM 

networks to capture both spatial and temporal characteristics of industrial data. The primary objective is 

to achieve reliable fault detection with reduced computational complexity and improved operational 

efficiency [24]. The overall system architecture consists of five major components: a data preprocessing unit, 

a hybrid deep learning module, a fault detection unit, a resource optimization engine, and a 6G 

communication layer. These components operate collaboratively to enable real-time monitoring, efficient 

resource management, and seamless communication among distributed industrial devices. 

The data preprocessing unit plays a vital role in handling the heterogeneous nature of Industry 4.0 

datasets. Industrial data is collected from multiple sources, including IoT-based sensors, machine-generated 

logs, visual monitoring systems, and time-dependent operational records. This unit performs data cleaning, 

normalization, standardization, and formatting processes to convert raw data into structured forms suitable for 

deep learning analysis. Proper preprocessing enhances model performance and ensures consistent feature 

representation across different data types. The core analytical component of the framework is the hybrid deep 

learning module, which integrates CNN and LSTM architectures. CNN models are utilized to extract spatial 

features from visual and high-dimensional datasets such as equipment images and production line monitoring 

systems. These models are highly effective in detecting physical defects including structural damage, cracks, 

surface irregularities, and manufacturing anomalies. In contrast, LSTM networks are incorporated to analyze 

sequential time-series data generated from industrial sensors and operational logs. LSTM networks possess 

memory capabilities that allow them to capture temporal dependencies and identify abnormal operational trends 

such as irregular temperature variations, unexpected vibration signals, and performance degradation patterns. 

The hybrid architecture enables simultaneous processing of visual and sequential data streams, 

making the framework highly adaptable to complex industrial environments. Initially, data is continuously 
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collected from multiple monitoring sensors and industrial devices. The deep learning model processes this 

information to identify abnormal system behavior and generate automated alert signals for industrial 

monitoring systems. To further enhance analytical capability, the framework incorporates multiple deep 

learning techniques, including LSTM networks for sequential data, CNN models for visual inspection data, 

and graph convolutional neural networks (GCNNs) for relational and network-based industrial data 

structures. Additionally, the framework introduces a Branch-and-Bound optimization strategy for 

hyperparameter tuning across deep learning models. This optimization approach systematically explores the 

hyperparameter search space using heuristic-based enumeration techniques, improving model performance 

while reducing computational search complexity compared to exhaustive optimization methods. Figure 1 

illustrates the overall architecture and workflow of the proposed fault detection framework. 

 
 

 
 

Figure 1. Simplified representation of DL 
 

 

The design of the proposed framework is further motivated by recent advancements in big data 

analytics, Industry 4.0 technologies, and intelligent cybersecurity solutions. Large-scale industrial 

environments generate massive volumes of heterogeneous data that require efficient processing and analysis 

techniques for accurate decision-making and fault diagnosis. Recent studies have highlighted the importance 

of big data applications in industrial systems and healthcare domains, emphasizing the need for scalable data 

management and intelligent analytics frameworks [25]. Furthermore, Industry 4.0 enabling technologies have 

demonstrated significant potential in monitoring, prediction, and management of complex real-world 

phenomena through the integration of IoT, artificial intelligence, and advanced data-driven approaches [26]. 

In addition, the adoption of deep learning and meta-heuristic optimization techniques has shown promising 

results in enhancing cybersecurity and system reliability in critical infrastructures, supporting the use of 

intelligent learning models for robust fault detection and anomaly identification [27]. These findings provide 

a strong foundation for the development of the proposed hybrid CNN–LSTM-based fault diagnosis 

framework in 6G-enabled Industry 4.0 environments. 

The fault detection module serves as the primary monitoring component responsible for identifying 

abnormal system behavior in real time. This module receives analyzed outputs from the hybrid deep learning 

framework and evaluates deviations from standard operating conditions. When abnormal patterns are 

detected, the module categorizes faults based on severity levels and operational impact. Such classification 

enables the implementation of appropriate response strategies. For example, minor irregularities may 

generate early warning notifications to support predictive maintenance, whereas severe faults can activate 

automated shutdown mechanisms to prevent equipment damage and operational hazards [28]. The module is 

carefully designed to achieve high detection precision while maintaining minimal false alarm rates, thereby 

preventing unnecessary disruptions in industrial operations and improving system reliability. A critical 

component supporting the efficiency of the framework is the resource optimization engine, which ensures 

scalability and efficient computational performance. This engine incorporates several optimization 

techniques to regulate resource utilization during data processing and deep learning inference. One of the 

primary techniques implemented is model pruning and quantization. Model pruning reduces neural network 

complexity by eliminating redundant connections and parameters that contribute minimally to prediction 

accuracy. Quantization further reduces computational overhead by lowering numerical precision during 

calculations, resulting in reduced memory consumption and lower energy usage. 
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Another significant optimization strategy involves the integration of edge computing technologies. 

In this approach, data processing tasks are distributed between edge devices and centralized processing units. 

Non-critical computations are performed at edge nodes close to data sources, which reduces communication 

delays and decreases the burden on central servers. This distribution of computational workloads is 

particularly important in large-scale industrial systems where real-time monitoring and rapid fault detection 

are required. By minimizing data transmission and processing delays, edge computing contributes to 

improved system responsiveness and operational efficiency. The framework also employs dynamic model 

scaling to enhance adaptability under varying industrial workloads. This mechanism adjusts the complexity 

of deep learning models according to real-time system requirements. During periods of low monitoring 

activity, simplified models are deployed to conserve computational resources. Conversely, during high-risk 

operational periods or abnormal system behavior, the framework activates more complex model 

configurations to improve analytical accuracy. This adaptive scaling strategy ensures efficient utilization of 

computational resources while maintaining high fault detection performance. 

The 6G communication layer plays a vital role in enabling seamless data exchange among various 

components of the framework. This layer supports high-speed, low-latency communication between 

industrial sensors, monitoring devices, and centralized processing systems. By utilizing advanced 6G 

communication capabilities such as ultra-reliable low latency communication (URLLC) and massive 

machine-type communication (mMTC), the framework can manage extensive device connectivity while 

maintaining stable and reliable data transmission [29]. These communication features are essential for 

supporting real-time industrial monitoring applications involving numerous interconnected devices. 

Additionally, the framework incorporates several energy-aware operational strategies to improve overall 

system efficiency. Energy-efficient model training techniques such as transfer learning and model fine-tuning 

reduce the need for extensive training from initial stages, thereby lowering computational demands. 

Intelligent data filtering mechanisms eliminate redundant or low-value information before analysis, 

minimizing unnecessary processing overhead. Furthermore, adaptive resource allocation mechanisms 

dynamically assign computational resources based on real-time system demands, ensuring efficient energy 

utilization, particularly in distributed edge computing environments. By integrating advanced monitoring, 

optimization, and communication mechanisms, the proposed framework provides an effective and scalable 

solution for fault detection in 6G-enabled Industry 4.0 systems while maintaining balanced computational 

efficiency and operational reliability. 

 

 

3. RESULTS AND DISCUSSION 

This section presents the experimental evaluation of the proposed advanced deep learning 

framework for fault diagnosis in Industry 4.0 (ADL-FDI4). The performance of ADL-FDI4 is compared 

against several state-of-the-art fault detection models, including semi-supervised deep convolutional neural 

network (semi-DCNN), fault diagnosis stacked autoencoder (FD-SAE), and genetic algorithm-support vector 

regression (GA-SVR). The evaluation focuses on three primary performance metrics: fault detection rate, 

computational efficiency (runtime), and energy consumption. Experiments were conducted in a simulated 

Industry 4.0 environment incorporating heterogeneous datasets, including time-series sensor signals, 

industrial image data, and graph-based network structures. The results demonstrate that ADL-FDI4 

consistently outperforms baseline approaches across all evaluation metrics. The superior performance is 

primarily attributed to the hybrid integration of LSTM, CNNs, and graph convolutional networks (GCN), 

enabling effective processing of multimodal industrial data. Unlike conventional models that specialize in a 

single data format, ADL-FDI4 efficiently analyzes temporal, spatial, and relational data within a unified 

framework. 

For time-series sensor data, the LSTM module significantly improved detection accuracy compared 

to traditional deep learning techniques. By effectively modeling temporal dependencies and long-term 

sequential patterns, ADL-FDI4 achieved a higher detection rate than standalone LSTM-based fault detection 

systems. The framework demonstrated strong capability in identifying evolving fault patterns in industrial 

signals, such as vibration anomalies and temperature fluctuations. In image-based fault detection tasks, the 

CNN component of ADL-FDI4 provided precise identification of defects in industrial equipment and 

production systems. The model achieved a detection rate of 73% on the Microsoft Azure predictive 

maintenance dataset, outperforming the baseline models, which achieved detection rates below 69% under 

the same experimental conditions. This improvement highlights the effectiveness of the hybrid architecture 

combined with the Branch-and-Bound hyperparameter optimization strategy. The optimization procedure 

systematically searched the hyperparameter space using heuristic-guided exploration, improving model 

configuration without excessive computational overhead. 

The first set of experiments evaluated detection performance across four benchmark datasets while 

varying the number of injected faults. As illustrated in Figure 2, ADL-FDI4 consistently surpassed  
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semi-DCNN, FD-SAE, and GA-SVR in detection accuracy. The unified processing of heterogeneous data 

allowed the proposed framework to maintain stable performance even as fault complexity increased. The 

second set of experiments focused on computational efficiency by comparing runtime performance under 

identical testing conditions. Figure 3 shows that ADL-FDI4 achieved faster training and inference times 

compared to baseline approaches. On the Microsoft Azure predictive maintenance dataset, the runtime 

difference between ADL-FDI4 and competing models was minimal, measured in only a few milliseconds. 

However, on the Case Western Reserve University (CWRU) Bearing dataset, the performance gap was more 

pronounced, with ADL-FDI4 demonstrating a substantially lower execution time. This difference is 

attributed to the architectural efficiency of ADL-FDI4, whereas baseline methods rely on complex multi-

stage processing that combines deep feature extraction with separate classical machine learning classifiers. 

 

 

 
 

Figure 2. ADL-FDI4 accuracy in comparison to top-notch fault diagnosis systems 

 

 

 
 

Figure 3. The ADL-FDI4's runtime in comparison to the most cutting-edge fault diagnosis solutions 

 

 

The Branch-and-Bound optimization strategy played a significant role in reducing computational 

complexity. By efficiently tuning hyperparameters, the framework minimized redundant model 

configurations and accelerated convergence during training. This reduction in computational workload 

directly contributed to lower energy consumption during both training and inference stages. Energy 

efficiency analysis further confirmed that ADL-FDI4 required fewer computational resources compared to 
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existing deep learning-based fault detection methods. The optimized architecture reduced memory utilization 

and processing cycles, leading to measurable energy savings. This balance between detection accuracy and 

computational efficiency makes ADL-FDI4 particularly suitable for large-scale 6G-enabled Industry 4.0 

environments where continuous monitoring and real-time decision-making are essential. In contrast, 

traditional fault detection models often require separate pipelines for different data types, increasing system 

complexity and reducing scalability. ADL-FDI4’s unified framework enables seamless integration of 

heterogeneous inputs without additional preprocessing modules, providing a practical advantage for real-

world industrial deployments. Overall, the experimental results confirm that ADL-FDI4 delivers improved 

detection accuracy, reduced runtime, and enhanced energy efficiency compared to existing approaches, 

making it a robust and scalable solution for next-generation industrial fault diagnosis systems. 

Although the ADL-FDI4 framework demonstrated strong performance across experimental 

evaluations, certain challenges remain that require further investigation. One notable limitation involves 

scalability when processing extremely large and continuously generated datasets in real-time industrial 

environments. While the proposed framework shows considerable improvements in computational efficiency 

and energy utilization, future enhancements could focus on integrating distributed processing mechanisms to 

support large-scale industrial deployments more effectively. The adoption of advanced distributed computing 

approaches, particularly edge and fog computing architectures, may help reduce processing latency and 

improve data handling capabilities by distributing computational workloads closer to data sources. Despite 

these limitations, the experimental findings confirm that ADL-FDI4 significantly outperforms conventional 

fault detection techniques in terms of detection accuracy, runtime efficiency, and optimized resource 

utilization. The ability of the framework to process heterogeneous data within a unified analytical structure 

makes it well-suited for complex smart manufacturing environments. Overall, ADL-FDI4 represents a 

reliable and efficient fault diagnosis solution capable of supporting the continuous technological evolution of 

Industry 4.0 systems. 

 

 

4. CONCLUSION 

The ADL-FDI4 framework marks a substantial advancement in developing efficient and reliable 

fault detection mechanisms for modern Industry 4.0 environments. By combining LSTM, CNN, and GCN 

architectures, the proposed system effectively processes heterogeneous industrial data within a unified 

analytical platform, thereby improving detection accuracy while reducing computational requirements. The 

incorporation of the Branch-and-Bound hyperparameter optimization strategy further enhances system 

performance by identifying optimal model configurations with reduced processing overhead. This 

optimization approach supports scalable deployment and makes ADL-FDI4 a suitable solution for emerging 

smart industrial infrastructures supported by advanced 6G communication technologies. Future research 

efforts will focus on improving the adaptability and scalability of the framework by integrating reinforcement 

learning techniques. Such integration would enable the system to dynamically adjust to changing industrial 

conditions and operational uncertainties. Additionally, the incorporation of edge computing strategies will be 

explored to distribute computational workloads closer to data sources, thereby minimizing communication 

delays and improving overall energy efficiency in large-scale industrial fault detection applications. 
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