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 In this paper, we propose a hybrid intrusion detection system (IDS) that 

leverages Harris Hawks optimization (HHO) and whale optimization 

algorithm (WOA) for feature selection to enhance the detection of 

cyberattacks. The hybrid approach reduces the dimensionality of the NSL-

KDD dataset, allowing the IDS to operate more efficiently. The reduced 

feature set is then classified using logistic regression (LR) and gradient 

boosting machine (GBM) classifiers. Performance evaluation demonstrates 

that the GBM-HHO/WOA combination outperforms the LR-HHO/WOA 

approach, achieving an accuracy of 97.68%. These results indicate that 

integrating HHO and WOA significantly improves the IDS's ability to 

identify intrusions while maintaining high computational efficiency. This 

research highlights the potential of advanced optimization techniques to 

strengthen network security against evolving threats. 
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1. INTRODUCTION 

In recent years, as cyber threats have become more sophisticated and frequent, organizations have 

turned to intrusion detection systems (IDS) as a critical line of defense in protecting their networks and data. 

An IDS functions as a security tool that monitors and analyzes network traffic, identifying suspicious activity 

and potential threats in real-time [1], [2]. With the increasing volume of data generated by modern networks, 

traditional rule-based IDS approaches struggle to keep pace, often leading to higher false positives and 

negatives [2], [3]. As a result, machine learning (ML) techniques have emerged as a promising solution for 

enhancing IDS performance by enabling systems to learn from historical data and detect previously unknown 

attack patterns [1], [4]. 

The integration of ML classification algorithms into IDSs offers a dynamic approach to threat 

detection, allowing the system to differentiate between legitimate traffic and potential intrusions based on 

learned patterns [1], [4]. Classification algorithms such as gradient boosting machine (GBM) and logistic 

regression (LR) have shown strong potential in classifying network traffic data into benign or malicious 

categories [5], [6]. By leveraging the ability of ML models, IDSs can become more resilient and accurate in 

detecting a wide array of cyber threats, including both known and unknown attacks. However, the 

effectiveness of these models is highly dependent on the quality of the features used for training, which 

makes feature selection a critical component in building efficient IDSs [7], [8]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Feature selection algorithms play a key role in enhancing the performance of ML-based IDSs by 

identifying the most relevant and informative features from vast network traffic datasets. Reducing the 

dimensionality of the data not only improves model accuracy but also reduces computational costs, allowing 

for faster and more efficient intrusion detection. Optimization techniques such as whale optimization 

algorithm (WOA) and Harris Hawks optimization (HHO) have been employed to fine-tune feature selection 

processes, ensuring that the selected features maximize detection accuracy while minimizing noise and 

irrelevant data. The combination of effective feature selection and robust classification algorithms can 

significantly improve the reliability and performance of IDSs, offering a powerful tool for cybersecurity 

professionals to safeguard their networks against increasingly complex cyber threats [9]-[12]. 

Numeous research wroks have proposed to enhance IDS systems performance. Zhao and Zhao [13] 

proposed a solution that improves the accuracy of IDS systems by using ML techniques. The proposed 

solution uses the radial basis function (RBF) neural networks to extract important features from the data. 

Then, the support vector machine (SVM) technique is used for classification based on the extracted features 

from the RBF technique. The proposed solution was tested using the KDD99 dataset and implemented in 

Python. The results showed that combining RBF and SVM techniques achieved a high accuracy of 97%. 

Research by Daoud et al. [14] emphasize the potential of ML to enhance the capabilities of IDS. 

The authors propose implementing various ML algorithms, specifically k-nearest neighbor (KNN), decision 

tree, and random forest, within the IDS framework. The goal is to measure their effectiveness in improving 

detection accuracy. The paper uses the K-Fold cross-validation method to enhance detection rates. The 

findings indicate that the random forest algorithm, particularly with 100 trees, achieved the highest accuracy 

of 92.65%, outperforming the other algorithms tested. 

Akande et al. [15] present a novel hybrid algorithm that combines convolutional neural networks 

(CNN) and deep neural networks. This innovative approach aims to enhance the accuracy and effectiveness 

of intrusion detection, addressing the limitations of traditional methods in identifying network intrusions. 

This hybrid approach is designed to categorize network packets and identify intrusions, classifying them as 

either normal or malicious. The CNN achieved a high accuracy rate of 99.18%, outperforming other 

classifiers. 

 

 

2. RESEARCH METHOD 

2.1.  NSL-KDD dataset 

The NSL-KDD dataset will be used in this work to evaluate the proposed ML model. The  

NSL-KDD dataset used contains 148,517 attacks and benign records. In addition, the NSL-KDD dataset 

consists of 40 features. There are 38 different types of attacks categorized into ten types of DoS attack, six 

types of probe attack, seven types of users to root (U2R) attack, and 15 types of remote to local (R2L) attack. 

Table 1 list these 38 different types of attacks [16], [17]. 

 

 

Table 1. NSL-KDD dataset attack groups 
Main attack Subtypes 

DoS Back, Processtable, Pod, Land, Smurf, Neptune, Apache2, Teardrop, Udpstorm, and Worm 

Probe Mscan, Satan, Nmap, Ipsweep, Portsweep, and Saint 
U2R Loadmodule, Buffer overflow, Sqlattack, Xterm, Rootkit, Perl, and Ps 

R2L Guess_Password, Snmpguess, Imap, Phf, Multihop, Warezmaster, Ftp_write, Xsnoop, Warez Spy, Sendmail, 

Xlock, Snmpgetattack, client, Httptunnel, and Named 

 

 

2.2.  Logistic regression and gradient boosting machine classification algorithms 

2.2.1. Logistic regression classifiers 

LR is a binary classification algorithm that models the likelihood of an event occurring based on a 

collection of predictor factors using a logistic function. The logistic function generates a value between 0 and 

1, which represents the likelihood that the event will occur [6], [18]. Figure 1 clarifies the LR technique. 

 

2.2.2. Gradient boosting machine classifiers 

GBM builds a sequence of DTs, each of which tries to correct the errors of the previous tree. This 

sequential process of building trees, adjusting the weights, and repeating the process is called boosting. The 

idea behind GBM is to combine multiple weak classifiers to create a strong classifier. A weak classifier is a 

simple model that performs only slightly better than random guessing. By combining many weak classifiers, 

GBM creates a powerful and accurate model [5], [19]. 
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Figure 1. LR method 

 

 

2.3.  Harris Hawks optimization and whale optimization algorithm algorithms 

The HHO and WOA algorithms have been use to select the key features of the attack from the  

NSL-KDD dataset. The HHO and WOA algorithms have been derived from the behavior Harris Hawks and 

Whale, respectively [11], [12]. The HHO and WOA algorithms perform several operations to find the best 

solution. These operations are based on functions, variables, and constraints that impact finding the best 

solution. One of the key functions in HHO and WOA algorithms is the "objective function." The objective 

function for both HHO and WOA considers prediction accuracy for the feature subset and the number of 

selected features; this aims to choose a feature subset that enhances the model's predictive accuracy while 

avoiding overfitting by minimizing the number of features. The objective function of HHO and WOA is 

calculated using (1) [9], [10], [20]–[23]. 
 

𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 = 𝐴𝑙𝑝ℎ𝑎 ∗ 𝐸𝑟𝑟𝑜𝑟 𝑅𝑎𝑡𝑒 + 𝐵𝑒𝑡𝑎 ∗ (
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 

𝑚𝑎𝑥𝑖𝑚𝑢𝑚 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠
) (1) 

 

Alpha and Beta are weights that determine the relative importance of the error rate and the feature 

count. In this study, Alpha=0.99 and Beta=0.01, indicating a high emphasis on minimizing the error rate. The 

error rate is calculated as (1−Accuracy), where Accuracy is the performance measure of the classification 

model using the selected feature subset. This means that a lower error rate value indicated a better feature 

subset (better accuracy). The number of selected features is the count of features the algorithm chooses. The 

maximum number of features is the count of all available features in the dataset [9], [10], [20]–[23]. 

Besides the objective function, the decision variables form a key element of the HHO and WOA 

algorithms. In HHO and WOA, the decision variables are the positions of the hawks/whales in the 

multidimensional search space. Each hawk's/whale's position represents a potential solution (feature subset), 

where each dimension of this position represents a feature. This initially can be represented with a position 

vector [9], [10], [20]–[23], as (2) and (3): 
 

Vector 𝑥𝑖=[𝑥𝑖,1, 𝑥𝑖,2, 𝑥𝑖,3 … 𝑥𝑖,𝑑] (2) 
 

𝑥𝑖,𝑑=𝑙𝑏𝑑+(𝑢𝑏𝑑 +  𝑙𝑏𝑑)*Rand() (3) 
 

where 𝑥𝑖,𝑑 is the position of i hawk in the d dimension, d is the number of features in the dataset, are the 

lower and upper bounds for the d dimension (the lower bound is 0 and upper bound is 1), rand() generates a 

random number between 0 and 1. The value indicates whether a feature is included in the subset being 

considered. Each position vector represents a feature subset (solution), and these vectors are updated using 

the exploitation and exploration phases of the algorithm. In the HHO exploration phase, the decision 

variables are the positions of the hawks, which are updated using (4) [9], [10], [20]–[23]. 
 

𝑥𝑖,𝑑(𝑛𝑒𝑤)= 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡)+ 𝑟 ∗ ( 𝑥𝑟𝑎𝑛𝑑𝑜𝑚,𝑑 + 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡) ) (4) 
 

Where 𝑥𝑖,𝑑(𝑛𝑒𝑤) is the updated position of the i hawk in the d dimension, 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡)  is the current position 

of the hawk, 𝑟 is a random number between 0 and 1, 𝑥𝑟𝑎𝑛𝑑𝑜𝑚,𝑑   is the position of a randomly selected hawk 

from the population. As for the exploitation phase, the positions of the hawks are updated based on the 

location of the prey (the best solution found so far) using (5) [9], [10], [20]–[23]. 
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𝑥𝑖,𝑑(𝑛𝑒𝑤)= 𝑥𝑝𝑟𝑒𝑦,𝑑+ 𝑟 ∗ | 𝑥𝑝𝑟𝑒𝑦,𝑑 + 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡) | (5) 
 

Where 𝑥𝑝𝑟𝑒𝑦,𝑑+  is the current best solution found by any hawk in the population. In the WOA exploration 

phase, the decision variables are the positions of the whales, which are updated using (6) [9], [10], [20]–[23]. 

 

𝑥𝑖,𝑑(𝑛𝑒𝑤)= 𝑥𝑖,𝑑(𝑟𝑎𝑛𝑑𝑜𝑚)− 𝐴 ∗ | 𝐶 ∗  𝑥𝑟𝑎𝑛𝑑𝑜𝑚,𝑑 + 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡) | (6) 

 

Where 𝑥𝑖,𝑑(𝑛𝑒𝑤) is the updated position of the i whale in the d dimension, 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡) is the current position 

of the whale, 𝑥𝑟𝑎𝑛𝑑𝑜𝑚,𝑑  is the position of a randomly selected hawk from the population, A and C are 

coefficients calculated as using the iterative decrement of parameter a. The exploitation phase of WOA 

includes two behaviors: encircling prey (7) and bubble-net attacking method (8) [9], [10], [20]–[23]. 
 

𝑥𝑖,𝑑(𝑛𝑒𝑤)=  𝑥𝑏𝑒𝑠𝑡,𝑑 − 𝐴 ∗ | 𝐶 ∗  𝑥𝑏𝑒𝑠𝑡,𝑑 + 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡) | (7) 
 

𝑥𝑖,𝑑(𝑛𝑒𝑤)= | 𝑥𝑏𝑒𝑠𝑡,𝑑 − 𝑥𝑖,𝑑(𝑐𝑢𝑟𝑟𝑒𝑛𝑡) | ∗ 𝑒𝑏−𝑙 ∗ 𝑐𝑜𝑠 (2𝜋𝑙) +  𝑥𝑏𝑒𝑠𝑡,𝑑  (8) 
 

Where b and l are constants and a random number, defining the shape of the spiral movement. In addition, 

the performance of HHO and WOA algorithms is impacted by some constraints. The primary constraint in 

both HHO and WOA is the boundary constraint, that the position of each hawk or whale stays within 

predefined lower and upper bounds for each dimension (feature), as shown in (9) [9], [10], [20]–[23]. 
 

𝑥𝑖,𝑑 = {

𝑙𝑏𝑑  , 𝑖𝑓 𝑥𝑖,𝑑 >  𝑙𝑏𝑑  

𝑢𝑏𝑑 , 𝑖𝑓 𝑥𝑖,𝑑 >  𝑢𝑏𝑑  

𝑥𝑖,𝑑  , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 
 (9) 

 

Another constraint is the binary conversion constraint, in which values are mapped to zero or one 

based on a threshold set to 0.5. When  𝑥𝑖,𝑑 > threshold, the feature should be included in the subset, so it's 

converted to 1. Otherwise, the feature shouldn’t be included in the subset, so it's converted to 0. The features 

are represented in a binary vector. A position vector could be something like [0.2, 0.7, 0.6, 0.4, 0.8]. After 

applying binary conversion with a threshold of 0.5, this vector becomes [0, 1, 1, 0, 1]. The iteration limit and 

population size also impact HHO and WOA algorithms. The algorithm searches for better solutions as long as 

the current iteration number is less than the maximum number of iterations, and the population size limit the 

number of hawks/whales feature subsets that the algorithm can produces in each iteration [9], [10], [20]–[23]. 

 

2.4.  The proposed intrusion detection system-based machine learning model 

The proposed IDS model has gone through several processes to reach attack detection. First, the text 

data in the NSL-KDD dataset is converted into numbers using the label-encoding method. Then, the large 

number of data is narrowed to small ranges using the min-max scaler method [24], [25]. After that, the 

proposed hybrid features selection method is applied to select the most useful feature from the NSL-KDD 

dataset for attack detection. Finally, the LR and GBM classification algorithms are tested to classify the 

attacks. Figure 2 shows the proposed IDS model. 
 

 

 
 

Figure 2. The proposed ML model 
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The proposed IDS model incorporates a hybrid feature selection approach by combining HHO and 

WOA to enhance the detection of network intrusions. Both algorithms are applied in parallel to the  

NSL-KDD dataset, selecting 13 features with HHO and 16 with WOA. By merging their common features, 

the feature space is reduced from 40 to 25, which improves the model’s efficiency and reduces computational 

complexity. This hybrid method leverages the strengths of both algorithms, optimizing feature selection to 

improve the model’s overall performance in detecting cyber threats. Table 2 shows the feature selected by 

HHO, WOA and HH/WOA methods. 

 

 

Table 2. Selected feature by different optimizers 
Optimizer Selected features 

WOA Flag, src_bytes, num_root, num_outbound_cmds, is_host_login, Service, srv_count, num_failed_logins, serror_rate, 

dst_host_same_src_port_rate, num_access_files, srv_serror_rate, same_srv_rate , is_guest_login, srv_diff_host_rate, 

dst_host_rerror_rate 
HHO hot, Flag, protocol_type, src_bytes, urgent, dst_host_diff_srv_rate, num_access_files, diff_srv_rate dst_host_count, 

dst_bytes, dst_host_srv_count, Count, dst_host_same_src_port_rate 

HHO and 
WOA 

src_bytes, dst_host_count, protocol_type, flag, dst_bytes, is_guest_login, urgent, hot, num_failed_logins, 
num_access_files, is_host_login, dst_host_same_src_port_rate, num_outbound_cmds, service, Count, serror_rate, 

srv_serror_rate, diff_srv_rate, srv_count, same_srv_rate, srv_diff_host_rate, dst_host_srv_count, 

dst_host_diff_srv_rate, num_root, dst_host_rerror_rate 

 

 

3. RESULTS AND DISCUSSION 

The confusion matrix (Figure 3) allows us to calculate various metrics that measure the performance 

of the classification model, including accuracy, recall, precision, matthew correlation coefficient (MCC), and 

F1-score. Accuracy can be defined as the proportion of correctly predicted attacks related to the total number 

of attacks that were forecasted. In (10) could be employed to determine the level of accuracy. The ratio of the 

number of samples in an attack class that can be accurately predicted to the total number of successful 

predictions for that attack class is referred to as the recall. In (11) can be used to determine recall of an event. 

The term precision refers to the ratio of the number of attacks that are accurately identified as attacks to the 

total number of attacks that are identified as attacks. In (12) can be employed to determine precision.  

F1-score is a metric that combines precision and recall to provide a single measure of a classification model's 

performance. It is the harmonic mean of precision and recall, calculated using (13) [24], [25]. 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(𝑇𝑃𝑜+𝑇𝑁𝑒)

(𝑇𝑃𝑜+𝑇𝑁𝑒+𝐹𝑃𝑜+𝐹𝑁𝑒)
 (10) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃𝑜

(𝑇𝑃𝑜+𝐹𝑁)
 (11) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃𝑜

(𝑇𝑃𝑜+𝐹𝑃𝑜)
 (12) 

 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 =
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑋 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 (13) 

 

 

 
 

Figure 3. Confusion matrix 

 

 

Figure 4 shows the accuracy accomplished by the suggested ML model. The LR-HHO technique 

has an accuracy of 91.01%, the LR-WOA technique has an accuracy of 88.79%, and the LR-HHO/WOA 

technique has an accuracy of 93.40%. The accuracy accomplished by the LR-HHO/WOA technique 

outperformed the accuracy accomplished by the LR-HHO technique and by the LR-WOA technique by 

2.39% and 4.61%, respectively. Therefore, the suggested LR-HHO/WOA technique enhances the accuracy of 

the ML model attack detection. On the other hand, The GBM-HHO technique has an accuracy of 89.81%, the 
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GBM-WOA technique has an accuracy of 94.30%, and the GBM-HHO/WOA technique has an accuracy of 

97.68%. The accuracy accomplished by the GBM-HHO/WOA technique surpassed the accuracy 

accomplished by the GBM-HHO technique and by the GBM-WOA technique by 7.87% and 3.38%, 

respectively. Therefore, the suggested GBM-HHO/WOA technique enhances the accuracy of the ML model 

attack detection. However, overall, the suggested GBM-HHO/WOA technique has outperformed the 

suggested LR-HHO/WOA technique in attack detection. 

 

 

 
 

Figure 4. Accuracy of the proposed IDS-based ML model 

 

 

Figure 5 shows the recall accomplished by the suggested ML model. The LR-HHO technique has a 

recall of 91.01%, the LR-WOA technique has a recall of 88.79%, and the LR-HHO/WOA technique has a 

recall of 93.40%. The recall accomplished by the LR-HHO/WOA technique outperformed the recall 

accomplished by the LR-HHO technique and by the LR-WOA technique by 2.40% and 4.62%, respectively. 

Therefore, the suggested LR-HHO/WOA technique enhances the recall of the ML model attack detection. On 

the other hand, The GBM-HHO technique has a recall of 98.81%, the GBM-WOA technique has a recall of 

94.30%, and the GBM-HHO/WOA technique has a recall of 97.68%. The recall accomplished by the  

GBM-HHO technique surpassed the recall accomplished by the GBM-HHO/WOA technique and by the 

GBM-WOA technique by 1.13% and 4.51%, respectively. Therefore, the GBM-HHO technique enhances the 

recall of the ML model attack detection. However, overall, the suggested GBM-HHO technique has 

outperformed the suggested LR-HHO/WOA technique in attack detection recall accuracy. 
 

 

 
 

Figure 5. Recall of the proposed IDS-based ML model 

 

 

Figure 6 shows the precision accomplished by the suggested ML model. The LR-HHO technique 

has a precision of 91.01%, the LR-WOA technique has a precision of 88.79%, and the LR-HHO/WOA 

technique has a precision of 93.40%. The precision accomplished by the LR-HHO/WOA technique 
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outperformed the precision accomplished by the LR-HHO technique and by the LR-WOA technique by 

2.40% and 4.62%, respectively. Therefore, the suggested GBM-HHO/WOA technique enhances the precision 

of the ML model attack detection. On the other hand, The GBM-HHO technique has a precision of 89.81%, 

the GBM-WOA technique has a precision of 94.30%, and the GBM-HHO/WOA technique has a precision of 

97.68%. The precision accomplished by the GBM-HHO/WOA technique surpassed the precision 

accomplished by the GBM-HHO technique and by the GBM-WOA technique by 7.87% and 3.38%, 

respectively. Therefore, the suggested GBM-HHO/WOA technique enhances the precision of the ML model 

attack detection. However, overall, the suggested GBM-HHO/WOA technique has outperformed the 

suggested LR-HHO/WOA technique in attack detection precision. 

 

 

 
 

Figure 6. Precision of the proposed IDS-based ML model 

  

 

Figure 7 shows the F1-score accomplished by the suggested ML model. The LR-HHO technique has 

an F1-score of 91.01%, the LR-WOA technique has an F1-score of 88.79%, and the LR-HHO/WOA 

technique has an F1-score of 93.40%. The F1-score accomplished by the LR-HHO/WOA technique 
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of the ML model attack detection. On the other hand, The GBM-HHO technique has an F1-score of 89.81%, 

the GBM-WOA technique has an F1-score of 94.30%, and the GBM-HHO/WOA technique has an F1-score 

of 97.68%. The F1-score accomplished by the GBM-HHO/WOA technique surpassed the F1-score 

accomplished by the GBM-HHO technique and by the GBM-WOA technique by 7.87% and 3.38%, 

respectively. Therefore, the suggested GBM-HHO/WOA technique enhances the F1-score of the ML model 

attack detection. However, overall, the suggested GBM-HHO/WOA technique has outperformed the 

suggested LR-HHO/WOA technique in attack detection F1-score. 
 
 

 
 

Figure 7. F1-score of the proposed IDS-based ML model 
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4. CONCLUSION 

Cyberattacks are dangerous and pose a risk to individuals, corporations, and governments. There is a 

constant emergence of new methods for conducting cyberattacks. To counteract the effects of these 

cyberattacks, an IDS-based ML was suggested for this work. The IDS integrates HHO and WOA methods in 

order to lessen the size of the data that the IDS must handle. The performance of the suggested IDS model 

has been assessed using the NSL-KDD dataset with LR and GBM classifiers. The IDS model accomplished 

high performance when integrating HHO and WOA with LR and GBM classifiers. However, the suggested 

GBM-HHO/WOA technique has outperformed the suggested LR-HHO/WOA technique in attack detection 

recall accuracy. The accuracy accomplished by GBM-HHO/WOA is 97.68% while the accuracy achieved by 

LR-HHO/WOA is 93.40%. Overall, this research demonstrates the potential of HHO and WOA algorithms to 

improve the performance of IDSs significantly. By leveraging these advanced optimization techniques, the 

security and resilience of computer networks can be strengthened, ensuring effective protection against 

emerging cyber threats. Future works will compare the proposed model with other optimization feature 

selection methods, such as genetic algorithms or particle swarm optimization. 
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