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1. INTRODUCTION

According to data from Central Bureau of Statistics of Indonesia (Badan Pusat Statistik) [1], the
statistics on the number of tourists staying in hotels in Indonesia, encompassing both starred and non-starred
hotels, have closely correlated with global situation over the past five years. In 2018, the total number of
travelers who opted for hotel accommodation was 63,011,126, indicating positive growth in the hotel
industry. However, in 2019, due to the impact of the COVID-19 pandemic and subsequent travel restrictions,
this number decreased to 57,736,804. Due to the pandemic, the number of tourists in 2020 dropped
significantly to 14,914,273.

In particular, the year 2021 marked a rebound, signaling the gradual recovery of the hotel industry
after the pandemic. These fluctuations in statistics serve as a testament to the resilience of the hospitality
industry in the face of unexpected global developments. They underscore the need for collaboration between
government authorities, industry stakeholders, and the public to revitalize the tourism sector. Multiple
stakeholders have taken proactive measures to increase tourist visits, including conducting research in the
field of information and communication technologies (ICT) within hotel environments [2], [3], improving
hotel facilities [4], [5], conducting guest satisfaction feedback surveys [6], and establishing smart
hotels [7], [8]. Figure 1 illustrates the fluctuations in the number of tourists visiting and staying in hotels.
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Figure 1. Total number of Indonesian and foreign tourists staying in hotels rated with and without stars

Due to the large number of tourists who visit and stay in hotels, security is an issue that cannot be
neglected. To improve hotel security, a study of essential components must be carried out [7]. Hotel room
security, such as access to and from rooms, plays a vital role and is a top priority for hotel owners. This
emphasis on security aligns seamlessly with the core mission of hotels: to provide guests with a safe and
comfortable environment during their stay. It is noteworthy that hotel doors, in general, are equipped with
various security features specifically tailored to their intended use, ensuring that guests can feel secure in
their accommodations.

The availability of smart key systems that integrate internet of thing (l1oT) technology, as shown
in [9]-[11], allows hotel managers to provide a higher level of security through the implementation of
electronically controlled door access [12]-[14]. Hotel guests can benefit significantly from an loT-driven
smart key system, such as real-time monitoring of their room doors via smart devices such as smartphones.
As a result, everyone can ensure the security of their hotel room doors without being physically present. This
monitoring instrument provides additional security and convenience to visitors, removing concerns about
undesirable acceptance or alterations to their room doors.

Addressing the security issue, a smart key system driven by 10T has been purposefully designed to
enhance hotel room door security. This system aims to solve several potential difficulties. A significant
concern involves the risk of misplacing the radio frequency identification (RFID) key card for hotel room
door access or being discovered by unidentified individuals. This ensures that only authorized personnel can
use the card. Also, to prevent unwanted access and interference with hotel room doors. If the door is
damaged or forcibly opened, causing vibrations, the system will transmit a warning to the hotel room
occupants as a potential danger sign. As a result, they can take the appropriate action immediately.

This innovation facilitates interactions between devices and users for accessing information about hotel
room door security through the Telegram application. This system is assembled by integrating three types of
security sensors. The RFID-RC522 sensor enables access to the hotel room door by recognizing the electronic
key card. The SW420 sensor detects door vibrations, potentially indicating suspicious activity. Lastly, the limit
switch is a sensor that identifies forced door openings and quickly alerts potential security breaches.

To control this system, an Arduino device is the central controller that collects data from these
various sensors. As a result, 10T technology is used to connect this device to the internet directly. Users can
receive real-time notifications via the Telegram app when an activity or issue affects hotel room door
security. The combination of sensor technology, Arduino, and IoT provides a comprehensive solution to
improve safety while offering hotel guests greater peace of mind during their stay.

2. METHOD

In this research, we have adopted the Agile approach. The selection of the Agile approach is
motivated by the continuously evolving nature of 10T systems, making them susceptible to changes over
time. The Agile approach is implemented in the device design process of an loT-driven smart key system,
covering system needs analysis, design (both hardware and software), implementation, and testing. This
Agile methodology allows flexibility and responsiveness to changing requirements throughout the
development cycle, ensuring that the loT-driven smart key system can effectively adapt to technological
advancements and evolving user needs. The stages of this process are illustrated in Figure 2.
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Figure 2. Agile approach in the development process of the loT-driven smart key system

2.1. Needs analysis

The initial stages of designing a system to aid in the development of an loT-based smart key for
hotel rooms have revealed several crucial insights into the current state of hotel room doors. Through a
comprehensive needs analysis, it became evident that several key issues need to be addressed. First, many
existing hotel room doors lack the necessary infrastructure to support advanced loT technology. Additionally,
the analysis highlighted the importance of ensuring compatibility with the various types of door locking
mechanisms currently in use. These insights are pivotal for guiding the subsequent stages of the smart key
system development.

The needs analysis underscores the necessity of enhanced guest security through the implementation
of a smart key system. This system aims to bolster hotel guests' security by offering real-time surveillance
and an immediate response to unauthorized entry attempts. Leveraging loT technology, this innovative
solution ensures that guests are safeguarded around the clock. Features such as rapid alerts to both hotel
security and guests' mobile devices not only deter potential intruders but also enable immediate action in the
event of a security breach, aligning with current hotel safety standards.

To ensure a secure and dependable locking system, the smart key system will utilize a solenoid lock,
which relies on electromagnetic mechanics. This technology not only improves the reliability and efficiency
of the locking mechanism but also facilitates seamless interaction with the smart key system. By requiring
electronic signals to operate, the solenoid-based lock offers an additional layer of protection, reducing the
likelihood of unauthorized access and enhancing overall guest safety.

Remote access and monitoring will be facilitated through the Telegram application, enabling hotel
management to oversee room access in real-time via the internet. This feature allows guests to receive
updates and notifications directly to their devices, while staff can swiftly address any security concerns.
Integration with Telegram ensures that both guests and hotel personnel can easily and securely regulate and
monitor access, thereby improving overall operational efficiency and the guest experience.

In the event of a hazardous situation at the hotel room door, such as forced entry with vibrations or
unauthorized door access without vibrations, the system will immediately notify the hotel guests staying in
that room. These real-time warnings ensure that guests are promptly aware of any potential security breaches,
allowing them to take appropriate action or seek assistance. This proactive approach not only enhances guest
safety but also demonstrates the hotel's commitment to providing a secure and responsive environment.

Finally, the system can be discreetly installed on the back or inside the hotel room door, ensuring it
does not detract from the room's appearance or the guest's comfort. This invisible installation approach
allows modern security technologies to function seamlessly without being obtrusive, giving guests peace of
mind while maintaining the hotel's elegance and style. By keeping the security system out of sight, hotels can
offer an enhanced sense of security while preserving the room's aesthetic appeal.

As a result of these methods, the loT-driven smart key system significantly enhances the security of
hotel guests by providing real-time monitoring and immediate response capabilities. This system enables
easier monitoring of hotel room doors and allows for swift preventive actions in potentially harmful
situations. With features like remote access and security notifications, guests can have peace of mind
knowing they are protected from unauthorized access and other security threats. Overall, the implementation
of this smart key system ensures a safer and more secure environment for hotel guests.

2.2. Hardware design

Overall, the components of this system consist of an RFID-RC522, limit switch, SW420 vibration
sensor, Arduino Uno Atmega328, ESP8266 module, and a solenoid lock. These components are combined to
form a system that performs its intended purpose. Figure 3 shows an illustrative design of the device's
development. Actualizing a design concept in the structure of a block diagram throughout the development
phase is also known as design implementation. The multiple components in this block diagram each have a
particular purpose. The input block diagram, which is the first phase in this process, is one of them. The input
block diagram represents the initialization of the necessary data, which is then transferred to the
microcontroller.
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Multiple sensors perform important functions in this study. For example, the SW420 vibration
sensor is responsible for sensing vibrations at the hotel room's door. Likewise, the limit switch is critical in
determining whether the door is open or closed. Meanwhile, the RFID-RC522 component uses RFID
technology to unlock the door to the hotel room.

The three types of sensors are responsible for acquiring the required data. Subsequently, the data
from each sensor is sent to the microcontroller, which serves as the central control unit. Furthermore, the data
collected by these sensors will be routed into the 10T network to allow further integration and accessibility.
This process enables the more efficient and automatic tracking and management of hotel room doors.

The process block diagram states the system's essential components, such as the Arduino Uno
microcontroller and the 10T infrastructure. This process block represents the entity responsible for processing
data from the input block. The Arduino microcontroller will direct the data from the input block through
processing steps. Data will be delivered to the next level through richer informational data via loT
technology. The output block diagram shows the final step of the process flow. This block is the receiver of
informational data that the Arduino microcontroller has processed. The processed data will be delivered to an
electronic key to be sent via notifications.

The hardware design method includes selecting and customizing many components that meet the
device's needs. The purpose is for each component to blend effortlessly. Figure 4 shows the schematic design
of the smart key system to optimize the circuit structure. This graphic shows the complete configuration
required to meet functional requirements and ensure the smart key system's design can run optimally.
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Figure 4. Overall circuit schematic

Int J Reconfigurable & Embedded Syst, Vol. 14, No. 1, March 2025: 145-156



Int J Reconfigurable & Embedded Syst ISSN: 2089-4864 a 149

2.2.1. Microcontroller ATMega 328

The Arduino microcontroller is critical to processing input and output data in the loT-based smart
key device. The Arduino microcontroller processes all sensor information and instructions to the linked
devices. The ATMega328 chip, which has 14 digital port pins and six analog port pins, is used in Arduino, a
microcontroller development device. In addition, Arduino includes a 16 MHz crystal oscillator, a USB port, a
reset button, and a power jack. As the primary data processor, Arduino is critical in processing sensor data
and organizing duties that other components of the smart key system must complete. Arduino can connect
various sensors and actuators that play a role in the device's functioning using its diversified digital and
analog pins [15]-[17].

2.2.2. ESP8266

The ESP8266 module is vital to connect the device to the internet through Wi-Fi [18]. This module
contains an ESP8266 chip built and connected with other components of internet connectivity [19]. The
ESP8266 module is typically used with a microcontroller, which makes it an additional device that allows it
to connect to the internet. Integrating the ESP8266 module with a microcontroller improves the ability of the
device to work online in numerous areas of life [20], [21], allowing it to communicate, send, and receive
data, and participate in internet-based research [22], [23].

2.2.3. SW420 vibration sensor

The SW420 vibration sensor can detect vibrations or shocks from many directions [24]. This sensor
operates using a metal float with two electrodes within. The sensor remains attached without vibration, which
causes a low output value. The connection is broken when the sensor detects vibrations, producing a high
output value [25]. When vibrations occur in this gadget, the Arduino microcontroller and IoT systems
process the input data received by the sensor. The processed data are then transmitted as a notice to the
Telegram application. This method allows users to receive real-time information on vibrations or shocks in
the monitored system. As a result, integrating the vibration sensor with Arduino and IoT provides an
effective solution to monitor activities or circumstances that require special attention.

2.2.4. RFID-RC522

RFID is a radio wave-based identification system that may wirelessly transfer identification
information as a PIN. The RFID reader and the RFID tag are the two main elements that play an essential
role in this technology. It operates similarly to radio waves in that the RFID reader transmits radio waves that
are subsequently received by the RFID tag's antenna. A chip within the RFID tag holds a unique 1D code for
each tag. The RFID tag antenna then transmits the data to be read by the RFID reader. RFID technology is
used in this system to unlock the doors of hotel rooms [26], [27].

As input, the SW420 vibration sensor and RFID technology are implemented in this system. The
system also uses a limit switch to detect when the hotel door is forced open without legitimate control. The
limit switch functions as an electromechanical switch that can change the position of the contact terminals
from normally closed to open or vice versa. This limit switch is manually adjusted in use by pushing [28].
This system provides an effective and integrated security layer for the safe and controlled opening of hotel
room doors by combining RFID technology, the SW420 vibration sensor, and the limit switch.

2.2.5. Solenoid

A solenoid is an electronic component that operates under the concept of electromagnetic and
consists of a conductor wire twisted around an iron core [29]. Solenoids typically function at a voltage of
12 VDC. When an electric current flows through the iron core, the solenoid generates a magnetic field,
causing the solenoid to open. When there is no electric current flowing, the solenoid remains locked.

The solenoid controls access in its operation, while other components, such as RFID-RC522 and the
limit switch, detect legal entry and prevent unwanted attempts [30]. The SW420 vibration sensor detects
unusual shocks or vibrations on the door, while the Arduino Uno Atmega328 and ESP8266 modules manage
data and network connectivity. Combining all these components produces a complex system for hotel room
door security.

2.2.6. Software design

The software is designed according to the system flow represented in Figure 5. This diagram
outlines the steps the software must follow to ensure efficient and effective operation. Each component in the
system flow has been carefully integrated to ensure smooth processes. By adhering to the guidelines in
Figure 5, the software development process can be more structured and organized.
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Figure 5. Flowchart software system

2.3. Implementation

As specified in the requirements mentioned above, the development of devices and supplies is the
first step towards developing an l1oT-based smart key for hotels. Following that, the program design process
will be carried out in the form of software, with Arduino IDE software functioning as the platform for
developing the program in the C programming language, which has been optimized for microcontroller
programming. The component installation process is then carried out, which involves the use of a hand drill
to produce holes in the base materials such as plywood and acrylic. These holes will secure the device by
securing the components and installing bolts. Finally, the necessary components will be systematically
assembled according to the circuit design previously planned.

Jumper cables connect one component to another in this construction, and these connections are
reinforced with solder and tin to ensure strong and durable connections. Arduino Uno, ESP8266 module,
RFID-RC522, SW420 vibration sensor, limit switch, relay, key solenoid, 12 VDC adapter, and other design-
related components are utilized in the assembly. Figures 6 illustrate the circuit diagrams and the application
of the created device. Figure 6(a) showcases the physical utilization of the assembled device in everyday
scenarios, providing a clear view of how the device integrates into its intended environment. Figure 6(b)
depicts an electronic circuit diagram detailing the connections between these components, offering a
technical perspective on the device's internal workings and how each part interacts to achieve the desired
functionality.
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Figure 6. lllustrate the circuit diagrams and the application of the created device (a) showcases the physical
utilization of the assembled device in everyday scenarios and (b) depicts an electronic circuit diagram
detailing the connections between these components

3. RESULTS AND DISCUSSION

Different kinds of sensors are employed in the smart key input circuit. The RFID-RC522 sensor is
the first to be used. The RFID sensor was tested to determine its performance concerning the reading distance
between the RFID reader and the RFID card. The RFID card was connected to the RFID reader from various
distances during testing. The results of this test indicated that the RFID reader could successfully read the
RFID tag from up to 3 cm away. However, distances over 3 centimeters did not produce accurate results.
During this test, the RFID sensor was given a voltage input of 3.4 VDC. Table 1 and Figure 7 show voltage
readings at specific positions on the Arduino, notably pins D9, D10, D11, D12, and D13.

Table 1. Arduino voltage measurements to evaluate RFID-RC522
Pin location  Voltage measurement in RFID (V)

VCC 3.4
SCK 0.4
SDA 24
RST 3.2
MISO 0.2
MOSI 3.4

Figure 7. Experimentation and measurements on the smart door device

Based on these measurements, it is possible to conclude that the RFID sensor works normally and
follows the expected specifications. Furthermore, the device's functionality was tested when the door was
opened without vibration. According to the results of this testing, if the door were opened without vibration, a
notification alert would be sent to the user through the Telegram scheme. Figure 8 shows the notification
display.
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The limit switch is the second sensor in the smart key input circuit. The limit switch was tested by
taking measurements with a multimeter at the terminals of the limit switch. The measurement should yield a
certain value if the limit switch is in good working condition and connected. The measurement should change
after pressing the limit switch with a multimeter probe, showing that the limit switch is engaged. The limit
switch voltage was measured at pin D7 of the Arduino Uno and the ground connection was connected at the
Arduino ground pin, which yields the measurement data shown in Table 2.

Table 2. Voltage measurements of Arduino input reaction to limit switch
Condition  Voltage in limit switch (V)
Push 0
Not push 3.8

Based on the results of this testing, it is possible to conclude that the limit switch works correctly
and follows the expected conditions. Furthermore, the devices were operated when the limit switch detected
the hotel door being severely opened. This testing showed that a notification alert would be sent to the user
via the Telegram application in such a scenario. This testing showed that a notification alert would be sent to
the user via the Telegram application in such a scenario. Figure 9 shows the notification display, which
provides a visual representation of how the alert appears on the user's device. This feature ensures that users
are promptly informed of relevant events or updates, enhancing the overall functionality and user experience
of the system. The SW420 vibration sensor is the third sensor tested. The vibration sensor was tested to
ensure that it performs by the pre-programmed program. The test was carried out on the output of the SW420
vibration sensor, which was connected to pin A0 on the Arduino Uno microcontroller. A 5 VDC supply
operated the vibration sensor, and the ground connection was connected to the Arduino Uno ground pin.

The following conditions are standard criteria: when vibration is detected, the voltage output from
the SW420 vibration sensor is supposed to be 5 VDC. Based on the test results, the measured output voltage
is 4.6 VDC when vibration is detected. The Arduino Uno microcontroller will process the input via this
vibration sensor. The results will be returned to the ESP8266 module, which will notify the user and the
administrator if any vibration is detected on the hotel door. When the SW420 vibration sensor detects
vibrations, a notification recognition is issued to the user through the testing-based Telegram application.
Figure 9(a) depicts the notification system designed to alert users and administrators in the event of
unauthorized door opening, enhancing security measures. Furthermore, Figure 9(b) illustrates the utilization
of the Telegram application for notifying users of door vibrations, complementing the previously described
notification system
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Figure 9. Telegram notification (a) for the forced-open door event and (b) with vibration for the door event

The Arduino Uno and the ESP8266 module construct the electronics of this system. The output
voltage was measured at the Arduino Uno 1/0 port pin positions linked to the module and sensors utilized in
this device during testing. The Arduino Uno was given a 12 VDC input voltage to activate the module's red
LED indication. This testing includes digital ports from DO to D13 and analog ports from AQ to A5. The test
results showed that the Arduino Uno's output voltage is 12 VDC and that all ports are active.

The Arduino Uno module was tested using the Arduino IDE, with the results displayed on the serial
monitor. The objective of this test was to verify that the output of the SW420 vibration sensor and limit
switch corresponded to the previously programmed code. The test was successful if striking the hotel door
resulted in a vibration display on the serial monitor. Furthermore, if the hotel door were opened without
approval, the serial monitor would display the phrase "pintu dibobol.” Figure 10 shows an illustration of the
serial monitor display.

TA_Progrem _ESP | Arduino 1.8.12 =
File Edit Sketch Tools Help

[2]¥]

TA_Program_ESP

asicHTTPSClient.ine @COMZ _ ] 1’4

Created on: 20.08.2018 [ | [T ]
20:47:12.150 -> Check the serial [
20:47:14.568 -> Breached

20:47:36.797 -> vibrate
#include <Arduino.h> 20:47:47.042

=> Vibrate
20:47:58.949 -> Breached
finclude <ESPE266WiFLi.h>

#include <ESPB266WiFiMulti.h>
#include <ESPS266HITPClient.h>

finclude <WiFiClientSecureBearSSL.h>

// Fingerprint for demo URL, expires on
//const uint8 t fingerprint[20] = ({0x40] Oxb3}
String urlData="";
ESPB266WiFiMulti WiFiMulti; v

int maxRetry=5; [ Autoscrol [5] Show timestamp iNainemi‘q v | 19600 baud v:l Clear output |

Bvoid setup() |

Serial.begin(9600);

Figure 10. Arduino sensor system test results displayed on the serial monitor
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Furthermore, the ESP8266 Wi-Fi module was tested with a 3.4 VDC power supply provided by a
step-down regulator DC to DC converter with a 3.4 VDC output voltage. To establish a connection from the
ESP8266 module to the Arduino, connect pin D2 on the Arduino to pin GP1O-1 on the ESP8266 module and
connect pin D3 on the Arduino to pin GP1O-3 on the ESP8266 module. This test's main objective was the
measurement point on the VCC pin of the ESP8266 module, which shows the active status and the
connection to the Wi-Fi network.

AT command instructions were used to configure the ESP8266 module as an access point,
connecting the module to the internet network. The module was also detected using a laptop during this
testing. The ESP8266 Wi-Fi module testing results indicate that the module can be properly noticed and
connected to the Wi-Fi network, as shown in Figure 11.

€ BasicHtpsClient | Arduino 1.8.12

BasicHttpsClient

Bif(Serial.available{) > 0){

& coms - 0o X
String dataIN = Serial.readString();
B if(dataIN.substring{d,1) =="0")( [ | [Esera ]
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} else if(dataIN.substring(0,1) =="1")|14;58:11.646 ->

//habis 14:58:11.846 -> start

cekPendaftaran(2, datallN.substring{dd14,55;:11.5846 -> ===
Jelse if(dataIN.substzing{0,1) =="2"){14.58:11.846 -> 56

/lgetar 14:58:11.846 -> Finish

cekPendaftaran(3, dataIN.substring(da14,58:15.882 -> Rdd Wifi
}else if (dataIN.substring(0,1) =="3"){l14,58:15.882 ->

//Barang Disimpan

cekPendaftaran (4, dataIN. substring(dd
Jelse if (dataIM.substring(0,1) =="4")

/lgetar

cekPendaftaran(5, dataIN.substring(d4

14:58:15.882 -» ====
14:58:15.582 -> Add Wifi
14:58:15.862 -> ===
14:58:15.926 -> 56
14:58:15.926 -> Finish

1 v

! [ Autoscrol 7] Show timestamp [Noineendng | [s600baud | | clearoutput |

//serial.println("Wait 10s before next round...");
delay(1000);
l

Figure 11. System test results of the ESP8266 module

A solenoid lock is used in the smart key system's output circuit. The solenoid lock was tested by
investigating the results of the operation, specifically whether or not the hotel door locked by the solenoid
lock could be opened. This procedure depends on whether or not the RFID card tag reading was successful. If
RFID card tag detection is successful, the solenoid lock is pushed into the door, and the door opens. If the
RFID card tag reading fails, the solenoid lock will remain in a specific position, preventing the hotel door
from opening. The solenoid lock operation was tested with a 12 VDC input voltage adaptor. The voltage
measurement point of the solenoid lock, located at the relay's NC pin, was the focus of this testing. When the
solenoid lock is open, the measured voltage is O volts, based on the test results. When the solenoid lock is
closed, the measured voltage is 12 VDC. Based on the results of these tests, it is possible to determine that
the solenoid lock action works properly and within the required parameters.

4. CONCLUSION

Overall, the loT-enabled smart door lock system for hotel devices accomplished significant goals,
including the development of both software and hardware for security notifications capable of detecting
suspicious activities such as forced use of room keys and doors opening without vibration. The development
of the operational configuration software for the Atmega328 and ESP8266 modules also improved the
system's capabilities regarding data processing and notification via the 10T network. Furthermore, the
implementation of this smart key device adds a new dimension by adding remote real-time monitoring
capabilities, boosting security holistically, and allowing users to oversee security remotely. As a result, an
effective solution is established to protect both guests and hotel management.
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