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 In this unprecedented coronavirus crisis, telehealth had emerged as a 

substitute way of treatment. More specifically, paediatric children are at high 

risk of outside exposure now. Non critical children must be treated remotely 

through the tableware system. A key based secured online transmission of an 

intraoral image of the paediatric cavity has been proposed in this manuscript. 

A cavity is a dental disease occurring in children. It is mainly caused due to 

prolonged bacterial infections. Secured online transmission with respect to 

medical transactions is immensely required in telecare information systems 

(TIS). Data confidentiality factor is preserved with preference in this 

proposed technique. A parity based novel chain key (NCK) has been 

generated and diffused inside the intraoral paediatric cavity image. NCK 

generation scheme is so highly robust that it gives different combinations 

after each bit altering. Initial seeds are kept at the dentist and patients, to 

resist myriad attacks inside the wireless channel, especially during this 

COVID-19 period. Histogram, floating frequency, and autocorrelation were 

obtained with accuracy using the proposed technique. Effects were observed 

by flipping simultaneous bits of the initial key and results were highly 

acceptable. The time for the proposed key generation has been found to be 

514.61 ms. The total cryptographic time has been noted as 3.5983 ms in this 

technique. 
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1. INTRODUCTION 

Telecare information system (TIS) is a necessary weapon in this era of digital computing. It has 

become an alternative option to treat the patients from their homes in the time of COVID-19. Thus, the 

patients and children are not at all exposed to the risk of coronavirus transmission. With the interfaces of 

such systems, patients can easily communicate with their physicians at any time. Thus, visiting the 

hospitals/clinics physically has been brought into less frequency. There are so many advantages of using such 

a TIS. But the biggest thing of concern is security on the medical data [1]–[3]. The chief objective of this 

manuscript is to a have robust cryptographic system with a strong session key such that it can easily beat the 

man-in-the-middle attacks inside the telehealth networks. This proposed technique has shown a way to 

transmit paediatric information by reversible computing structures on dental issues during the COVID-19 era. 

Dental hygiene care is a cornerstone area of concern that needs pretty good care for children’s welfare. 

Parents are the best care givers to their off springs. The oral health care of a child revolves around the 

Paediatricians, Paediatric Dentists, Pathologists, Dieticians and Anaesthesiologists. The decay in the tooth is 

mainly caused due to a group of germs known as mutans streptococcus and lactobacillus. The bacterial 

https://creativecommons.org/licenses/by-sa/4.0/
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invasions are raised by the sugar, which then produces acids. The structure of teeth bifurcates by depleting 

the calcium layer with rising in the potential of hydrogen (pH) levels inside the child’s periodontium zone. A 

plaque created by the bacteria. A yellowish film developed on the buccal surface caused by the enamel 

eroding acids. De- calcified surface of the teeth collapsed, and thus cavity is being created.  

 

 

 
 

Figure 1. Intraoral image revealing molar cavity 

 

 

Cryptography is concerned mainly to protect the data from myriad malicious attackers [4].  

They distort and manipulate the data and signals while transmission. In cryptography, two keys are public 

and private key [5], [6]. In TIS too, there has been a tremendous amount of emphasis given on medical data 

security. Intelligent computing [7] plays a big role in such online health services domains. To ensure 

integrated data transmission between the nodes is the prime objective in data security [8], [9]. 

The motivation behind developing this unique novel chain key (NCK) based encryption is to 

enhance the remote medical assistance to the children in these critical corona times. Due to lockdown 

restraints, most of the treatments are recommended to be done in virtual modes from secludes. This decreases 

the coronavirus transmission to the children. It provides immense motivation for design such COVID-19 

paediatric cavity telecare system. This paper presents a secured novel technique that generates a Hamming 

key based on parity information. The binary intraoral image is converted into reversible a Fredkin image. The 

resultant Hamming key will be diffused with the binary Fredkin image.  

The highest concerning issue was the children’s data security. During the public communication 

over the telehealth network, such sensitive data may be hijacked by the silent intruders living in the networks. 

They will collect those data and manipulate them as per wrong intentions. Data confidentiality and integrity 

are the most relevant challenges in the current scenario. The proposed technique has provided a strong 

COVID-19 paediatric cavity telecare system. Thus, it will defend the Man-In-The-Middle attacks inside the 

noisy channel in this excessive use of digital transaction in the COVID-19 era.  

Telecare paediatric dentistry is an approach to embed information and communication technology 

with dental health [10]. Dasgupta and Deb [11] have told that telecare is a new direction in the health care 

system. Chen et al. [12] had given a dimension of telemedicine on dental medicine care in 2003. Flanders 

[13] had shown the effectiveness of dental education schemes in schools in the year 1987. Distance is one of 

the obstacles behind improper paediatric treatments in dental fields. Cook et al. [3] and Morosini [14] expert 

online orthodontic opinions from remote dentists were taken for better treatment facilities.  

But the biggest threat in such a TIS is the security issues. Intruders will grasp the medical data and 

signals, and they would proceed in illegal ways, maybe in terms of fake media claims, publicity, and assault, 

Bhowmik et al. [15] have proposed a computational intelligence and lossless regeneration on intraoral image 

transmission in 2019. Sarkar et al. [16] had proposed an efficient and secured sharing of gingivitis in 2018. 

Dey et al. [17] have proposed a metaheuristic approach towards the secured transmission of electronic 

prescriptions on the dental domain in 2019.  

Hamming in the year 1950 [18] had introduced the idea of error detection and correction on  

the transmitting data. It is a linear block wise error detection and error correction on binary bits. Saiz-Adalid 

et al. [19] had modified Hamming codes by extending a parity bit to enhance its performances. Ullah et al. 

had shown a convenient way for detection of errors using Hamming codes [20]. Ahmadpour et al. [21] have 

proposed a new formulation technique on Hamming codes. 

Bryk et al. [22] had designed encryption techniques using reversible logic gates in the year 2016. 

Picton [23] had developed modified Fredkin gates in logic design circuits in 1994. Datta et al. [24] had 

proposed reversible logical applications in the field of cryptography and coding theory in 2013. Bapannadora 

et al. [25] have designed an AES algorithm using a reconfigurable reversible logic circuit. 

The inspiration driving fostering this novel NCK based encryption is to improve the distant clinical 

help to the paediatrics in this basic coronavirus times. Paediatrics are the most vulnerable in terms of 

coronavirus. They should be protected from such deadly virus. Because of lockdown limitations, the majority 
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of the non-critical children are prescribed to be done in virtual consultations from isolates. This curtails the 

COVID-19 transmission to the children. It gives huge inspiration to proposed plans such COVID-19 

Pediatric cavity telecare system.  

Any health-related issues towards their child are the most important and stressed factor contributing 

to parents’ anxiety. In this era of the global pandemic, parents’ anxiety has raised exponentially towards their 

children. They are more concerned towards their child’s health. Such a disease like paediatric cavities needs 

to be treated carefully without disclosing the facts to the eavesdroppers. The advantage of this paper is to 

provide a security layer on a child’s dental image, so that intruders can do nothing with those encrypted 

partial shares if retrieved. The existing intraoral secret image sharing technique has some demerits, which are 

a few listed: i) Key exchange in TIS between the terminals in this COVID-19; ii) Secret sharing of intraoral 

images are ready available for distribution to illegal concerned persons keeping the parents in complete blind 

state of information; iii) Secret intraoral partial images are forwarded in a single link. The secret image will 

not be regenerated if the link is abrupt; iv) Distorted image, if transmitted, then secured transmission prompts 

to wrong treatment actions. 

Dental cavities are frequent and common periodontal disease which affects the periodontium of 

children in rural areas of India. It has been seen in this pandemic era too. Cavities are caused by the bacteria 

infection inside the mouth to form the plaques, which then enamel eroding acids are generated to form the 

cavity in the teeth. A prominent and potential infrastructure in the field of palliative care is lagging in every 

sphere. A palliative care support system provides expert disease diagnosis along with proper treatment to 

cure the children. In addition, it provides huge mental support and care to such affected children. Availability 

of expertise persons such as paediatric dentists, general physicians, anaesthetics, paediatricians, and 

dieticians are not always found. Moreover, an acute crisis of clinical support systems like digital X-Ray 

clinics, and pathological laboratories are observed firmly. Such bare essential needs are more lacking more 

due to contemporary lockdown and social distancing constraints. Such supports are the minimum 

requirements to conduct a dental care system in proper fashion. Rural children having cavities in their single 

or multiple teeth suffer a lot to get better treatment.  

 

 

 
 

Figure 2. Transition of healthy paediatric teeth to formation of cavity 

 

 
Unfortunately, children suffering from painful cavities do not get proper expert opinions due to 

social and infrastructural deficits. Thus, their disease remains untreated and conditions lead to extraction of 

teeth. In most of the remote villages paediatric dentists are almost not found as a regular practitioners.  

The demerits discussed in the above section are solved using the proposed technique. Paediatric 

cavity image is secretly converted into reversible Fredkin structures [24], [25]. A parity based on Hamming 

codes key will be generated by the sender of TIS. The key will be diffused with the converted so called 

reversible image. The encrypted image is fed into Rivest-Shamir-Adleman (RSA) with the public key of the 

corresponding dentists of TIS. 

In this proposed model of work, the above stated problem with respect to the dental domain can be 

solved. Children’s medical data is more confidential enough. A secured paediatric image is to be transmitted 

over TIS for expert opinion. This would diagnose the child’s disease better. Thus, keeping the children safe 

from the coronavirus attacks, their treatments are possible securedly through this proposed technique.  

 

 

2. RESEARCH METHOD 

The block diagram of Fredkin gate [26], [27] is given in Figure 3. It has three inputs and three outputs. 

The function of this reversible gate is given at (1), which has been adopted by the sender and receiver of TIS. 



                ISSN: 2089-4864 

Int J Reconfigurable & Embedded Syst, Vol. 11, No. 1, March 2022: 13-24 

16 

𝑓( 𝐴, 𝐵, 𝐶 ) → { 𝐴 , 𝐴’𝐵 +  𝐴𝐶 , 𝐴𝐵 +  𝐴’𝐶}  (1) 
 

 

 
 

Figure 3. Block diagram of Fredkin gate 

 

 

In this proposed technique, the intraoral paediatric image has been converted into binary matrix 

using Fredkin gate. An NCK of desirable length is obtained through the proposed Hamming code based 

parity scheme. Successive diffusion operations were performed on the said two resultants. Finally, the 

encrypted binary image will be transmitted to TIS by RSA using the public key of the dentist.  

 

2.1. Proposed algorithm: NCK encryption 

 
Input(s): 𝐼𝑛𝑡𝑟𝑎𝑜𝑟𝑎𝑙 𝑖𝑚𝑎𝑔𝑒 (𝑃1. 𝐽𝑃𝐸𝐺[Total_Row ][Total_Col ] ), 
𝐷𝑒𝑛𝑡𝑖𝑠𝑡’𝑠 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦(𝐷𝐾[ ]) 
Output(s): Encrypted Intraoral Image 

 {/∗  𝑃𝑎𝑒𝑑𝑖𝑎𝑡𝑟𝑖𝑐 𝐼𝑚𝑎𝑔𝑒 𝑡𝑜 𝐵𝑖𝑛𝑎𝑟𝑦 𝑀𝑎𝑡𝑟𝑖𝑥 𝐶𝑜𝑛𝑣𝑒𝑟𝑡 ∗/} 
𝐹𝑜𝑟 𝑖 =  0 𝑡𝑜 𝑇𝑜𝑡𝑎𝑙_𝑅𝑜𝑤  
 𝐹𝑜𝑟 𝑗 =  0 𝑡𝑜 𝑇𝑜𝑡𝑎𝑙_𝐶𝑜𝑙 
 𝐵𝑖𝑛_𝐼𝑚𝑔[𝑖][𝑗]  =  𝐶𝑎𝑙𝑙 𝐵𝑖𝑛𝑎𝑟𝑦𝐼𝑚𝑎𝑔𝑒( 𝑃1. 𝐽𝑃𝐸𝐺[][]) 
 𝐸𝑛𝑑 𝑓𝑜𝑟 
𝐸𝑛𝑑 𝑓𝑜𝑟 
{/∗  𝐵𝑖𝑛𝑎𝑟𝑦 𝐼𝑚𝑎𝑔𝑒 𝑡𝑜 𝐹𝑟𝑒𝑑𝑘𝑖𝑛 𝐼𝑚𝑎𝑔𝑒 ∗/} 
𝐹𝑜𝑟 𝑖 =  0 𝑡𝑜 𝑇𝑜𝑡𝑎𝑙_𝑅𝑜𝑤 
𝐹𝑜𝑟 𝑗 =  0 𝑡𝑜 𝑇𝑜𝑡𝑎𝑙_𝐶𝑜𝑙 
 𝐹_𝐼𝑚𝑔[𝑖][𝑗]  =  𝐶𝑎𝑙𝑙 𝐹𝑟𝑒𝑑𝑘𝑖𝑛𝐶𝑜𝑛𝑣𝑒𝑟𝑡( 𝐵𝑖𝑛_𝐼𝑚𝑔[𝑇𝑜𝑡𝑎𝑙_𝑅𝑜𝑤][𝑇𝑜𝑡𝑎𝑙_𝐶𝑜𝑙]) 
 𝐸𝑛𝑑 𝑓𝑜𝑟 
𝐸𝑛𝑑 𝑓𝑜𝑟 
{/∗  𝐶ℎ𝑎𝑖𝑛 𝐾𝑒𝑦 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ∗/} 
𝐾𝐸𝑌[ ]  ←  𝐶𝑎𝑙𝑙 𝐶ℎ𝑎𝑖𝑛𝐾𝑒𝑦𝐺𝑒𝑛( 𝑃𝑅𝑁𝐺 𝑆[ ]) 
{/∗  𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑜𝑓 𝑃1. 𝐽𝑃𝐸𝐺 𝑤𝑖𝑡ℎ 𝐾𝐸𝑌 [ ]  ∗/} 
𝐹𝑜𝑟 𝑖 =  0 𝑡𝑜 𝑇𝑜𝑡𝑎𝑙_𝑅𝑜𝑤  
𝐹𝑜𝑟 𝑗 =  0 𝑡𝑜 𝑇𝑜𝑡𝑎𝑙_𝐶𝑜𝑙 
 𝐸𝑁𝐶𝑅𝑌𝑃𝑇𝐸𝐷_𝐼𝑀𝐴𝐺𝐸[𝑖][𝑗] = 𝑋𝑂𝑅(𝐹_𝐼𝑚𝑔[𝑖][𝑗], 𝐾𝐸𝑌[ ]) 
 𝐼𝑛𝑐𝑟𝑒𝑚𝑒𝑛𝑡 𝑗; 
 𝐸𝑛𝑑 𝑓𝑜𝑟 
𝐼𝑛𝑐𝑟𝑒𝑚𝑒𝑛𝑡 𝑖 
 𝐸𝑛𝑑 𝑓𝑜𝑟 
 {/∗ 𝑅𝑆𝐴 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑜𝑓 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝐼𝑚𝑎𝑔𝑒 𝑤𝑖𝑡ℎ 𝐷𝑒𝑛𝑡𝑖𝑠𝑡’𝑠 𝑃𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦 ∗/} 
 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑[ ][ ] =  𝐶𝑎𝑙𝑙 𝑅𝑆𝐴 (𝐸𝑁𝐶𝑅𝑌𝑃𝑇𝐸𝐷_𝐼𝑀𝐴𝐺𝐸[𝑇𝑜𝑡𝑎𝑙_𝑅𝑜𝑤][𝑇𝑜𝑡𝑎𝑙_𝐶𝑜𝑙], 𝐷𝐾[ ] )  

 

2.1.1.  Proposed algorithm: chain key generation 
 
Input(s): 𝑁𝑜. 𝑜𝑓 𝑃𝑎𝑟𝑖𝑡𝑦 𝐵𝑖𝑡𝑠(𝑃𝑅), 𝐿𝑒𝑛𝑔𝑡ℎ 𝑜𝑓 𝐶ℎ𝑎𝑖𝑛 𝐾𝑒𝑦 (𝐾𝐸𝑌𝐿𝐸𝑁), 𝑁𝑜. 𝑂𝑓 𝑆𝑢𝑏 𝐵𝑙𝑜𝑐𝑘𝑠 (𝐵𝑙𝑜𝑐𝑘𝐿𝑒𝑛) 
Output(s): 𝐶ℎ𝑎𝑖𝑛 𝐾𝑒𝑦 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛 (𝐻𝐾𝐸𝑌 [𝐾𝐸𝑌𝐿𝐸𝑁]) 
𝐹𝑜𝑟 𝑖 =  0 𝑡𝑜 𝐵𝑙𝑜𝑐𝑘𝐿𝑒𝑛 
 𝑅0[𝑖]  =  𝑅𝑁𝐷( ) 𝑀𝑂𝐷 2 
𝐸𝑛𝑑 𝑓𝑜𝑟 
𝐴𝑠𝑠𝑖𝑔𝑛 K0 [Len] ≤ ( 2𝑃𝑅+ 1 )  

𝐾[0] ←  𝐶𝑎𝑙𝑙 𝐻𝑎𝑚𝑚𝑖𝑛𝑔𝑃𝑎𝑟𝑖𝑡𝑦𝐵𝑖𝑡𝐹𝑖𝑙𝑙( 𝑅[0] ) 
𝐹𝑜𝑟 𝑖 =  0 𝑡𝑜 ( 𝐾𝐸𝑌𝐿𝐸𝑁 / 𝐵𝑙𝑜𝑐𝑘𝐿𝑒𝑛) 
 KEYPREV← 𝐶𝑎𝑙𝑙 𝐶𝑜𝑛𝑣𝑒𝑟𝑡𝑒𝑑(KEYPREV) 
 𝐶 ←  𝐶𝑜𝑢𝑛𝑡𝑁𝑜𝑂𝑓1𝑠(KEYPREV) 
 𝐼𝐹 (𝐶𝑎𝑙𝑙 𝑃𝑎𝑟𝑖𝑡𝑦𝐶ℎ𝑒𝑐𝑘(KEYPREV)) THEN 

   KEYNEXT ← {KEYPREV – 2𝐶} XOR RO[BlockLen] 

 𝐸𝑙𝑠𝑒 
   KEYNEXT ← {KEYPREV + 2𝐶} XOR RO[BlockLen] 

 𝐸𝑛𝑑 𝑖𝑓 
 𝐼𝑛𝑐𝑟𝑒𝑚𝑒𝑛𝑡 𝑖 
 𝐶 ←  0 
 𝐻𝐾𝐸𝑌 [𝐾𝐸𝑌𝐿𝐸𝑁] ← KEYPREV 𝐶𝑂𝑁𝐶𝐴𝑇𝐸𝑁𝐴𝑇𝐼𝑂𝑁 KEYNEXT 
𝐸𝑛𝑑 𝑓𝑜𝑟 
𝑅𝑒𝑡𝑢𝑟𝑛 𝐻𝐾𝐸𝑌[𝐾𝐸𝑌𝐿𝐸𝑁] 

 

 

                     A       X 

                     B       Y 

                     C       Z 

 

 

Fredkin Gate 
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2.1.2.  Proposed algorithm: key conversion 

 
Input(s): 𝐾𝑒𝑦𝑠𝑡𝑟𝑒𝑎𝑚, 𝐾𝑆[𝑆𝑖𝑧𝑒] 
Output(s): 𝐶𝑜𝑛𝑣𝑒𝑟𝑡𝑒𝑑 𝐾𝑒𝑦𝑠𝑡𝑟𝑒𝑎𝑚, 𝐶𝐾𝑆[𝑆𝑖𝑧𝑒] 

𝐹𝑜𝑟 𝑖 =  0 𝑡𝑜 (𝑆𝑖𝑧𝑒 − 1) 
𝐼𝑓 ( 𝑖 =  0 ) 𝑇ℎ𝑒𝑛 
  𝐶𝐾𝑆[𝑖] =  𝐾𝑆[𝑖] 
 Else 

𝐶𝐾𝑆[𝑖] =  𝐾𝑆[𝑖] 𝑋𝑂𝑅 𝐾𝑆[𝑖 − 1] 
 𝐸𝑛𝑑 𝑖𝑓 
𝐼𝑛𝑐𝑟𝑒𝑚𝑒𝑛𝑡 𝑖 
𝐸𝑛𝑑 𝑓𝑜𝑟 
𝑅𝑒𝑡𝑢𝑟𝑛 (𝐶𝐾𝑆[𝑆𝑖𝑧𝑒]) 

 

 

3. RESULTS SECTION 

In this section, results were briefly discussed. The above stated proposed algorithm was carried out 

on the high level language with modern computer configurations. Table 1 contains the exemplary data set of 

observation. Intermediate keys are well tabulated Table 1 for length of seed value, length of intermediate key, 

and desired key size are 4 bits, 7bits, and 70 bits respectively.  

 

 

Table 1. Intermediate key formation with their decimal equivalences 
Intermediate key 

(IK1) 

Decimal 

(IK1) 

Intermediate key 

(IK2) 

Decimal 

(IK2) 

Intermediate key 

(IK3) 

Decimal 

(IK3) 

Intermediate key 

(IK4) 

Decimal 

(IK4) 

0011001 25 0110011 51 1011010 90 1001100 76 

0010100 20 0001001 09 1101101 109 0010110 22 
0110111 55 0101110 46 0100001 33 1000001 65 

0111101 61 0001110 14 1100011 99 0110101 53 

0111010 58 0110100 52 0000000 00 0110011 51 
0001110 13 0101101 45 1011001 89 1101110 110 

1100100 100 1001000 72 0001111 15 0000101 05 

1010111 87 1101111 111 1010000 80 1000011 67 

1100101 101 1100011 99 0110010 50 0100110 38 

1101110 109 1101101 109 1000001 65 1101001 105 

 

 

Four intermediate keys were taken into considerations: IK1, IK2, IK3, and IK4.the first key, IK1 is 

the initial set of keys. The robustness of the proposed technique may be explained in terms that by changing 

single/double/triple bits of the seed value, we get drastic changes in their corresponding decimal values. Such 

changes are quiet random in nature and do not have any matching patterns. The centroid mean over their 

corresponding decimal are 62.9, 60.8, 63.0 and 59.2 respectively. Hence the intruders will be in big doubt to 

detect the exact key composition.  
 

3.1. Graphical analysis 

Figures 5-16 contain the graphs for histogram, floating frequency, and autocorrelation using the 

proposed keys, IK1, IK2, IK3, and IK4 respectively after proposed encryption. Histograms graphs are evenly 

poised as observed in those figures. Floating frequency graphs are uniformly spread throughout the character 

set. No similar patterns were found in the graphs of the autocorrelation. During the hyper digitization of 

telehealth, intruders cannot guess/assume any pattern from the cipher text of our technique. This could be a 

blossom for paediatric telehealth system in the COVID-19 pandemic time. Thus, it may be well said that 

intruders cannot guess the exact key composition to grasp the paediatric cavity intraoral images. Thus, the 

confidentiality of any children will be maintained in these proposed COVID-19 telecare information system.  
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Figure 5. Histogram of Paediatric Cavity with NCK_ID =IK1 

 

 

 
 

Figure 6. Floating Frequency of Paediatric Cavity with NCK_ID =IK1 

 

 

 
 

Figure 7. Autocorrelation of paediatric cavity with NCK_ID =IK1 
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Figure 8. Histogram of paediatric cavity with NCK_ID =IK2 

 

 

 
 

Figure 9. Floating frequency of paediatric cavity with NCK_ID =IK2 

 

 

 

 

Figure 10. Autocorrelation of paediatric cavity with NCK_ID =IK2 
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Figure 11. Histogram of paediatric cavity with NCK_ID =IK3 

 

 

 
Figure 12. Floating frequency of paediatric cavity with NCK_ID =IK3 

 

 

 
 

Figure 13. Autocorrelation of paediatric cavity with NCK_ID =IK3 
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Figure 14. Histogram of Paediatric Cavity with NCK_ID =IK4 

 

 

 
 

Figure 15. Floating Frequency of Paediatric Cavity with NCK_ID =IK4 

 

 

 
 

Figure 16. Autocorrelation of paediatric cavity with NCK_ID =IK4 

 

 

3.2. Session key generation time comparison 

The session key is the most vital issue in any cryptographic scheme [28]–[30]. In this sub-segment, 

we have compared the session key generation time needed. The proposed NCK generation on paediatric 

COVID-19 has been compared with some of the classical algorithms of cryptographic engineering. Table 2 

has shown the needful timing comparisons. The proposed NCK technique has an acceptable time value for its 

key generation, when compared with others. This proves the efficacy of the proposed system. 
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Table 2. Time needed for key generation 
Sl. No. Technique Key generation time (ms) 

1 Proposed here 514.61 
2 IDEA 492.47 

3 RC5 615.21 

4 RC6 511.25 

 

 

3.3. Computing time comparison 

The acceptance of any online TIS depends on the amount of time needed for its secured 

communication between the patient and the physicians. In Table 3, the encryption and decryption time were 

evaluated in seconds. It has been observed that the proposed technique operates successfully on different 

categories of paediatric cavity images in fewer time frames. Thus, it raised its acceptance factor in society 

[31]. The proposed NCK technique has a better computing time value as compared with the existing 

cryptographic methods. This proves the efficacy of the proposed NCK based cryptography.  

 
 

Table 3. Proposed encryption – decryption time comparison with existing techniques 
Sl. No. Time observed (ms) Proposed here IDEA RC5 RC6 

1 Encryption 1.9875 1.7240 2.0148 1.9654 

2 Decryption 1.6108 1.5507 1.7581 1.7058 
3 Total time 3.5983 3.2747 3.7729 3.6712 

 

 

3.4. Key size comparison 

In this sub-section, a key length comparative study was done on the proposed NCK with other 

methods. Table 4 contains such values.  

 

 

Table 4. Session key length comparison  
Sl. No. Technique Key size (bits) 

1 Proposed here 70 
2 IDEA 128 

3 RC5 128 

4 RC6 128, 192, or 256 

 

 

3.5. Comparison with earlier works 

We have compared our proposed NCK method with some of the earlier papers on similar domain. 

Table 5 has been filled to draw the needed comparisons.  

 

 
Table 5. Comparison with other papers 

Sl. No. Comparison conditions [32] [33] [34] [35] [36] Proposed here 

1 Paediatric telehealth No No Yes No Yes Yes 

2 Telepsychiatry No No No No No Yes 

3 Child’s live data sensing  No No No No No No 

4 Session key generation Yes Yes Yes Yes Yes Yes 

5 Data encryption  Yes Yes Yes Yes Yes Yes 

6 Data compression of children No No Yes No No No 
7 Analysis on session key space  No No No No Yes No 

8 Histogram graph No No No No Yes Yes 

9 Floating character frequency No No No No Yes Yes 
10 Autocorrelation graph Yes No No No Yes Yes 

11 Key generation time No Yes No No Yes Yes 

12 Computing time calculation No No No No Yes Yes 
13 Intermediate key values No No No No No Yes 

14 Comparison No No No No Yes Yes 

 

 

4. CONCLUSION  

The proposed technique is an inevitable gesture towards an online COVID-19 telecare information 

system in terms of secured medical data transmission. Precautionary measures must be taken amidst COVID-

19. In this unprecedented pandemic, telemedicine has become a substitute way of treating children. Security 
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mechanisms must be ensured in telemedicine. They are at high risk of outside exposure to coronavirus. The 

results which were discussed in the earlier section show the robustness of the proposed technique. By 

flipping a single bit/multiple bits of the seed value, the key structure changes rapidly. This change has 

strongly been influential in compliance with histogram, floating frequency, and autocorrelation. The time for 

proposed key generation has been found to be 514.61 ms. The total cryptographic time has been noted as 

3.5983 ms in this technique. Thus, making the intruders’ role to be more critical, as every session has 

developed a changed seed value. In the era of such advanced technological domain, such paediatric COVID-

19 telecare information systems would be highly rated and appreciated. 

The concept of dynamic key length of NCK in this proposed technique may be added in future plan. 

Thus, different key lengths will be used for different paediatric medical communications. The intruders will 

have no knowledge on the size of the key length. It would highly strengthen the security policies of the 

proposed NCK.  
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